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Executive Summary

The enactment of recent federal and provincid level legidation amed a ensuring the privacy of
persona information has engendered a heated debate within the hedth sector about what
privacy means in this context and how persond privacy can be ensured while taking into
consderaion the many necessary secondary uses of hedth information. Among these, for
ingance, medica research, hedth systlem audits and evauation, and epidemiology to name a
few. The polarization in this debate, between good hedth care and research on the one hand
and privacy on the other is not beneficid to consumers, who should have aright to both.

To better understand the consumer perspective in this debate and to provide a context within
which to understand that view, a three-tiered research project was undertaken by the
Consumers Association of Canada and the Public Interest Advocacy Centre. Consumers
themsalves were approached and asked their views on some of the key issues in the debate,
both by means of a cross-Canada written survey and five regiona focus goups, in Alberta,
Manitoba and the nationd Capitd region (in both English and French). Results from this
research were examined in the light of a review of hedth sector stakeholder groups positions
and a compaison of relevant legidative initigives from four provinces and the federd
governmernt.

Among the stakeholders groups, little consensus was evident with regard to the particulars, but
greater agreement on some generd premises, such as the need for informed consent. One of
the dsrongest differences was between groups interested in research and other groups.
Researchers (and those who support them) believe certain research purposes require the
collection, use and disclosure of persond hedth information without consent, given that
obtaining consent would be impracticable and might jeopardize the research results if it resulted
in incomplete information sources.  Others groups object that the loss of control inherent in
alowing research without consent was aberrant to the notion of informationd privacy.

While the sample of consumers who participated in discussions on this issue and/or completed
the written survey was not large (gpproximately 90), there was considerable agreement on the
fact that privacy is an important issue for Canadian consumers, but thet it is an issue that is not
well understood by most. On the issue of consent, consumers believed that: consent should be
made as smple as possble and that consent for trestment and for use of persona hedth
information beyond that treatment should be obtained separately. Consumers, on the whole,
were not sure how their persona information is currently protected, nor exactly who has access
to their information. Research was viewed as a worthy endeavour and amogt al those surveyed
would want their persona hedlth information used for research, but many consumers wish the
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right to refuse consent if they object ethicaly to the research or find it non-compdling.
Consumers were a0 very uncertain where to turn in case of abreach of confidentidity.

A review of extant and proposed legidation on privecy a the provincid and federd leve
showed that the different jurisdictions have developed subgtantialy different gpproaches to the
issues involved in the consent to collect, use and disclose persond hedth information. What
condtitutes informed consent, and where is it required were two issues that were dedt with
varioudy across legidation reviewed. Another approach differing from province to province was
with regard to the rules surrounding the provison of information to the ministries respongble for
hedth care. Provisons in the legidation regarding research using persond hedth information
without consent varied also.  Each jurisdiction (except the federd) authorized some form of
research ethics board to decide what research proposas should be alowed but the oversght,
condtitution and accountability of these bodies varied gretly.

From these three discrete research foci, severd gaps were identified and recommendations for
action proposed. Consumers are clearly not aware of current legidation nor even standard
practices when it comes to access, use and disclosure of persona hedth information. A
concerted effort is required to inform the public of their rights and to encourage them to become
more aware of the implications of l1gpses in privacy protection. At the same time, many of the
terms used in this debate require clarification not only for consumers but among stakeholders
and in regulations gemming from the legidation. ‘What is entalled in informed consent? and
‘“When is implied consent appropriate? are two questions that stand out. In the context of the
former, this report recommends consent for treetment should be separate from consent to use
persond hedlth information for secondary purposes, so that the implications of the latter can be
spelled out. In the case of implied consent, it recommends a reconciliation of views between
stakeholders and legidators, on the one hand, for whom implicit consent plays a centra role,
and consumers on the other, who, for the most part do not see the term as particularly
meaningful.

Given consumers desire and legidative support for ongoing control of persond information,
some sort of tracking system that dlows different layers of consent for different uses of the
information will be required. This should not be difficult given ever improving data management
techniques. What must be ensured, however, is that consumers can access their record
periodicdly and change their consent “profile’ as new persond information is added to their file.
Such a system should adso permit the tracking of who has accessed specific persond hedth
information, so that whoever disseminates that information can be held accountable. Consumers
should dso be made aware of the rights they have to access their own information and
incorporate changes if the information is found to be inaccurate. While dl the legidation
reviewed made provisons for individua’s access and correction, within certain guiddines, it
seemed clear from consumer experiences that some hedlth care providers were unaware of this
consumer right. For that reason, hedlth care providers may need to be better educated about
these rights aswell.
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Overdl, the researchers found more consensus and overlap among the three research areas than
disagreement. In most cases what is required is greater clarification and trangparency of
procedures as well as a much improved system of information promulgation. None of the issues

identified appear to be insurmountable, but they will require effort, co-operation, compromise
and awill to succeed, if progressis to be made.
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Sommaire

La récente promulgation des dispostions légidatives fédérdes e provincides sur la
protection des renseignements personnels a suscité un grand débat au sein du secteur de la
santé sur ce qu'on entend par protection de la vie privée dans ce contexte et sur lafagon
d assurer le respect de la vie privée tout en tenant compte de la nécessité des nombreuses
utilisations secondaires des renseignements en matiére de santé.  Parmi cdles-c¢i on
compte, par exemple, la recherche médicde, les vérifications et les évauations des
systemes de santé, et I'épidémiologie, pour n'en citer que quelques-unes. L’ opposition
croissante dans ce débat entre les soins et |a recherche en santé d’ une part et la protection
des renseignements personnels de I’ autre nuit aux consommateurs, eux qui ont droit a ces

deux aspects.

Afin de mieux comprendre la perspective du consommeateur dans ce débat et d’ éablir un
contexte dans lequd cdle-ci se place, I’ Association des consommateurs du Canada et le
Centre pour la défense de I'intérét public (PIAC) ont entrepris un projet de recherche sur
trois volets. On sest adressé a des consommateurs pour leur demander leur opinion sur
certaines des questions-clés de ce débat au moyen d un sondage par écrit al’ échelle du
Canada et de cing groupes de conaultation régionae en Alberta, au Manitoba et dans la
Région de la capitde nationde (en anglais et en francais). Lesréaultats de cette recherche
ont é¢é examinés sous |’ angle d’ un bilan des positions prises par les groupes d' intervenants
dans le secteur de la santé et d'une comparaison des dispositions légidatives de quatre
provinces e du gouvernement fédéral.

Chez lesintervenantsil y a eu peu d’ opinions communes sur les détals, mais un plus grand
accord sur certains principes généraux, tels que la nécessité du consentement éclairé.
L’ une des différences les plus marquées s est manifestée entre les groupes intéressés par la
recherche et les autres groupes. Les chercheurs (et leurs partisans) estiment que certains
buts de recherche nécessitent la collecte, I’ utilisation et la divulgation de renseignements
personnels sur la santé sans consentement, éant donné qu'il serait impraticable d’ obtenir le
consentement et que cela pourrait fausser les résultats de la recherche en donnant lieu a des
sources d'information incompléte. D’ autres groupes ont objecté que la perte de controle
rattachée a la permission de mener des recherches sans consentement éait inconciliable
avec lanotion de protection de I’ informetion.

Bien que I é&chantillon des consommeateurs qui ont participé aux discussons sur ce sujet ou
qui ont complété le sondage par écrit ne soit pas important (environ 90 personnes), un
accord consdérable est ressorti sur le fait que le respect de la vie privée est une question
importante pour les consommeateurs canadiens, mais qu'il s agit 1a d’'une question que la
plupart ne comprennent pas bien. Sur la question du consentement, les consommateurs
éaent d avis que le consentement devrait &re smplifié autant que possible, e que le
consentement au traitement et le consentement a I utilisation de renseignements personnels
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sur la santé en dehors du traitement devraient étre obtenus séparément. Dans |’ ensemble,
les consommeateurs ne savaient pas trés bien comment leurs renseignements personnels
sont utilisés actudlement, ni exactement qui a accés a ces informations. Sdon eux la
recherche et une activité louable et presque tous ceux qui ont participé au sondage
voulaient bien qu’'on utilise leurs renseignements personnds sur la santé pour mener des
recherches, mais plusieurs consommateurs souhaitaient pouvoir refuser leur consentement
Sils s opposent mordement a la recherche en question ou Sils N’y voient pas d'intérét.
Par alleurs, les consommeateurs ignoraient quelles ressources éaent a leur dispostion en
cas de manquement ala confidentidité.

Un examen des digpostions |&gidatives d§ja en place & des projets deloi sur laprotection
des renseignements personnes aux niveaux fédéra et provincia a démontré que les divers
gouvernements ont éaboré des gpproches considérablement différentes pour traiter les
guestions concernant le consentement a la collecte, a I’ utilisation et a la divulgation des
renseignements personnels sur la santé. Ce que I’on entend par « consentement eclairé »
et quand cdui-ci et nécessaire sont deux questions traitées diversement dans les lois
examinées. Une autre approche variant d' une province a |’ autre concerne les régles qui

gouvernent la communication de renseignements aux ministeres responsables des soins de
santé.  Les dispostions des lois régissant la recherche basée sur des renseignements
personnels sur la santé utilisés sans consentement varient égdement. Chagque juridiction (a
I’exception du gouvernement fédérd) autorise a une forme de comité d éhique de la
recherche de décider quelles propositions de recherche sont permises, mais la surveillance,
la composgition et la responsabilité de ces organismes varie beaucoup.

A partir de ces trois objectifs de recherche distincts, plusieurs lacunes ont &é repérées et
des recommandations de mesures a prendre ont &é proposées. Les consommeateurs ne
sont clairement pas au courant des digpositions |égidatives actuelles ni méme des pratiques
courantes concernant I’ acces, | utilisation et la divulgation de renseignements personnels sur
la santé. Il faut donc un effort concerté pour informer le public sur ses droits et
I’encourager @ mieux comprendre les implications associées aux manquements a la
protection de la vie privée. En méme temps, il est nécessaire d éclaircir pluseurs des
termes employés dans ce débat non seulement pour les consommateurs mais également
chez les intervenants et dans les réglementations tirées de la loi. «En quoi consgte le
consentement éclairé? » et « Quand le consentement implicite convient-il? » sont deux
questions saillantes. Dans |e cadre de la premiére question, ce rapport recommande que le
consentement au traitement soit séparé du consentement a I’ utilisation des renseignements
personnels sur la santé pour des buts secondaires, afin que les implications de cette
utilisation soient expressément formulées. Pour ce qui est du consentement implicite, il
recommande de réconcilier d'une part les opinions des intervenants et des légidateurs,
pour qui le consentement implicite joue un réle primordia, et d autre part celes des
consommateurs, pour qui en générd le terme n'a pas particuliérement de sens.
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Etant donné que les consommateurs souhaitent un contrdle continu des renssignements
personnels et compte tenu de I’ appui 1égidatif sur cette question, il faudra un syseme de
suivi de quelque sorte qui permette d éablir différents niveaux de @nsentement pour
différentes utilisations des renseignements. Cela ne devrait pas étre difficile a rédiser avec
les techniques de gestion des données qui ne cessent de saméiorer. |l faut cependant
Sassurer que les consommateurs puissent accéder a leur dossier périodiquement pour
modifier leur «profil » de consentement au fur et a mesure que de nouveaux
renseignements personnds y sont goutés. Un td systéme devrait auss permettre
d identifier qui a accédé a des renseignements personnds spécifiques pour que quiconque
les divulgue puisse ére tenu responsable. Les consommateurs devraient auss savoir qu'ils
ont le droit d' accéder a leurs propres renseignements et de les rectifier Sils sont inexacts.

Bien que toutes les |ois examinées prévoient des dispositions qui permettent & une personne
d avoir acces a ses renseignements personnes e de les corriger dans cartaines limites, il

semblerait d aprés les expériences des consommeateurs que certains fournisseurs de soins
de santé n’ &aient pas au courant de ce droit du consommateur. C'est pourquoi il pourrait
S avérer nécessaire de mieux sensbiliser également les fournisseurs de soins de santé sur
cesdraits.

Dans I’ensemble, les chercheurs ont trouvé plus de consensus et de recoupement que de
désaccord dans les trois cadres de recherche. Dans la plupart des cas, ce qu'il faut ¢'est
davantage de clarification et de transparence dans les procédures ains qu’'une nette
amdioraion du syseme de diffuson de I'information. Aucun des problémes identifiés ne
semble insurmontable, mais il faudra du travail, de la coopération, du compromis et la
volonté de réussir pour faire des progres.
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1 Introduction

The debate over the privacy of persond hedlth information has been characterized as one of
competing values. Privacy is juxtaposed with the provision of hedth care, because numerous
sources tell us if we are to continue to conduct important, life-saving research, manage our
health care system and increase its cost efficiencies, we need to make compromisesin the area
of privacy. This report gpproaches the debate from a somewhat different perspective. It
seeks to clarify what aspects of continued good hedlth care are compatible with good privacy
protection. However, it is recognized that competing vaues ae a key part of the context of
this report.

Competing vaues have become much more polarized as the ability to share information has
enhanced the posshilities of using persona hedth information for purposes other than the
direct trestment of the individuas whose hedlth information isin question.

1.1 Purpose and overview of the study

The &hility to share information has grown with technology, and individuas can no longer be
confident that the hedth information they give to their hedth care providers, employers or
insurance companies will stay in nest files, accessed only by trusted staff members and used
only to provide care or payment. This report attempts to ascertain how consumers view the
exising system, what their experiences and fears are about the system, and how the system
might better protect privacy. Consumers needs are compared to the positions taken by
various other stakeholders, and the statutory developments in the area. These privacy Satutes
are the reaction of some jurisdictions to the development of databases, data matching and the
looming prospect of security risks such as “hacking”. The debate around how and what
protections should be gpplied to persona hedth information highlights the need for research on
what the consumer perspective on the key issues might be.

There are three reasons this report was undertaken, and commensurately, three areas of

investigation.

1) Hedth information is being increasingly shared, and more and more parties are interested
in having access to data for legitimate needs that will benefit society, and/or for needs
influenced by the prospect of financid gain. This report attempts to investigate consumers
awareness of these changes, and consumers experiences and perceptions of the State of
hedlth privacy.

2) Thereis aheghtened awareness throughout the hedth community that questions regarding
health privacy issues need to be answered and the issues resolved. For example, on the
issue of consent, the experts representing the various stakeholders who deliver, receive, or
pay for health care, as wdl as those who conduct research, agree that clarity is needed.
Agreament is needed in defining key terms, in setting out practica ways to demondrate
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informed consent, in determining what exceptional circumstances should dlow for
collection, use and disclosure of information without consent, as well as darifying how
existing statutes ought to be interpreted. However, stakeholder groups cannot agree on
the answers and practica solutions. This report reviews their postions, together with
legidative initiatives, and compare them to the views expressed by consumers.

3) The legidative response to privacy concerns and the proliferation of eectronic forms of
persona information has been varied. Because of this disagreement regarding how to
handle hedth privacy concerns in a regulatory fashion, a review of recent reevant
legidation is included, in order to review the gpproaches avalable. It serves as a
background for the consumer research, informing the choice of issues investigated in the
focus groups and surveys.

The report first explores the recent history of hedlth privacy, by examining the positions of
sakeholder groups through an andyss of their postion papers. The results of primary
research that was conducted to understand the consumer perspective are then explained,
followed by a review of statutory responses that compare five recently enacted or proposed
hedth privacy Acts. The three perspectives are then compared to identify the gaps between
consumers positions on the debate, other stakeholder positions on the debate, and treatment
of the issues by the government as demondraied in Statutes. Recommendations and
conclusons follow.

1.2 Assumptions

It is important to note that the authors of this report, the Consumers Association of Canada
(CAC) and the Public Interest Advocacy Centre (PIAC) are not independent observers of the
hedth privacy debate. Members of both organizations have been ingrumenta in contributing
to the development of codes and legidation regarding privacy, in generd, aswell asinthe area
of persond hedth information (more information about CAC and PIAC follows, in section
1.7). In part because the CAC and PIAC have been so involved in the debate, The Action
Group (TAG), an impartid consulting firm, was contracted to conduct the primary research on
consumer opinions.

1.3 What is health privacy?

The working definition adopted in this report is that health information privacy is control over
information reaing to on€'s hedth. Undersandably, a great ded of information can be
condgdered in this category. For example, it includes the information taken down by a
physcian, communicated to a specidist, recorded in psychotherapy notes, included in
laboratory results, reviewed by care givers, or analyzed by an insurance company. It has been
sad tha hedth information, by its very nature, is particularly sendtive. The authors propose
that ensuring its confidentidity is key because of the power a person or organization can wield
over individuds by collecting, usng, or disclosng this kind of information. Persond hedth
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information may affect individuds employment opportunities, ther reationships, their
entittement to government and private services, pensons, and ther very sense of well-being.
Privacy advocates argue that fedings about hedth information can be very strongly held,
because hedth information can contain very intimate details of an individud’ slife.

The fact that the way in which hedth information is treated can have such a profound impact
on the life of an individud attests to the need for this report. The report examines the
continuing debate on what right individuas have to control what hgppens to information about
them. It looks at the views of key stakeholder groups in the debate, and some recent
legidative responses. Those most affected by the outcome of the debate, the individuas
whose hedth the information is about, are asked what they find to be the most important
aspects of hedth privacy. Then these three perspectives are compared to discover what
strengths and gaps there are in the present approaches.

Figure 1.3.1

Terms used to describe flows of
personal health information
among health care system participants

Patient
access collect collect access

o
NN
== Wan
S HEN
disclose
Health care provider »  Thirdparty
< (e.g. researcher)

access

From preliminary research in the literature and taking to experts, the researchers found that
health nformation privacy raises fundamental questions about the circumstances in which it
might be appropriate for health information to be shared: in order to receive direct care, for
research, or to pay for care. It is evident that sharing information for the purposes of the
provison of hedth care could be beneficid, with consent from the individua. Not sharing
information can cause harm, for example when an individud’s hedlth care provider is unaware
that another provider has prescribed some medication that is counterindicated in the current
proposed treestment. There are yet other advantages that may be available through sharing
information that don't involve such potentidly catastrophic ggps in communication.  Perhaps
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shaiing information might make it easier to get an expert opinion, ether without having to
resubmit to examinations, for example, or, by taking advantage of technology, getting that
opinion from someone far away. Some amount of sharing is necessary in order for care-givers
to be paid by public or private insurers. Research is another reason that information is shared
(whether it attempts to track the instances of a particular disease, the efficacy of a particular
thergpy or review of prescription patterns). In each of these cases of hedth information
sharing, the individuds to whom the information refers may or may not be asked about what
they prefer, about how they wish information about themselves to be controlled.

The consultation about contral of hedth information is centrd to privacy and is referred to in
this report as the issue of consent. The mgority of the discusson in the report conssts of
when consent can be implied, when it must be explicit’ and when, if ever, it might be
gppropriate to dlow the collection, use and disclosure of persond hedth information without
consent. The report will dso touch on other areas of hedth information privacy, such as the
provisons and practices dlowing individuds to access information about themsalves. Also, it
briefly discusses the systems established to provide redress if individuds believe their heath
information privacy has been compromised.

1.4 Information flows

In order to come to grips with the issues for consumers regarding hedth information privacy, it
may be helpful to look a the kind of chalenges facing the hedth care industry with regard to
information management. Centrd to the debate about hedth privacy is the flow of persond
hedth information among hedth care sysem participants. These participants include, but are
not limited to: hedth service consumers or patients, hedth care practitioners, facilities (such as
hospitals and nursing homes), public insurance adminigrators, private insurers, researchers,
private datistica data clearinghouses, and government agencies. Figure 1.3.1 illustrates the
three key terms used to describe information flows among hedlth care system participants. For
example, a hedth care provider may collect persond hedth information from a patient and
disclose such information to athird party (such as aresearcher).

There is condderable discusson among hedth care sysem participants about which
information flows should be dlowed to occur among the participants, with or without patients
explicit consent, and what conditions should be placed on the related data transfers. In fact,
there is little understanding of what exactly is “common practice’ in part because the hedlth
care industry contains so many disparate players. Louise SanchezSweatman offers five
reasons why such an understanding isimportant.

Firdt, trangparency and openness are critical; “if the Canadian public is to know where their
hedth information flows, then they need to be informed at the point of collection about what

" Implied and explicit consent are also referred to in some contexts asimplicit and express consent.
Although every effort has been made to use the former terms consistently in this report, in some cases
(quotes, references) the latter may appear. They are to be understood to refer to the same concepts.
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happens to their information.”? Secondly, Sanchez-Sweatman suggests that “the right to
privacy and individua dignity, autonomy, and freedom can only be ensured if individuas can
control the flow of data. If there is alack of clarity on where hedlth information is traveling,
then it is difficult to ensure that these principles are being respected.”®  Accountability,
sandards development, and policy development are three other reasons for having an
increased understanding of hedlth information flows:*

After conducting an extengive literature review on the topic, Sanchez- Sweatman developed a
flowchart that maps hedth information flows within Canada. The flowchart is broken down
into four levels. Leve 1 involves an exchange of information during an encounter between a
Canadian citizen and a provider, clinic, independent hedlth facility, or a private commercid

body. Levd 2 includes information exchanged for hedth care service and follow-up. Leve 3
information exchanges are for hedth care service payment purposes and level 4 exchanges are
for non-dinical uses of hedth information.> Under this modd, the information flows are
categorized first by purpose, then by user.

Upon reviewing the types of information flows included in SanchezSweatman’s modd, it
becomes obvious why the debate among the health community on the subject of hedth privacy
is yet unresolved. The reasons for which hedth information is needed are many and varied.
The number of individuds and organizations potentidly involved with the collection, use,
access, disclosure, or retention of hedth information is consderable. Moreover, the ability to
monitor authorized flows and uses of specific information among various parties becomes
increesngly difficult and complicated as the amount of data exchanged or used and number of
parties involved, or potentidly involved, a any of the four levels increasss. Furthermore, the
authorization process itsdlf, which involves demongtrating explicit or implied consent, isintegrd
to the process yet has the potentid to be an adminidrative nightmare if ingppropriately
administered.

15 Health privacy law in Canada

While both the federd and provincid leves of government in Canada have powers to regulate
in the area of hedth, the delivery of hedth care in Canada is largdy considered to be a
provincid aea of respongbility. The Canadian conditution gives provincid governments
exclusve jurisdiction over hospitds, as well as “property and civil rights in the province’

(including regulation of the medica professon), and “generdly dl matters of amerely locd or
private nature in the province”. For this reason, mogt legidative activity in the area of hedth
privacy has occurred at the provincid level.

2 |_ouise Sanchez-Sweatman “ Canadian Health Information: Where Does It Flow?’ (1999) HC IM&C, 4"
Quarter, , pp. 48-54.

®1bid.

“1bid.

®1bid.
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Three provinces - Manitoba, Saskatchewan, and Alberta - now have legdaion governing the
trestment of hedlth records® Ontario issued a consultation draft of such legidation in early
2002, after withdrawing a previous hill due to public outcry (including strong comments from
the province's own Privacy Commissioner) over its privacy-invasive nature.” The Albertalaw
was ds0 subject to a storm of oppogtion from the medicd community as well as consumer
groups. Criticism focused on (a) exempting private hedth care facilities from the scope of the
Act unless they are providing an insured medicd service pad for by Alberta Hedth; (b) the
failure to meet the standard set by the Canadian Medica Association (CMA) Code; and (c)
the absence of any public hearings. Despite strong and growing oppostion, the Alberta
government invoked closure to cut off debate and pass the bill only three weeks &fter it was
introduced. To varying degrees, dl of these datutes permit the sharing of persond hedth
related information amongst various types of hedth care providers. They are discussed in
detall in section 5 of this report.

The Quebec Act Respecting The Protection Of Personal Information In The Private
Sector was passed in 1994. It gpplies to al enterprises in Quebec, including private sector
organizations which ddiver hedth services, as well as any professona who operates a
practice. While disclosure and secondary uses of persond information are subject to the
requirement of informed consent under this statute, collection is governed by a different, less
onerous set of rules.

At the federd levd, legidation governing genera data protection in the private sector came
into force January 1, 2001. Part | of The Protection of Personal Information and
Electronic Documents Act (PIPEDA) provides Canadian citizens with rights to control the
collection, use and disclosure of their persond information in the context of commercid
transactions.  Specifically, it requires that any collection, use, or disclosure of persond
information in the context of commercid activities be done only with the individud's
knowledge and consent, subject to specific listed exceptions. The PIPEDA is cross-sectoral
legidation and therefore does not ded specificaly with hedlth records. Rather, it establishes
broad principles that can be gpplied in al sectors. Moreover, the PIPEDA’s gpplication to
commercid activities renders it only partidly applicable to the hedth sector, which spans both
commercid and non-commercia activities. In any case, even those who support the
PIPEDA'’s application to persona hedth information (privacy advocates and many hedth
care stakeholder groups) recognize that, while the broad principles established by the

® Manitoba passed the Personal Health Information Act in late 1997; Saskatchewan passed the Health
Information Protection Act in early 1999 though it isnot yet in force

and Alberta passed Bill 40, the Health Information Act in late 1999 see also discussionin s.4.1 of this
report.

’ See http://www.cbs.gov.on.ca/mcbs/english/56HK 6V.htm.
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PIPEDA can be gpplied to the hedth sector, they are insufficient to dedl with the unique
chdlenges arising in that context.?

In addition to statutory law, the Canadian Charter of Rights and Freedoms offers some
protection for persond hedth information. While the Canadian Charter of Rights and
Freedoms does not contain an explicit right to privacy, the Supreme Court of Canada has
confirmed in a number of cases that privacy rights are guaranteed by sections 7 and 8 of the
Charter. It has recognized the highly private and persona nature of individua health records,
noting that such information “goes to the persond integrity and autonomy of the patient” and
is, regardless of where it is recorded or stored, in a fundamental sense, one's own.® In other
cases involving the privacy of accused persons and witnesses, the Supreme Court has
emphasized thet privacy is at the heart of liberty in a free and democratic state.™® In arecent
judgement, the Court linked privacy with “security of the person” in section 7 of the Charter,
ruling that the confidentiaity of complainant medica records is essentid © the thergpeutic
relaionship, and that without a guarantee of such privacy, the individud’s trus may be
damaged and her security of the person undermined.™

Aswdl as the statutes mentioned, and the common law, it must be noted that persond hedlth
information protection is affected by numerous other rules. There are codes of practice,
professona ethics, rules and laws that gpply to the hedth care sector, insurers and
government, dl of which influence how these players ded with persond hedth information.

1.6 Definitions

Much discusson on the issue of hedlth information privacy might be unnecessary if there were
acommon understanding of the terms used to describe the issue.

We need better definitions of privacy, consent, persona hedth information, identifiable and
de-identified hedth information, disclosure, access, and societd good. It is clearly important to
come to a consensus on the meaning of these important terms since the consgtent
interpretation of voluntary codes, legidation, and regulations relies on such a common
undergtanding.

For the purpose of this report, the following definitions will gpply to the interpretation of these
important terms.

Personal health information: This report uses a working definition that combines two
gatutory sources. The following definition isfrom the PIPEDA:

8 See the Public Interest Advocacy Centre' s paper: “Health Information Privacy Protection: Finding the
Right Balance” (2002) the Public Interest Advocacy Centre

Mclnerney v. MacDonald, [1992] 2 SC.R. 138 at 148.

OR. v. Dyment (1989), 55 D.L.R.(4th) 503; R. v. O=Connor (1995), 130 D.L.R.(4th) 235.

"R v. Mills, [1999] SC.J. No.68, (QL).
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" personal health information™ , with respect to an individud, whether living
or deceased, means information concerning the physical or menta hedlth of
the individud; information concerning any hedth service provided to the
individud; information concerning the donation by the individud of any body
part or any bodily substance of the individud or information derived from the
testing or examination of a body part or bodily substance of the individud;
information that is collected in the course of providing hedth services to the
individud; or information that is collected incidentaly to the provison of hedth
sarvicesto the individual " *2

The above definition taken out of context does not limit itsdf to persondly identifidble
information. In order for this report’s working definition to do o, it dso adopts the definition
of persond hedlth information from the draft Ontario Act, which eaborates on the concept of
persondly identifiable information:

“... whether or not the information is recorded, ...is information that,
identifies the individud, can be manipulated by a reasonably foreseesble
method to identify the individua, or can be linked or matched by a reasonably
foreseeable method to other information that identifies the individud or that
can be manipulated by a reasonably foreseesble method to identify the
individud...”*3

Therefore, for the purposes of this report, persond hedth information is defined by the
combination of these excerpted definitions. For a full discusson of how persond hedth
information is defined in the Acts, see section 5.3.

Privacy is notorioudy hard to define, but this report focuses primarily on the control aspects
of privacy, the working definition for the purposes of this report istherefore:

Health Privacy: Hedth privacy affords an individua control over who can collect, use and
disclose information about his or her persond hedth information. It dso provides the right for
the individua to access and correct persond hedlth information pertaining to him or hersdf,
which is retained by organizations or persons.

Access to health information: means the ability to review, acquire, or possess hedth
information in any information format.**

2PIPEDA definitions, s.2(1)

®ONs2

4 Adapted from CMA, Section B, definitions. This report refers to access in two circumstances: as the
obverse of disclosure, for third parties; and individuals' access to information about themselves. When
the report uses access in the second sense, access will always be modified to indicate that it is not
referring to access by anyone other than the individual whose information isin question.

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE
8



Privacy and Health Information March 2002

Collection of personal health information: Collection isthe act of obtaining persond hedth
information from any source, including the individud it pertains to or a third party, by any
means.

Consent: Again, this report uses the Canadian Medica Association’s Heth Information
Privacy Code definition: ““ Consent” means a patient’s informed and voluntary agreement to
confide or permit access to the collection use or disclosure of his or her hedth information for
specific purposes’™. Consent is discussed at length in section 5.2.

Consent can be explicit (express) or implied (implicit). “Express consent” isgiven explicitly,
ether oraly or in writing. Express consent is unequivocal and does not require any inference
on the part of the provider seeking consert. “ Implied consent” arises where agreement may
reasonably be inferred from the action or inaction of the individual and there is good reason to
believe that the patient has knowledge rdevant to this agreement and would give express
consent if it were sought.”*

It is sometimes necessary to separate the purposes of the collection, use and disclosure of
persona hedth information for clarity. In order to do so in this report, the Canadian Medicd
Association Hedth Information Privacy Code definitions were adapted.

Primary purposes. are directly related to the thergpeutic treatment of a particular patient, and
paying for that trestment.

Secondary pur poses are those which do not fal under primary purposes.

Consumer / Individual / Patient: These terms are (usudly) used to mean the person about
whom persond hedth information is collected, used or disclosed. However, for the purposes
of this report, the definition aso includes a person acting on behaf of the subject individud, for
example, a parent or caregiver of a child. Individud consumers hold perhaps the grestest
stake in deliberations and policy about hedth information practices, and are therefore defined
and treated separately in this report from other individua stakeholders.

Disclosure: “means the provison of hedth information to a third party for any reason, or
making hedth information available for a third party to collect. It includes any transfer or
migration from one provider or user to another.” "’

Health care provider: “A hedth professond or inditution that ddivers hedth care
sarvices”*® The definition used in this report is meant to be inclusive, covering providers of
dternative hedth care, such as acupuncturists and homeopaths, as well as the traditiona
western medicine practitioners.

® CMA Section B, definitions

8 CMA, Section B, definitions.

" CMA, Section B, definitions

8 CMA Health Information Privacy Code
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Stakeholder groups. Thisterm refers to the groups that: represent consumers or hedlth care
employers, providers, or workers, provide hedth care; conduct research with hedth
information; pay for or insure hedth care; administer hedlth care information; and government
departments that deal with hedthcare or hedth information privacy. It dso refers to
individuals represented by the above groups. Thislist of groups and individuasis intended to
be illugtrative, rather than comprehensive.

Use of health information: “means any processing of hedth information, including storage,
retention, retrieva, manipulation, connection or linkage to other sources of information in any
format.”*°

1.7 Key players in the health privacy debate

There are many agencies, organizaions, committees, and individuas who, together, have
shaped the hedth privacy debate to date. Presented below in aphabeticd order is an
overview of the mandates of a sdection of stakeholder agencies, organizations, and
committees that have played pivotd rolesin the debate.

British Columbia Freedom of Information and Privacy Association (BCH PA)

BCHPA provides information and education on Freedom of Information (FOI) and privacy
issues; acts as a legd research and policy resource on freedom of information, privacy and
other information issues. It is British Columbias mgor public watchdog for FOI and privacy
issues, and the only advocacy group in Canada devoted soldly to these issues. It dso
intervenes in key cases that come before B.C.'s Information and Privacy Commissioner.®

Canadian Indtitute of Hedth Information (CIHI)

CIHI is an independent, not-for-profit organization that plays a centrd role in the development
of Canada's hedth information system. It's mandate is © coordinate the development and
maintenance of a comprehensive and integrated gpproach to hedth information for Canada;
and to provide and coordinate the provison of accurate and timely data and information
required for: establishing sound hedlth policy; effectively managing the Canadian hedlth system,
and generating public awareness about factors affecting good health %

¥ CMA, Section B, definitions
% Summarized from the BCFIPA website: http://fipabc.ca/about/ accessed February 2002
2! Excerpted from the CIHI website: http://www.cihi.ca/wear elwear e.shtml accessed February 2002
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Canadian Indtitutes of Hedth Research (CIHR)

CIHR is a federd funding agency that supports research in Canada. It is mandated by
Parliament to, among other things, promote, assist and undertake hedlth research that meets
the highest standards of ethics.

Canadian Medica Association (CMA)

The CMA is a nationd voluntary organization, founded in 1876, of individud member
physcians. The CMA represents physicians concerns at the natiiond level. On behdf of its
members and the Canadian public, CMA peforms a wide variety of functions, such as
advocating hedth promotion and disease/accident prevention policies and drategies,
advocating for access to qudity hedth care, facilitating change within the medical profession,
and providing leadership and guidance to physicians to help them influence, manage and adapt
to changes in hedlth care ddivery.?

Consumers Association of Canada (CAC)

Founded 55 years ago, CAC is an independent, non-profit organization whose mandateis “to
inform and educate consumers on marketplace issues, to advocate for consumers with
government and industry, and work with government and industry to solve marketplace
problems.” CAC focuses its work in the areas of food, hedlth, trade, standards, financia
sarvices, communications industries and other marketplace issues as they emerge

Health Canada

Hedth Canada “is the federd depatment responsible for helping the people of Canada
mantan and improve their hedth. ... In patnership with provincid and territorid
governments, Health Canada provides national leadership to develop hedth policy, enforce
health regulations, promote disease prevention and enhance hedlthy living for al Canadians”®
The department adminigters the Canada Health Act.

Industry Canada

Industry Canadal's mandate “is to help make Canadians more productive and competitive in
the knowledge-based economy, thus improving the standard of living and qudity of life in

2 CIHR (2001). Ethics. http://www.cihr .ca/about_cihr /ethics/ethics menu_e.shtml Accessed February
12, 2002.

% CMA (2002) who we are.

http://www.cma.ca/cma/menu/displayM enu.do?pagel d=/staticContent/HTM L /NO/I2/Gener al/AboutCM A.
htm Accessed February 2002

# http://www.consumer .ca/

* Health Canada (2002). About Health Canada. from http://www.hc-sc.gc.calenglish/about/about.html
Accessed February 26, 2002
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Canada”® The depatment administers the Personal Information Protection and
Electronic Documents Act (PIPEDA).

Privacy Commissioner of Canada

The Privacy Commissioner of Canada s role and mandate is best described by the following
excerpts from the Commissioner’ sweb ste:

“The Privacy Commissoner of Canada is an Officer of Parliament who
reports directly to the House of Commons and the Senate. The Commissioner
is an advocate for the privacy rights of Canadians with the power to:
investigate complaints and conduct audits under two federa laws, publish
information about persond informationhandling practices in the public and
private sector; take matters to the Federal Court of Canada; conduct research
into privacy issues, and promote awareness and understanding of privacy
issues by the Canadian public.”

The Commissoner hears and investigates complaints filed by Canadians with regards to
Section 29 of the Privacy Act and Section 11 of the Personal Information Protection and
Electronic Documents Act. George Radwanski was gppointed Privacy Commissioner of
Canada on October 19, 2001and is serving a seven-year term.?’

Privacy Working Group

The Privacy Working Group (PWG) was comprised of representatives from the following sx
national asociations. Canadian Dental Association, Canadian Hedlthcare Association (which
represents hedthcare facilities and agencies), Canadian Medicd Association, Canadian
Nurses Association, Canadian Pharmacists Association, and Consumers Association of
Canada. The Group's activities were funded by a smdl grant from Hedth Canada, which
expired in March 2001.

Public Interest Advocacy Centre (PIAC)

PIAC seeks to advance the interests of individuas and groups who are generdly un-
represented or underrepresented in issues of mgor public concern. Founded in 1976, PIAC
champions those issues that involve the delivery of important public and utility services. The
Centre undertakes legal and research services on behdf of consumers. The Centre focuses
primarily on consumer issues concerning telecommunications, energy, privacy, the information
highway, eectronic commerce, financia services, broadcasting, and competition law.?®

% |ndustry Canada (2001). Mandate. Updated August 3, 2001. from
http://www.ic.gc.calcmb/Wel comei c.nsf/| CPages/M andate A ccessed on February 26, 2002
% Privacy Commissioner of Canada. Updated February 26, 2002. About Us. from
http://www.privcom.gc.ca/au_e.asp Accessed on February 26, 2002

% exerpted from the PIAC website: www.piac.ca
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Standing Senate Committee on Socid Affairs, Science and Technology

The mandate of the Committee is to examine legidation and matters relating to socid affars,
science and technology generdly. Included among the eleven areas are hedth and wefare
matters™. Severd witnesses, including a number of representatives of the health community,
appeared before the Committee in he matter of Bill G6 (later amended and passed as the
Personal Information Protection and Electronic Documents Act). The Chairman of the
Committee is Senator Michad Kirby.

1.8 Research themes

While there are many issuesthat are worthy of research in the hedlth privacy arena, it was not
practica to examine every issue for the purposes of this sudy. Ingtead a limited number of
issues were carefully selected for in-depth exploration. An introduction to each of these issues
follows

1.8.1 Consent

Three research themes related to consent are explored in this study: the impact of non
harmonized hedth privacy protection on consumers, the appropriateness of requiring explicit
consent or assuming implied consent for a variety of secondary purposes; and, consumers
understanding and perceptions of the risks and potential consegquences of withholding or
granting consent.

The review of legidation undertaken for this report attempts to identify the incongstencies,
paticularly in the rules relaing to consent, which may greetly impact consumers. Thereis a
need to develop procedures and standards that outline the mechanisms for requiring consent.
The research in this study attempted to answer the following questions relating to the issue of
consent:

When isexplicit consent practica and vaue-added?
When isit gppropriate to imply consent?
For how long does consent last?

Is consent for primary use different from consent for secondary use? Do patients have to
give consent separately for both cases?

Does blanket consent congtitute informed consent?

For consent to be truly informed, care recipients need to understand the risks and
consequences of withholding or providing consent.  This includes knowing and understanding

 Parliament of Canada (2002). Mandate. Accessed February 26, 2002 from
http://www.parl.gc.ca’common/CommitteeSenHome.asp?L anguage=E& Parl=37& Ses=1& comm _id=47
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the conditions of collection, access, disclosure, and use to which they are consenting. The
research in this study atempted to determine whether or not consumers understand the
potentia implications of providing or withholding consent. It dso attempted to ascertain how
consumers fed their persond hedth care and societd welfare might be affected by providing
or withholding consent to collect, use, access, or disclose their persond health information for

primary or secondary purposes.

1.8.2 Health system knowledge dissemination

It was suggested in the above discusson about information flows (section 1.4) thet thereisa
lack of awareness among regulators, providers, and the public about current practice and daily
intersects among multiple payers, suppliers, and @nsumers. Fear of the unknown breeds
uncertainty, skepticism, and worry that abuses of the system occur and will continue to occur
when properly administered controls are not in place. Moreover, there are concerns that
abuses will go undetected until serious and irreparable damage has been done to an
individud’ s privacy.

The lack of a common bass of undersanding and knowledge regarding how the system
works impedes the development of solutions for hedth privacy concerns. The first step to
address this chdlenge is to determine the current levd of underganding in the community
regarding how information flows through the hedth sysem. The consumer research
conducted as part of this study attempts to bring to light consumers beliefs, experiences, and
fears, probing for both awareness of and experience with persona hedlth information flows.

As an adjunct to the above research, consumers were aso asked to whom they are currently
giving implicit or explicit consent for the use of their persond hedth information. It was
recognized, however, that given the time and resource limits imposed on this study this
research theme could only be explored cursorily. In addition to researching consumers
awareness of information flows, consumers perceptions of how their persond information is
currently being used was dso explored.

1.8.3 Redress

As will be noted later in the study report, the Standing Senate Committee on Socid Affairs,
Science and Technology has accepted the Minister of Hedlth’'s and the Privacy Commissioner
of Canada s argument that the privacy of consumers persond hedth information is adequately
addressed.  The Committee argues that consumers have appropriate recourse through the
Privacy Commissoner’s complaints handling sysem should a hedth privacy breach occur.
Consumer representatives argue that this is not the case; the redress mechanism available
through the Privacy Commissioner is a reactive rather than proactive gpproach.

Pat of this study involved conducting primary research to test the consumer advocates
argument. The purpose was to ask consumers what recourse they fed they currently have,
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whether consumers fed the current redress mechanisms are appropriate, and what procedures
and policies should be in place that would prevent any privacy breaches from occurring in the
first place. The research aso sought to determine whether stakeholders believed reasonable
pendties should be imposed for privecy violations and, if so, what pendties would be
appropriate.
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2 Methodology

2.1 Methodological framework

The primary am of this report is to advance a well-researched consumer position on the
current debate regarding the privacy of persona hedlth information (PHI). To provide a
framework within which to better understand the implications of consumer views, research
was undertaken to sat out as clearly as possble the current legidaive environment
surrounding persona  hedth information, detailed in section 234, and to daify and
synthesize the positions held by stakeholder groups on the issues, detailed in section 2.3.2
below. Issues identified in these two contexts were highlighted and formed the basis for
eiciting consumer views through quditative focus groups and a quantitative survey
described in section 2.3.3. Consumers were aso encouraged to bring to the table
additiona issues not identified in the background research if they consdered them to be
rlevant. Results from the three perspectives, set out in sections three through five, are
compared in section 6 and divergences of views and perceived gaps in the protection of
persond hedth information are identified. Recommendations are provided to address those

gaps.

2.2 Research of positions held by stakeholder groups

2.2.1 Rationale

Consumers, as clients of the hedth system, clearly have the most a stake in the gpplication
of legidation and regulations concerning hedlth privacy. However, hedlthcare practitioners,
facilities, researchers and administrators dso have much a stake; they provide important
inputs to the hedth care system that alow consumers to benefit from hedlth services.

Certainly, these other stakeholders are dso directly affected by rules governing hedth
privacy practices and policies.

As noted in the report introduction, nationa organizations and agencies, representing hedth
sysem participants, have been actively voicing their concerns about the implications of
requiring hedth privacy specific legidation to gpply to their individua and organization
members.  As they are respongble for complying with hedth privacy legidation, it is
important to understand and properly consder their concerns, arguments, and
recommendations.

A wedl-informed consumer postion cannot be formulated without considering and
understanding the postion of other stakeholders. Therefore, in lieu of researching and
andyzing consumers views in isolaion, an initid review of other stakeholder positions was
conducted to provide a benchmark against which consumer views could be compared and

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE
16



Privacy and Health Information March 2002

contrasted. The terms “stakeholder groups’ “stakeholder organizations’ are used
interchangeably through the report.

2.2.2 Selection of stakeholder groups

The following organizations and agencies were sdected as they represented the key
stakeholder groups. Their sdection was intended to try to represent the most divergent
views and include a wide range of opinions. The groups represent consumers or citizens,
hedthcare practitioners, and researchers. There may be other groups involved in the
privecy of hedth information debate, however, these groups were ones which actively
participated in the senate hearings in 2000 and had published position papers available to
the researchers for this report. The groups that were chosen aree BC Freedom of
Information and Privacy Association (BCFIPA), Canadian Indtituies of Hedth Research
(CIHR), Canadian Medica Association (CMA), Consumers Association of Canada
(CAC), Privacy Working Group (PWG), and Public Interest Advocacy Centre (PIAC).

2.2.3 Literature review and personal communications

In consdering the pogtions of the stakeholder groups sdected for this study, a number of
resources were consulted. These documents included: policy statements issued by the
organizations, letters sent by and among the stakeholder organizations, materids prepared
for or as a product of workshops and presentations; submissions to senate committees,
senate committee reports, and other relevant background documents published in
newspapers, magazines, and academic journas or as printed or eectronic stand-aone
works. These resources are referenced in the report bibliography.

Where there was a need to clarify a stakeholder organization’s podition, representatives of
the organization were contacted personaly. Information gathered at privecy-related
conferences and during informa persond communications was aso used to enrich the
researchers understanding of the hedlth privacy debate.

2.2.4 Issues review for stakeholder group positions

The issues reviewed for the stakeholder group positions are essentidly the same ones used
to review the datutes. The issues are discussed at length in section 1.8. They can be
grouped into three generd aeas of review: consent, hedth sysem knowledge
dissemination and redress.
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2.3 Research on Consumer Views

2.3.1 Rationale

As st out in section one, the issue of the privacy of persond hedth informetion is a
complex one comprising severd related and subsdiary issues tha make a smple poll of
Canadian views on these questions ingppropriate and likely uninformative. Insead CAC
and PIAC chose to survey a small sample of Canadian consumers from coast to coast
using a more detailed questionnaire. This was complemented by severd regiond focus
groups in which key information required to participate in this debate was provided to
those attending the sessions. As mentioned above (in section 1.2), since CAC and PIAC
have aso been active stakeholders in this debate an impartia consulting firm, The Action
Group (TAG) was sub-contracted to collect and andyze consumer data to ensure
impartidity and a baanced perspective. In the context of an open, neutra stance with
regard to the issues a hand, TAG dlicited arange of views from Canadian consumers that
inform this ongoing debate dong the fallowing lines

Awareness of theisue

Although every Canadian has persond hedth information and is thus implicated in this
debate, it is far from clear to what extent this issue is sdient to most consumers. Do
Canadians ever think about the protection of their persond hedth information? Are they
aware of what safeguards are in place? Do they understand what the current practices are
with regard to consent, disclosure and flow of personal hedlth informeation?

Importance of the issues surrounding the privacy of persond hedth information

If aware of someor dl of the issuesin this debate, what importance do Canadians place on
the issues and on the privacy of their persond hedth information? Do they fed these are
central policy issues that require more attention from government and regulatory bodies, or
are they peripherd to other more sdient issues in hedth or consumer protection? Within
the scope of privacy and persond hedth information, which of the many subsdiary issues
are of greatest concern to the Canadian consumer? For instance, is there gresater concern
over the use of persond hedth information in research or over the issue of consumers
ability to accesstheir own persond hedth information?

Scope of the debate

As noted in section 1.6, the Privacy Work Group, in its year-long debate set out the
parameters of the discusson and highlighted severa core and ancillary issues relating to the
privacy of persona hedth information. Do Canadian consumers concur with the scope of
this framework or are there issues of centra importance to Canadians that have not been
rased? If so, what are these issues and why are they so important to the consumer?

Proposed adjustments to the current levels of protection of persona hedlth
informetion
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What measures do Canadian consumers believe should be in place to ensure the protection
of their persond hedth information? How sringent should consent requirements be? How
should they differ to reflect the proposed use of their persond hedth information? Are
there any innovative perspectives among consumers that might open new gpproaches to
managing persond hedth information?

2.3.2 Data collection

A combined quditative/quantitative approach was adopted to address the above questions
basad on the view that qualitative data is best suited to eiciting details on the nature of
consumers concerns, that is, to dlow a sufficiently open-ended format to permit issues not
necessarily previoudy addressed to surface and then to explore these and previoudy
identified issues in some depth. Quantitative data, on the other hand, provides some
indication of the relative importance of the issues to Canadian consumers as awhole, and
whether regiona or other demographic differences should be considered.

2.3.2.1 Qualitative Data: Focus Groups

During February, 2002, focus groups were conducted across Canada with residents of
four provinces, Alberta, Manitoba, Ontario and Quebec, three in English and one in
French. The groups comprising resdents of Ontario and Quebec were divided aong
linguigtic lines rather than by place of residence, so there was one English- peaking resdent
of Quebec in the Ontario group and two French-spesking resdents of Ontario in the
French group. For ease of reference, these two groups are referred to as the Ontario
group (= Anglophone) and Quebec group (= Francophone), but the reader should be
aware of the small demographic overlap.

A fifth focus group was conducted earlier in Ottawa as a preiminary test of the focus
group methodology. Since that group responded well to the prompts, handouts and the
subject in generd (see Appendix C1), no substantive changes to the methodology were
introduced. Given the timeline for this study, which restricted the overal number of focus
groups to be held and the fact that subsequent focus groups were conducted in the same
way, it was decided post hoc to include the results from this preliminary group discusson
in the results sectior™.

Forty-nine participants were recruited by word of mouth from networks of previous survey
participants, research contacts, second-hand referras and a newspaper advertisement in
the loca French daily newspaper, Le Droit. Since individuds for these groups were to be
representatively and not randomly sampled™, participants were selected to correspond to

¥ Results from this session are identified as being from the “ preliminary focus group”. The

subsequent inclusion of pilot datain final results when no methodological changes are introduced as a
result of the pilot study is not uncommon in social sciences research.

% Focus groups cannot serve as randomized samples for inferential statistics since no extrapolation to
the wider population would be warranted based on such a small sample (often only asingle
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three principa demographic variables: gender, age and education. Attempts were aso
made to include rurd participants, dthough weather and budgetary congtraints precluded
their participation, making this an urban and sub-urban sample. Participant demographics
are summarized in Table 2.3.2.1.

Across dl five groups, the occupations of the participants varied widdy, including, among
others, a librarian, teacher, busnessman, representative of the armed forces, manager,
receptionist, public servant, artist, homemaker, student and three retired individuas. Eleven
individuas were caring for children, only one for an dderly raive.

Data from the focus groups were andyzed quditatively, with an emphasis on themes and
disparate views regarding key issues among participants. Regiona differences are noted,
but should be interpreted with caution given the small number of participantsin each group.
Results are set out in section five,

Table 2.3.2.1
Focus Group Participants
Prep | AB MB ON PQ Total
Total by Group 10 9 10 11 9 49
Gender
mde 6 3 5 4 3 21
femae 4 5 3 7 25
unspecified® 0 1 2 0 3
Age
under 20 0 0 2 0 0 2
20-39 8 3 0 6 3 20
40-59 2 3 3 3 6 17
over 60 0 2 3 2 0 7
unspecified 0 1 2 0 0 3
Education®
high school 0 2 4 2 2 10
college/vocational 2 2 0 3 3 10
undergraduate univ. 7 2 3 3 2 17
graduate university 1 1 1 3 2 8
unspecified 0 2 2 0 0 4

a.  respondents were asked to specify the highest level of education completed. None chose
the option * grade school’ .

representative for any given demographic). Therefore participants are chosen torepresent their
demographic in an attempt to widen the discussion and promote the inclusion of issues of relevance to
sub-groupsin the population.

¥ Demographics were collected as part of the summary questionnaire at the end of the sessions.
Individuals who chose not to compl ete this portion were deemed unwilling to share their demographic
information and thusit has not been included even where known (e.g., gender).
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2322 Quantitative Data: Written Survey>®

To encourage cross-Canada participation in such a short time frame, quantitative data
collection focused on email solicitation of consumer views. Messages were posted to a
wide variety of newsgroups and listserves asking individuals interested in the topic to
request a copy of the survey by email. This was supplemented by advertisementsin severd
rurd West Coast newspapers (snce no focus groups were held in British Columbia) and to
ensure some rurd participation in the debate. Participants contacted for another cross-
Canada survey being conducted by TAG for CAC (on laser eye surgery) were also asked
if they were interested in participating in this survey. Participants were given a choice to
complete the survey dectronicdly or to print it out, complete it, and return it via sandard
mail. Findly al focus group participants were also asked to fill out the survey at the end of
their focus group sessons.

What was evident from the survey data received was that while only a limited number of
consumers participated, those that did, did so thoughtfully. Despite the complex nature of
the survey dmogt dl of the responses received via mal (or emal) were complete and
reflected a care in responding that is not aways evident in such surveys. Thiswas indicated
by the fact that dthough different responses were required for different questions (scaled
responses. 0 - 5 vs. checkmarks vs. dphabetic responses A, N, R) virtudly dl mail-in
respondents used the correct type of response in the appropriate question. lronicaly it was
some of the focus group participants, particularly those over 60, who had greater difficulty,
perhaps finding the cognitive load somewhat too great after a two-hour discusson or
because of literacy issues. For that reason, sample Size varies dightly in section 5, as not al
responses were available for dl participants.

Since the focus group participants did complete the questionnaire after two hours of
discussion on the subject, they were consdered ‘informed’ respondents and al quantitative
responses were compared Satigticaly with those of less informed respondents from other
sources. Where there were no datidticaly significant differences, the sample was andyzed
as a whole. Where differences were evident, these are noted and the two samples were
not collapsed. The deadline for a response to the survey was March 8, 2002. All
respondents who completed the survey by this date were entered into a $250.00 draw,
which resulted in awinner from Ontario.

Data from the survey were analyzed quantitatively and conclusions drawn were used to
elaborate or atenuate findings from the focus group quditative data. Narraive ssgmentsin
the emall survey were reviewed for themes and for any new, previoudy unidentified

concerns. These were linked to the quditative data in the focus group sessons. Results are
St out in section five.

% A copy of the written survey is provided in Appendix B.2. Some variations in survey format were
necessitated for email transmission. The version supplied here is that completed by focus group
participants.
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In dl 42 surveys were received from across Canada, which, combined with input from
focus group participants, provided a total sample of 91*. Thisis dearly not alarge sample
and was well under the number expected, despite the short time frame (5 weeks) for data
collection. Given other smilar surveys conducted in the past and one on a different issue
being conducted concurrently, al of which resulted in ggnificantly higher interest levels, we
might conclude that privacy and persond hedth information is not an issue that is foremost
in the minds of Canadians®. This was supported by the many comments a the end of the
survey and among focus group participants that this was the firgt time they had thought
about the question. Equdly frequent were comments to the effect that it is an important
issue and that people need to be more aware of the implications of more or less privacy for
their persond hedlth information, further suggesting that one of the main chalenges in this
debate will be to better educate the public.

Despite rdatively smal numbers, the responses received were from a variety of regions,
covering severd age groups and careers and thus may be viewed as a diverse sample that
provides a vauable consumer perspective on the issue (see table 2.3.2.2.). Extrapolation
to the wider Canadian consumer population is not warranted, however, dthough
congstencies in responses from different regions and different demographic characterigtics
may be taken to suggest the likelihood of widespread agreement pending further research.
See Figures 2.3.2.1 and 2.3.2.2 for an overview of the sample asawhole.

¥ This number includes the 8 Francophone focus group participants who did not complete a full
survey, but did contribute to the discussion of the issues. There were insufficient funds (and time) to
alow for areliable translation of the survey, so Francophone input was restricted to focus group
participation and to the three individual s who were comfortable completing the survey in English In
al, 83 surveyswere available for analysis.

% |t has been suggested that the term “privacy” may not truly reflect the extent of thisissue, perhaps
underplaying it in the minds of Canadians: the security and/or protection of information may be more
central, or it may even need to be reconstrued as an issue of human rights: the right to have asay in
what happens to one’ s personal information.
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Table 2.3.2.2
Mail-in/Email Survey Respondent Characteristics

East @ Ontario Prairies Pacific Total
Total by Region 7 20 4 11 42
Gender
mde 3 8 2 1 14
femae 4 11 2 10 27
Age
under 20 1 0 0 0 1
20-39 3 16 0 5 24
40-59 3 4 4 6 17
over 60 0 0 0 0
Education
high school 3 5 0 0 8
college/vocational 0 1 3 4 8
undergraduate univ. 0 6 1 5 12
graduate university 4 8 0 2 14

Quebec and the Atlantic provinces. Quebec was ot distinguished as a separate region among the survey respondents, given

that the survey was only available in English.

Figure 2.3.2.1
Overall Sample Characteristics: Region and Gender
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Occupations of participants ranged widely, including student, accountant, teacher, civil
sarvants, clergy, retall, clerical workers, finance, engineering, lawyer, nurang and retired
individuas. The higher number of more educated individuas is probably a function of the
mode of data collection (internet, email). In Ontario respondents were much more likely to
bein the 20-39 age bracket. Twenty per cent of the sample participants were caring for
children and twenty per cent for ederly adults.

Figure 2.3.2.2

Overall Sample Characteristics: Region and Age

(87 responses, 4 unspecified)
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24 Research of Canadian statutes

Section 5 of this report compares the Alberta, Manitoba, and Saskaichewan Acts
concerning Hedth Information Privacy, as well as the draft Ontario privecy legidation and
the PIPEDA. The Statutes are compared with regard to how they ded with a number of
issues. Discussion about each issuefor dl of the Acts follows, in section 5.4
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Jurisdiction and Acts, with important dates

Alberta Health Information Act Passed 1999

Manitoba Personal Health Information Act Passed 1997

Ontario Privacy of Personal Information Act DRAFT - 2002

Saskatchewan Health Information Protection Act Passed 1999 - Not yet proclaimed™

Canada The Protection of Personal Information In force (generally) January 1, 2001
and Electronic Documents Act January 1, 2002 for health information.

The datutes reviewed in this section were chosen for two main reasons. Firs, it was
intended that the primary research results of this project would be compared to new
provisons in hedth privacy satute law. The laws had most recently changed (or were
about to change) in Alberta, Manitoba and Ontario. Accordingly, the rlevant statutes of
those provinces were reviewed, and the new draft Ontario privacy legidation, aswell asa
comparable statue in Saskatchewan.

Secondly, there is awide range of statutory protectionsin Canada, but there is an emerging
group of laws that are intended to be similar to each other. The review was intended to
tes how smilar the protections they offered to consumers redly were. Although the
PIPEDA engendered so much concern when it became generaly known that it would
directly affect practices in the hedth care community, it is the mode for the new legidation
emerging. The provincid Acts reviewed were undertaken with an eye to being deemed
subgtantidly smilar to the PIPEDA, so that the PIPEDA would not have jurisdictionin
those provinces. If there is no subgtantialy smilar legidation in place in the provinces, in
2004 the PIPEDA will goply.

Another factor that influenced the choice of dtatutes reviewed are that dthough other
provinces have some provisons in the area, their Acts were not specificaly designed to
cover target the entire medica community in the province. For ingtance, while the Quebec
Act Respecting the Protection of Personal Information in the Private Sector gpplies
to private sector health professonds, it does not have application to provincia hospitas.
The British Columbia Freedom of Information and Protection of Privacy Act only
covers access and privacy issues within the public bodies in the province, and not private
hedlth care professonds. The Acts chosen to be reviewed, on the other hand, are
comprehensive in their coverage of persond hedth information in their jurisdictions.

% «Bij|| 29, The Health Information Protection Act, was tabled in the Saskatchewan L egislative
Assembly on April 23, 1999. On May 6, 1999, the Lieutenant-Governor gave Royal Assent to The
Health Information Protection Act. However, the Act does not come into force until proclamation,
which has been delayed to allow time for trustees to prepare for compliance.” — from the Saskatchewan
government website: http:/Mww.health.gov.sk.ca/ph_br_health_leg hipamain.html
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2.4.1 Issues reviewed in statutes

Issues reviewed in the gatutes are the same ones which were reviewed for the analysis of
stakeholder groups. They are discussed at length in section 1.8, Research themes.

2.5 Methodological Review

An expet in ressarch methodology was retained by CAC to ensure the study’'s
methodology was sound within the congtraints imposed by the limited time frame and
funds. The evauator also ensured that interpretation of the results was warranted, based on
the methodology chosen.

2.6 Methodological Limitations

It must be recognized tha the issues surrounding the privacy of PHI are sufficiently
complicated to preclude a comprehensive representative sampling of Canadian consumer
opinion in a five-week data collection initiative. Rather than attempting data collection on a
few issues that might permit representative sampling, the researchers chose to explore in
greater detail core issues raised in the debate. Future quantitative research will be needed
to clarify to what extent these views are truly representative of al Canadians.

Due primarily to time condraints that precluded trandation, the email survey was only
available in English. A Francophone perspective on this debate was dlicited in a French
language focus group, dthough only participants comfortable in English completed the
survey a the end of the sesson.

Perhaps the single greastest chdlenge in this research was to attempt to dicit clear and
precise views on a subject that is neither clear nor precise. Since the research was to
identify current consumer awareness of privacy protection, but aso explore Canadians
perceptions of the issues raised in the debate and their vision of how they would like their
persond hedth information protected, a careful balance was needed between surveying
and informing. How consumers met this chalengeis set out in section four.
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3 Analysis of positions held by stakeholder groups

The following analys's addresses the subgtantiad hedlth privacy issues discussed above, in
section 1.8, Research themes, in the position statements or smilar documents from each
stakeholder group reviewed. As mentioned in the Methodology, subsection 2.2.2, the
stakeholders reviewed are listed. The stakeholder groups reviewed are: BC Freedom of
Information and Privacy Association BCFIPA), Canadian Indtitutes of Hedlth Research
(CIHR), Canadian Medicd Association (CMA), Consumers Association of Canada
(CAC), Privacy Working Group (PWG), and Public Interest Advocacy Centre (PIAC).

The andydsis organized into severd discussion themes: the meaning and expiry of consent,
data retention and protection considerations, the need to demonstrate consent to collect,
use, access or disclose persond hedth information, the use of persona hedth information
for research purposes, patient acess to data, and redress provisons. Each of these
themesis discussed in turn.

3.1 Meaning of consent

In theory, the concept of consent should not be subject to much controversy. Consent
may be deemed to exig when an individud voluntarily yieds to what is proposed or
desred by another’’.  Stakeholder groups, with the exception of researcher
representatives, generaly agree on the circumstances where consent is required before
individuals persond hedth information may be collected, used, accessed, or disclosed.
However, stakeholder groups do not aways agree whether such consent needs to be given
explicitly or whether one could reasonably imply that consent exids, or when, if ever,
consent is impracticable. This subject has been widely debated amongst the stakehol der
groups, and, as will be demongtrated, they have not reached agreement on the topic.

Similarly, sakeholder groups agree that a patient’ s explicit consent should be informed but
there is no agreement on what it means for a patient to be nformed. Mogt of the
stakeholder groups consdered in this andyss have |eft the concept open to interpretation.
The Privacy Working Group attempted to seek clarification on this point by asking other
stakeholders to explain what it means to be informed. The group asked: whether informed
consent requires direct verba communication with an individud; whether written
communication directed to an individud detailling procedures concerning consent was
conddered sufficient; or, whether written communication to groups of individuas, such asa
bulletin board notice, was adequate. It is unclear whether any responses to this question
were received.

By reviewing the pogitions of other stakeholder groups, some examples can be found as to
what might be congrued to be informed consent. For instance, the BC Freedom of

% Adapted from the Funk & Wagnalls Canadian College Dictionary(1989)
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Information and Privacy Association notes that individuds have the right to “be told why
specific information is requested and if it will be part of a physica record’. Individuas dso
have the right to “know who will have access to any of [on€' 5] hedlth information and for
what purpose’®,

The Canadian Medica Association (CMA) offers a broader definition, as noted in clause
4.4 of CMA'’s Hedth Information Privacy Code:

“Patients must ether have, or by reasonable means be provided with,
knowledge about what can or must happen with their hedth information.
The degree of detal or specificity of this knowledge is what could be
presumed germane to the decison of a reasonable person in the
circumstances of the patient.”

Moreover, the Code further states,

“to satisfy the requirement that consent be informed, the patient must have,
or by reasonable means be provided with, knowledge about the potential
for subsequent nonconsensual collection, use, disclosure or access before
he or she confides any information."

This clause suggests that patients should be informed of any consequences of withholding
consent and of any benefits of giving consent before explicit consent is sought. From the
documents available, it appears that some of the groups representing health researchers
aso endorses this concept*, as noted in Article 2.4 of the Tri-Council Policy Statement:
Ethica Conduct for Research Involving Humans:

“...researchers or thelr qualified designated representatives shal provide
prospective subjects with the following: ...

() A comprehensible description of reasonably foreseeable harms and
benefits that may arise from research participation, as wel as the likely
conseguences of non-action, particdarly in research related to treatment,

% BC Freedom of Information and Privacy Association. Declaration of Medical Privacy Rights. May
2001.

¥ Canadian Medical Association CMA Policy Summary: Health Information Privacy Code, CMAJ,
October 20, 1998, at 997, 1003.

“1d. at 1003, principle 5: consent.

“ The Medical Research Council of Canada, Natural Sciences and Engineering Research Council of
Canada, and Social Sciences and Humanities Research Council of Canada jointly prepared guidelines
for health research. By making a linked reference to these guidelines on its web site, it appears that
CIHR endorses these guidelines, collectively drafted as the Tri-Council Policy Statement: Ethical
Conduct for Research Involving Humans.
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or where invasve methodologies are involved, or where thereis a potentia
ti 42

for physicd or psychologica harm™ <.

While the above examples are not entirely contradictory, it is clear that there is no
recognized standard for defining what it means for consent to be informed. As wdll, there
isalack of documented discussion about individuas powers to limit the scope or duration
of their consent. If individuas are asked to consent to the collection, use, disclosure, or
access of persond information for secondary purposes, should they be alowed to place
limits on the purposes for which the information will be used? Or amilarly, should they be
able to place access, use, or disclosure restrictions on the bodies that may have an interest
in their persond information?

The BC Freedom of Information and Privacy Association believes that a number of
“layers’ of consent options should be presented to patients on a consent form. The form
would be prescriptive, detailing the different types and depths of information sharing to
which patients may choose to consent, or not. The patients would then designate a
custodian, such astheir physician, who would adminigter the patients’ wishes®.

Many of the stakeholder groups note that consent should be voluntary but, unlike the BC
Freedom of Information and Privacy Association, they neglect to outline how individuas
should give consent in practice. Moreover, further discusson is needed to resolve
individuas questions about how they can be assured that they will receive trestment while
exercigng ther right to withhold consent to the collection, use, disclosure, or access of thelr
persona hedlth information for purposes unrelated to primary care.

3.2 Duration of consent

Clarity isthus clearly lacking about the meaning of informed consent, as well as the options
that should be avallable to individuds to exercise ther right to voluntarily provide or
withhold consent. The authors of this report see these issues as important and requiring
resolution. By comparison, however, the issue of duration of consent has stirred a more
heated debate.

The position taken by the Canadian Ingtitutes of Hedlth Research (CIHR) stands in stark
contrast to that of the other stakeholder groups. The assumption that can be inferred from
the CIHR position is that research is a public good in itsdlf, at least as valuable as privacy.

2 Medical Research Council of Canada, Natural Sciences and Engineering Research Council of
Canada, and Socia Sciences and Humanities Research Council of Canada, Tri-Council Policy
Statement: Ethical Conduct for Research Involving Humans (August 1998), page 2.1. available at
http://www.nser c.ca/pr ograms/ethics/english/policy.htm Accessed February 5, 2002. It isnotable
that this policy statement is under revision.

“3 E-mail from Darrell Evans, Executive Director, BC Freedom of Information and Privacy Association,
to Jennifer Shepherd, Research Analyst, Public Interest Advocacy Centre (31 January, 2002) (on file
with the recipient).
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According to CIHR, information made available to researchers for a given purpose may be
used if required later for other purpos(s); it is not dways possible to anticipate secondary
uses of datathat are of benefit to society. It isthear position that where it may, at that later
date, no longer be feasible to obtain consent to use the information, the benefit of
proceeding wth the secondary uses could outweigh the potentia risks of infringing on

individuals privacy and acting againg individuas wishes.

A careful review of the pogtions held by stakeholder groups reveds, though, that the
mgority of the stakeholder groups believe there should be dlear limits as to how long
consent lasts to collect or access, use or disclose persond hedth information. The
Consumers Association of Canada's (CAC's) podition on this issue is articulated in the
association’s Policy Statement on Protection of Persona Hedlth Information: “ Consent is
continual and the consumer has a right to deny consent a any time.” ** However, as noted
in another dlause, it is clear that such continual consent only gpplies to circumstances that
are consstent with the purposes to which individuas have aready explicitly consented in
writing:

“... An organization or information cugtodian will collect only that

information required for the purpose that was identified. If the information

cugtodian wishes to use the information for purposes other than those

origindly identified the custodian must obtain the expressed written consent
from the consumer prior to using the information.”“°

This postion taken by CAC is reflective of the mgority postion taken by stakeholder
groups. consent to collect, access, use, or disclose persond hedth information should
expire & the time the authorized purposes have been concluded. Thereis, however, dill a
need to resolve the difference in opinion between this mgority of stakeholder groups and
the research community to reach consensus.

3.3 Dataretention and protection

3.3.1 Data retention

A dmilar dissgreement exists between CIHR and other members of the hedlth community
on the issue of data retention. The Indtitutes argue that it would be awaste of public funds
to automaticdly destroy data and/or dl possble identifiers after satisfying the origind
purpose(s) for which the data were collected or accessed. Moreover, “having to re-create
new data archives for each new research project would be completely impossible and/or

“ Consumers’ Association of Canada,. Policy Statement on Protection of Personal Health Information,
3(2002).
“Id
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entirdy cost-prohibitive”*®  This argument is contingent upon CIHR's other point that
suggests data used for one purpose can be of socid benefit when used for research
purposes undetermined at the time of data collection or access. The contrary position is
taken by the BC Freedom of Information and Privecy Association, the Consumers
Asociation of Canada, the Canadian Medical Association, and the Public Interest
Advocacy Centre, who dl agree that health information should only be retained for aslong
asit is necessary to fulfill authorized purposes®’

This debate highlights the discord in the community that pits advocates for individua
privacy interests againgt advocates for accessible research data. To illustrate the debate,
imagine a continuum with absolute individud privacy protection a one end and absolute
access to personal information at the other. At one extreme, restricting access to persond
hedth information can negatively affect the qudity of the thergpeutic relationship between a
patient and his or her medica practitioners. It aso means that society would not benefit
from important research that may cure disease. At the other extreme, unquestioned access
to persond hedth information has drawbacks, too. It compromises the confidentiaity of
the doctor-patient reationship and poses socid risks and barriers to individuas when ther
persona information is used for inappropriate purposes. However, it dlows responsible
researchers to delve into data that can be used to identify trends and make important
medical discoveries.

3.3.2 Data protection

While the debate continues among the health community as to how long data should be
retained, there is no disagreement about how the data should be retained. All stakeholder
groups agree that appropriate security safeguards need to be in place to protect the
integrity of the data in the hands of information custodians, including medica practitioners,
adminigtrators, and researchers. The Canadian Medica Association’s Hedlth Information
Privacy Code, for example, recognizes security as one of the ten overarching principles
and provides specific and detailed requirements:

“8.6  Security safeguards shdl include both physical and human resource
safeguards to prevent unauthorized hedth information collection, use,
disclosure and access. Physical security measures include such safeguards
as locked filing cabinets, restricted access to certain offices or areas, and
the use of passwords, encryption and lock-boxes. Human resource

“ Canadian Institutes of Health Research, Draft case studies involving secondary use of personal
information in health research (December 2001) at 12.

“" BC Freedom of Information and Privacy Association, Supra, note 38, h; Consumers Association of
Canada, Supra note 44, 5-6;

Canadian Medical Association, Supra note 39 clause 3.10

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE
31



Privacy and Health Information March 2002

security measures include security clearances, sanctions, training and
contracts.”*®

The Consumers Association of Canada further notes that effective security safeguards
must address authentication, integrity, and non-repudiation concerns®  The range and
complexity of avalable safeguards will continue to change with ever-increasng
technologicd advances. The chdlenge is to ensure that the minimum standard for securing
persond information is flexible but sufficiently rigorous to ensure meaningful protection.

3.4 Consentto collect, use, or access personal health information

The above andlysis showed that stakeholder groups are divided on the controversid issue
of where the baance between privacy and access needs to be struck regarding data
retention. The stakeholder groups' views on this issue reflect stakeholder beliefs about the
appropriate collection, use, access or disclosure of persona hedth information. In generd,
those who believe that individuas have the ultimate right to protect their persond privacy
adso firmly beieve that, in most circumstances, explicit consent is required for persond

hedlth information to be collected, used, or accessed. Those who believe that the benefits
to society of permitting broader access to persond information generdly suggest that
explicit consent is not dways necessary, nor reasonable or practical.

However, the hedth community is not as divided on this issue as it may first appear. To
the contrary: dl of the stakeholder groups considered for this study agree that one must
obtain consent before collecting, usng, accessing, or disclosing individuals persona hedth
informetion.

There are afew limited, practica exceptions to thisrule. While, generdly, nonconsensud
collection, use, access or disclosure of persona hedth information is perceived to be an
ethicd violation, the Canadian Medicd Association (CMA) and the Consumers
Association of Canada (CAC) suggest that it may occur only when required by law, when
ordered by a court of law, or in emergency dtuations. CAC dso suggests that an
exception can be made when requiring consent “would put the consumer or others at grave
risk.”*

The BC Freedom of Information and Privacy Association (BCHPA) supports only part of
this fourth exception. The Association has not found any evidence to support the notion
that accessng on€'s own information can cause ham to onesdf; however, BCHPA
recognizes that in certain very limited circumstances an exception may be judified. As
expressed by Darrell Evans, BCFIPA's Executive Director, “in these circumstances there

“ Supra 159(80), p.1005.
“® Consumers’ Association of Canada, Supra note 44, p. 6, section 8 safeguards.
* Consumers’ Association of Canada, Supra note 44, p. 5, section 5.

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE
32



Privacy and Health Information March 2002

is a very high onus on the decisonmaker to show thereis a probability of harm to another
— for example, overt threats or a history of violence.”*

The Public Interest Advocacy Centre (PIAC) submits that there may be narrow exceptions
where the reguirement to obtain consent may be overridden; however, the Centre has not
yet debated or outlined what these exceptions might be. The Privacy Working Group aso
recognizes that there may be extraordinary circumstances that demand the use of persond
hedth information without an individud’s consent. The Group alows for an exception
where there is “a demongtrated legd requirement; or compelling evidence for individua or
societa good and a privacy impact assessment that are adjudicated by an independent
body according to strict protocols.”

Setting these varied exceptions aside, it is quite clear that the community insists that consent
is needed for purposes that involve persond hedth information. Where this black and
white issue shows many shades of gray is in determining whether or not consent needs to
be overtly demondtrated before collecting, using, or accessing persond hedth information
for primary and secondary purposes. The stakeholder groups take one of three discrete
positions on thisissue.

The firg group requires that, by default, explicit consent be sought.  This postion only
alows consent to be implied for limited and clearly articulated circumstances. PIAC is
among the stakeholder groups that take this point of view. The Centre believesthat thereis
a need to justify why an exception is warranted. BCFIPA can aso be counted among the
supporters of this position. The Association does not see why informed consent cannot be
obtained in the thergpeutic context and, moreover, is “not convinced that it is right or
necessary to use personaized information for research without consent.”*

A second group of stakeholder organizations broadly and separately acknowledge the
circumstances whereby ether explicit or implied consent is acceptable and practicd. The
Privacy Working Group took this gpproach in its ddiberations, as expressed through the
draft Principles for the Privacy Protection of Persona Hedth Information. The Group
offered definitions of explicit and implied consent yet only used the term implied consent in
one ingtance; the Group agreed that consent could be implied to provide individua care or
prevent harm. The term ‘explicit consent’ was not used a dl, though might itsdf be
inferred in interpreting the draft principles.

The Canadian Medicd Association (CMA) and the Consumers Association of Canada
aso fit into this group of stakeholder organizations but their positions are more specific than
that of the Privacy Working Group. The CMA dedicates one of its ten principles to the
concept of consent. Each sub-clause details specific Stuations where express consent is

*! Personal communication by e-mail from Darrell Evans, January 31, 2002.
*2 Principles for the privacy protection of personal health information, p. 6, section 3.3iii b.
*% Qupra note 43
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required or may be inferred, or qudifies the circumstances under which a ptient may
grant, refuse, or withdraw consent. An excerpt from the introductory paragraph of the
consent principle summarizes CMA’s position on this issue:

“The patient’s ability to decide with whom he or she will share informeation
is crucid for the protection of the right of privacy and for the preservation
of trugt in the therapeutic context. Only the patient’'s consent to hedlth
information collection, use, disclosure and access for the primary
thergpeutic purpose can be inferred. Except for the very limited
nonconsensual purposes addressed in this Code, any other collection, use,
disclosure or access requires express consent. Nonconsensua collection,
use, disclosure or access infringes the right of privacy and compromises the
trugt of the fiduciary relationship.”™*

The CMA further notes that the proposed collection, use, disclosure, or access of hedth
information for legidated or non-legidated secondary purposes must first be subjected to a
test. Secondary purposes are divided into two categories. Legidated secondary purposes
include hedlth information collection, use, disclosure or access required or permitted by
legidation or regulation. Nontlegidated secondary purposes include, for example,
education or research not governed by legidation® The test for legisated secondary
purposes is separate from the test for nontlegidated secondary purposes. However, both
tests require that the proposed purposes be subject to a patient privacy impact analysis
before proceeding.

The Consumers Association of Canada (CAC) takes a smilar stance to the CMA,;
explicit consent is aways required, except for thergpeutic purposes. In such cases,
consent may be implied. CAC requires that explicit consent be in writing where persond
hedlth information is to be collected, used, or accessed for secondary purposes® This
includes research.

Researcher organizations represent the third group of stakeholders who stand divided from
others on the issue of explicit consent. Unlike CMA and CAC, the Canadian Indtitutes of
Hedth Research (CIHR) does not take a pogition on the use of persona hedlth information
for primary thergpeutic purposes. This can be easly explained; the organization primarily
spesks for those who have research interests. The researchers dso do not outline
circumstances whereby consent may be implied. Ingead, the agency dHipulates
circumstances whereby the need to demondtrate explicit consent stands or can be
reasonably overridden.

> Canadian Medical Association, Supra note 39, 1003, excerpt fromintro to Principle 5.
*® Canadian Medical Association, Supra note 39, 1001, clause 3.1 (b)
% Consumers’ Association of Canada, Supra note 44, 4.
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Where humans are directly involved as research subjects in clinical research studies,
CIHR's pogtion is clear: explicit informed consent must be obtained before subjects will
be included in research studies. Medica research involving human subjects is governed by
the Tri-Council Policy Statement: Ethical Conduct for Research Involving Humans.
The statement requires that research be reviewed and approved by a research ethics board
(REB). The policy statement requiresthat al prospective subjects be given the opportunity
to give free and informed consent before and while participating in the research. In some
cases, consent for research purposes can be directly tied to consent for primary purposes.
For example, a cancer paient who is paticipating in a drug trid is smultaneocudy
contributing to a research study and receiving care.

Where persond health data has aready been collected for another purpose, though, CIHR
arguesthat it is not practica to seek explicit consent to use the data for secondary research
purposes. Moreover, the Inditutes suggest that doing so can be sdf-defeating. CIHR
identifies saverd factorsto back up its arguments. These factors include:

“the sheer sze of the populaions studied; the wide range of relevant
information examined; the age of the data the dgnificant number of
persons who may have since relocated or died; the risk of introducing
potentia bias through the consent procedure itsdf thereby affecting the
generdizability and vaidity of research results; the cregtion of even grester
privecy risks by having to link otherwise de-identified data with nomina
identifiers in order to communicate with individuas o as to seek ther
consent; the lack of any rea opportunity for direct contact between the
researcher and each individua in the study population; and, the practica
difficulty of involving the origind data holders to establish contact on
researchers behalf.”>’

On the one hand, it seems that CIHR supports the need to obtain and demonstrate consent
for persond information to be used for research purposes. On the other hand, CIHR
clams that it is often impractica to obtain such consent and research should neverthdess
proceed. It gppears initidly that this postion would conflict with the research ethics
guiddines CIHR endorses. However, the policy statement alows for the consent
requirement to be overridden in defined Stuations. As noted in Article 2.1 (c), research
ethics boards may “waive the requirement to obtain informed consent, provided that the
REB finds and documents that:

i. the research involves no more than minimd risk to the subjects;

ii. thewalver or dteration is unlikely to adversdly affect the rights and welfare
of the subjects;

* Canadian Institutes of Health Research, Supra note 46, 11.
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iii. the research could not precticably be carried out without the waiver
dteration;

iv. whenever possible and appropriate, the subjects will be provided with
additiond pertinent information after participation; and

v. the wavered or dtered consent does not involve a thergpeutic
intervention.”®

The research ethics boards are mandated to take a number of consderationsinto account
before deciding whether or not to waive the requirement to obtain informed consent to
collect, use, or access identifiable persond information. As noted in Article 3.2 of the Tri-
Council Policy Statement, these considerations include:

@ “The type of datato be collected;

(b) The purpose for which the data will be used;

(© Limits on the use, disclosure and retention of the data;
(d) Appropriate safeguards for security and confidentidity;

(e Any modes of observation (e.g., photographs or videos) or access to
information (eg., sound recordings) in the research that dlow
identification of particular subjects;

() Any anticipated secondary uses of identifiable data from the research;

(0) Any anticipated linkage of data gathered in the research with other
data about subjects, whether those data are contained in public or
persona records; and

(h) Provisions for confidentidity of data resulting from the research.”*

There are, however, no directives as to the congtitution of the research ethics boards, or
their independence, transparency or accountability.

To summarize, stakeholder groups agree that, in theory, one must ensure consent before
collecting, using, or accessng persond hedth information for primary or secondary
purposes. Stakeholder groups disagree on the circumstances where consent must be
explicit, where consent may be implied, and when and if the need to demonsdtrate consent
may be overridden.

*® Medical Research Council of Canada, Natural Sciences and Engineering Research Council of
Canada, and Socia Sciences and Humanities Research Council of Canada, Supra note 41, 2.1.

% Medical Research Council of Canada, Natural Sciences and Engineering Research Council of
Canada, and Socia Sciences and Humanities Research Council of Canada, Supra note 41, 3.3, Article
32
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3.5 Consentto disclose personal health information

The stakeholder groups are less divided regarding disclosure requirements. Where the
groups alow persona hedth information to be collected, used, or accessed by consent for
primary purposes, the same holds true for disclosure of this information. Further, where
groups dipulate that explicit consent needs to be assured to collect, use, or access
persond health information for secondary purposes, the groups agree that this stipulation
extends to disclosure of information.

For example, the research community justifies circumstances where research ethics boards
have the authority to override the need for researchers to demondtrate that consent has
been obtained to collect, use, or access persond hedth information. In this regard,
CIHR's position stands in stark contrast to the positions taken by the other stakeholder
groups. The Inditutes pogtion on disclosure redrictions, however, is indeed closdy
digned with the rest of the hedth community:

“information that is disclosed in the context of a professond or research
relationship must be held confidentid. Thus, when a research subject
confides persona information to a researcher, the researcher has a duty
not to share the information with others without the subject’s free and
informed consent. Breaches of confidentidity may cause harm: to the trust
relationship between the researcher and the research subject; to other
individuds or groups, and/or to the reputation of the research community.
Confidentidity applies to information obtained directly from subjects or
from other researchers or organizations that have a legd obligation to
maintain persona records confidential.”®

There is therefore a generd agreement among stakeholder groups that the principle of
confidentidity is not to be trod upon lightly with regards to disclosure of persond hedth
informetion.

3.6 Health research purposes

Thus far, secondary purposes have generaly been discussed as awhole. There are afew
additionad noteworthy discusson points about a subset of secondary purposes, namey
hedlth research, that help to further illugtrate the wide-ranging questions to be answered in
the broader debate.

Stakeholder groups, for the most part, purport that there is a need to balance individua
privacy rights with data access rules that permit research to be conducted for the good of
society. The question is. who should decide which research purposes are of such societd
benefit that they outweigh any risks of infringing on individuas privacy and confidentidity

% Medical Research Council of Canada, Natural Sciences and Engineering Research Council of
Canada, and Socia Sciences and Humanities Research Council of Canada, Supra note 41, 3.1.
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rights? And further, if there is any doubt as to whether explicit consent must be sought to
collect, use, access or disclose persond hedlth information, who should have the ultimate
authority to make this decison and to oversee the process? When it is decided that access
to persona hedth information should be granted for secondary purposes, through whom
should individuas exercise their right to have this decison reviewed or to file a complaint?
There is no agreement on these issues amongst the stakeholder groups reviewed.

3.7 Patient access to records

Another area where there is genera agreement in theory, but there are few accepted
sandards in practice, is in the context of patient access to records containing persona
hedlth information and redress procedures. The stakeholder groups generdly support the
falowing concepts:

There should be a process for patients to follow to access records containing
persond hedth information;

The access process should be open and transparent;

Petients should be able to obtain a copy of records containing their persona
hedlth information for free or for areasonably minimd charge;

Petients should be able to ask a knowledgeable health professona for help in
interpreting records containing persond hedth information; and,

Petients should be able to determine who has previoudy accessed their persona
hedth information.

There are only two exceptions. First, the Consumers Association of Canada does not
sate specificaly that patients should be able to obtain a copy of their records. It does,
however, emphaticaly Sate that consumers should have access to their hedth information
50 that they may review the information and ensure any necessary corrections are made.
Second, from the literature reviewed about the Canadian Indtitutes of Hedth Research’'s
(CIHR's) hedlth privacy postions, it is unclear whether or not CIHR takes a position on
thisissue a dl.

There is no discussion from the stakeholder groups documents about what could be
considered the ownership of patient records. Some advocates have expressed the belief
the recognition of individuds rights over information about themsdalves should entall the
ability for patients to move their records from physician to physician rather than just have
the ability to access, copy or correct the information init.

3.8 Dataintegrity and redress provisions
Similarly, stakeholder groups generaly agree on the following redress provisons

There should be a process for patients to follow to correct records containing
persond hedth information;
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The correction process should be open and transparent;

Patients should be able to gpped decisons when they are denied accessto see
or to correct records containing persond health informetion;

There should be pendtiesimposed on those who collect, access, use, or
disclose persond hedth information when it is ingppropriate to do so; and,

Petients should be able to seek and obtain compensation when they have
suffered as aresult of others ingppropriate collection, access, use, or disclosure
of their persona hedth information.

There are only afew exceptions to be noted here. Again, it is not clear from the literature
provided by CIHR whether or not the research community has taken a postion on the
redressissue. And further, only the Public Interest Advocacy Centre and the BC Freedom
of Information and Privacy Association have addressed the concepts of pendties and
restitution. These two organizations believe that individuas should be compensated when
they have suffered as a result of a privacy violaion, but neither organization has yet
debated what compensation would be appropriate.
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4 Research on Consumer Views

Canadian consumer views on the issue of the privacy of personad hedth information,
elicited ether through an email survey or in person through focus group discussions, are
presented below in the context of the broad issues defined in sections one and three. Some
issues raised by consumers go beyond those addressed by stakeholder groups or in the
legidation and even within the scope of issues common to dl three there are clear
differencesin emphasis.

Data reported are from three sources: focus group discussons, focus group summary
aurveys and emall/mail-in surveys. As noted in section 2.3, results from the focus group
summary surveys and email/mail-in questionnaires, which asked the same questions, have
been presented as a whole, except where there were sgnificant differences between the
two groups. These are noted and addressed where appropriate. Sample size was
insufficient to report meaningful demographic differences (age and gender).

4.1 What do privacy and personal health information mean to the
consumer?

4.1.1 Privacy

Given the clear definitiond problems identified in sections two and three, focus group
participants were asked at the outset what privacy meant to them in agenerd senseand in
the context of persond hedth information (persond hedth information). The key word that
emerged in dl five groups was control. Privacy was seen to centre around the ability to
control access to one's information and how that information is used, supporting the
definition proposed above in section 1.3. A number of participants in different groups
noted that for privacy to be red, control over the information had to be ongoing. Persond
hedlth information must be seen © remain under the control of the individud to whom it
belongs, otherwise that individud has no guarantee of privacy.

There was little discusson in terms of a consumer’ s right to privacy in that this seemed to
be taken as a given, dthough in the Ontario group particularly there was skepticiam
regarding the extent to which one might redly expect privacy in today’s information world.
Severd participants in different groups aso noted a point at which the right to privacy may
need to be set aside. Examples were given regarding the sharing of information to protect
society, such as in the case of communicable diseases, medicd conditions which affect
driving ability and the point was made that in some professions, for example teaching or in
the handling of prisoners, certain hedlth information regarding potential problemsis required
to properly perform on€e' s duties. For the most part there was little disagreement regarding
the need to suspend privacy in such cases, dthough it was noted that these are relatively
few in number, implying that they can be quantified and clearly identified as exceptions. In
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Alberta there was extensve discusson of the issue of privacy in the workplace with two
opposing views. The firg, smilar to that expressed in other groups, was that in certain
cases privacy may need to be suspended, but if information is released employers should
be subject to the same duty of confidentidity as doctors. The opposng view was that
employees should never be required to provide persona hedlth information to employers,
the responghility to remove onesdf from employment when unfit physicdly or
psychologicdly should be left with the employee. Thiswas a uniquely Albertan view.

One participant in the Quebec focus group noted that privacy does not appear currently to
be treated as a right, citing the common marketing practice of asking individuas to check a
box if they do not wish their information to be shared with other companies. In his view
thisimplied the norm isindeed to share such information.

4.1.2 Personal health information

Among focus group participants, persond hedlth information was generdly understood to
refer to medical records, including doctor’ s opinions, comments, diagnoses of physical and
psychologicd illnesses and medications related to those illnesses, or in other words,
information semming from the doctor-patient relationship. The two Ontario groups went
somewhat further including insurance-related information, school reports and workplace-
related hedth reports, as well as lifestyle information. Demographic information was aso
mentioned in two groups in the sense that membership in a particular demographic can be
extrapolated to reflect certain hedlth issues.

4.2 Awareness and importance of privacy and personal health
information

Focus group participants on the whole fdt they were not very aware of this issue before
participating in the discusson. When asked to rate on a scade of 1 - 10 ther levd of
awareness™, they indicated a mean rating of 4.76 (SD 2.2), with a range of 1 - 8. The
digtribution, however, was bimodd reflecting two sub-groups. One dightly smdler sub-
group was rdatively aware (7,8) while participants in the other, larger sub-group rated
themsdves as largely unaware (2,3,4). There was no significant difference from province to
province in sdf-attributed awareness. As one participant in the Ontario group commented,
this is the sort of issue you probably do not think about until something happens to you.
Indeed a number of participants who had experienced some problem in the handling of
their persond hedth information appeared much more aware of the issue and the potentia
consequences of problems in this area. Many noted in their find comments on the survey
that they would think about the privacy of ther persond hedth information much more in
the future now that they had been made aware of the issue. Few mentioned having seen

> Where 1 indicated no awareness and 10 indicated total awareness of the issuesdiscussed.
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anything in the press and it was suggested in one group that the issue is not very politicaly
sdient and hence tends to be ignored.

Survey respondents were asked to rate on a scale of O - 5 to what extent they were
satisfied® with the amount and quality of information they had received from any source to
date regarding this issue. Mail-infemail respondents who had not been exposed to
information in the focus groups indicated they were not very satisfied (average rating 1.98
(SD 1.42) for quantity and 2.00 (SD 1.45) for quality). Focus group participants, perhaps
induding in their rating the information provided in the two-hour discusson, indicated they
were ggnificantly more satisfied than the mall-infemail group, but ill only moderatdy
satisfied (average rating 2.68 (SD 1.43) for the quantity of information and 2.86 (SD 1.45)
for the qudity of information). These data support a point made severa times during the
course of the focus group discussions to the effect that there is a clear and pressing need
for greater public education on privacy and persond hedth information.

43 Consent

In each focus group approximately one hdf of the participants indicated that they routingly
do not read consent forms, or for those who could not remember a specific experience,
they conddered they would be unlikely to do s0 unless for a very mgor or risky
procedure. The unique context of signing amedica consent form for treestment was noted,
in which the worry and sometimes the urgency of trestment means the patient’s attention is
elsawhere. Furthermore in severa groups mention was made of the inherent trust in
doctors and the medical profession, indtilled from an early age, which may suggest a close
reading is not necessary. As one member of the Francophone group noted, though, we do
not consider sgning bank forms without closdy reading them, so why do we do so with
medicd forms? The extent to which trust in the medicd professon is warranted was a
matter of some debate, with some suggesting certain individuds do not ingpire much
confidence. Others were of the opinion that medical professionas work under astrict code
of ethics and deserve our trust.

4.3.1 Awareness of consent issues

In four of the five focus groups there was little awareness that signing a form for trestment
implied giving permission to hedlth care providers to disclose information for secondary
purposes. Many individuas thought that separate consent forms were necessary or, as a
Manitoba participant noted, that if such information were divulged, it would only ever bein
de-identified format. Only in Alberta were a least hdf the participants aware that they
were consenting to the release of their information. This may reflect a grester sengtization
in Alberta to the privacy and hedth information debate in the wake of the recent enactment
of provincid legidation in this regard (see section 5).

% Where 0 means not satisfied at all and 5 indicates agreat deal of satisfaction (see appendix C.2)
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One issue raised consistently throughout the focus group discussions was the problem of
reedability and smplicity in consent forms. Many felt they could not easily understand what
they were sgning given the complex language and the length of such forms, so they could
not be expected to be aware of what was included in the consent when it was not set out
clearly. As an Alberta participant questioned, is it redly informed consent if | don’t know
how my information will be used?

In the survey, respondents were asked to indicate who they believed currently could
access thar identified personad hedth information without consent. If this sample is
representative, consumers do not seem to be very sure about the current practices
surrounding access to persond hedlth information. Fgure 4.3.1.% shows the number of
respondents who thought which among eeven entities could access their persond hedlth

Figure 4.3.1

Who can access my PHI?

(77 responses)

specialist
researcher -same
researcher - diff.
drug company|
epidemiologist
medical insurer
evaluator/auditor]
friend/family
home care worker

private firm

pharmacist

0 20 40 60 80
Number of respondents

information with no forma (or informa) consent. There was generd (athough not
unanimous) agreement that gpecialists and medica insurers likdy could, while private firms
generdly could not, but there was consderable disagreement as to the rest. What is not
evident in the graph, but reflective of widely varying views on the status quo, is that some
individuals believed that just about anybody could access their personad hedth information,
while others thought dmost no one could.

% Researcher-same refers to aresearcher studying the same disease or illness as the patient whose
personal health information isin question; researcher-diff. refers to aresearcher studying a different
illness. See Appendix C.2 for specific questions or table 4.4.1.1 for more complete phrasing.
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4.3.2 The importance of consent

In the focus group discussions, there was strong agreement that consent is an important
issue, whichiis at the heart of the concept of privacy, which, as noted above, centred for
most participants on controlling the use of information. Fear was expressed regarding the
consequences of the promulgation of information that may be inaccurate. One participant
put forward the idea that the only way to avoid this was to be in control and persondly
respongible for the release of information.

Also important for these consumers was their right to fredy withhold consent (with no
pendty) for secondary use of their persond hedth information. Severa groups mentioned
the very difficult Stuation a patient faces when asked to d9gn consent for trestment, if
unwilling to have persond hedlth information released. Given the frequent linking of the two
in the same form, participants beieved it very likely that the patient would fed he/she had
no red choice. Patients must Sign to receive trestment, so how can they refuse? Very few
were aware that they could modify the form if there was anything they wished to see stated
differently or that they could add anything they felt was missing. Again the trust in medicd
professionas was stressed, dthough some suggested that such trust may be ingppropriatey
extended to dl in the hedlth care professon (office gaff, hospital staff, etc.).

When asked on a scale of 0 - 5* to what extent survey respondents feared that restricting
access to persond hedlth information may negatively affect the delivery of hedth care, the
mean response among focus group participants was 3.53 (SD 1.2), suggesting thisisared
concern for patients. They may wish to withhold information, but may fed unwilling to
jeopardize their immediate treatment or perhgps even subsequent contact with the hedth
care sysem by cearly saing as much. Although sgnificantly less concerned than those in
the focus group, mail-in/femail respondents were aso somewhat concerned about this, with
an average response of 2.79 (SD 1.72). The higher levels of worry among focus group
participants may reflect the fact they had had time to consider some of the implications of
restricted access over the course of the discussion.

& Where 0 reflects no concern with the issue and 5 agreat deal of concern.

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE
44



Privacy and Health Information March 2002

4.3.3 What aspects of consent are central to consumers?

The mgor difference between the stakeholder group and consumer view of consent was
with regard to the distinction between implied and explicit (or express) consent. Although
the definition of these two types of consent was provided to focus group participants and
survey respondents (by way of examples) both sets of respondents appeared much less
concerned about this diginction than that between identified persona hedth information

Figure 4.3.3.1

Type of Consent Currently Required
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and de-identified persona hedlth information.

Figure 4.3.3.1 indicates who respondents believed currently requires explicit, implied or no
consent to access their persond hedth information. Most believed that dl the entities save
three required explicit consent. The three exceptions were a specidist cdled in to help on
the case, the medica insurer and the pharmacist. In other words, exceptions gpplied to
entities who respondents felt were intimately related to the provison of ther primary care.
The choice of explicit or implied consent by user varied widely among participants and, as
figure 4.3.3.1 shows, each of the three options was chosen by at least some respondentsin
each case. Examining the patterns of response, there gppears to be a meaningful difference
between explicit (express) consent and implied/no consent, but the latter two were often
confounded.
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Many respondents chose to contrast explicit consent with implied consent, while others
contrasted it with no consent. A few used dl three, but not with any clear pattern. For most
consumers it gppeared that consent means clearly stated consent, not someone
else’s view of what you probably would consent to, if asked. As one Manitoban
participant suggested, implied consent is Imply too vulnerable to abuse, so it isredly little
different from no consent. This is clearly a very different perception than that prevaent
among the stakeholder groups, who make a clear distinction between implied consent and
no consent. This difference in view between a dichotomous consumer perspective and a
more finely differentiated stakeholder group perspective is a potential source of confuson
and misunderstanding, which must be consdered in engaging the consumers in the debate.

On the other hand, when asked how comfortable they would be with having their persond
hedth information reeased with identifying information and without identifying information
to various potential users, participants made a clear and definitive statement. In al cases™
they were

Figure 4.3.3.2
Identified vs. De-identified PHI

Mean Acceptability of Access Without
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Mean

datigticaly sgnificantly more concerned about the release of identified rather than de-
identified information (see Figure 4.3.3.2)%.

All focus group participants were made aware of recent findings that show that de-
identified information can sometimes be re-identified given frequent linkages among

% Note that only personal health information for secondary use was contrasted here, since it makes
little senseto talk of releasing de-identified information to a home care worker or specialist called in on
the case.

® Given the number of tests conducted, statistical significance was set at a conservative p < .001 (the
probability that the result is by chanceislessthan 1 in 1000).
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databases. While this was definitely a subject of concern, many participants felt there was
not much that could be done to prevent this and, redigtically, it was probably not that likely
to happen, given the effort involved. Since the distinction between identified and de-
identified information was 0 evident in the responses of consumers, it is clear that
consumers expect de-identification to be conducted thoroughly and consstently when
needed and to a degree that minimizes the possbility of re-identification. Once de-
identified, though, there is a much greater willingness to share information for most
secondary purposes, with the notable exception of commercid gain.

Another issue specific to the Alberta group was concern over the presentation of a hedlth
card as a proxy for consent to disclose information. Focus group participants felt strongly
that showing such a card should not be construed as consenting to any release of persona
hedth information. The focus on this issue may agan reflect a higher sengtization to
privacy issues among Albertans as aresult of the enactment of recent legidation.

4.3.4 Consumer solutions to the debate over consent

Across the focus groups, perhaps the single most frequent recommendation in this regard
was the need to smplify and streamline the process of consent while a the same time
introducing more control for the individud. There was strong agreement that trestment
consent and the consent to use persond hedlth information for secondary purposes should
be separated, idedly set out on different forms. Many participants were dso of the view
that they should have the right to indicate consent each and every time their persona hedlth
information is used, dthough there was widespread recognition that it was smply not
feasble to ask for written consent every time any of their information was going to be used
for any purpose.

In many ways the recommendation emerging in some groups was reminiscent of that of the
BC Freedom of Information and Privacy Association’s layered consent. In one group a
sort of donor-card like system was put forward in which each individual would set out
which (secondary) uses of his or her persond hedth information were acceptable. The
cavedt was that this list may need revisng from time to time as the nature and extent of the
individud’s persond hedth information changes. In another group, a Smilar process was
suggested, but was directed more a the primary hedth care provider (often the family
doctor) who would & the initid intake note the wishes of the consumer and thereafter on
occasion offer him or her the opportunity to update the list of choices. Clearly this puts a
heavy adminigrative burden on an dready over-taxed portion of the hedth care system. At
the very least, consumers fdt they should be notified if their persond hedth information
were to be used for purposes other than those discussed in the origina consent.
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Figure 4.3.4
More or less explicit consent?
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In comparing the items on the survey that asked what sort of consent is currently needed
and what sort of consent should be required, we find a generd trend towards greater
(explicit) consent over implied or no consent. In Figure 4.3.4 the 0 axis represents no
change required, with negative vaues reflecting a desre for less rigorous consent (i.e,, a
shift from explicit to implied/no consent) and positive vaues reflecting a desire for more
rigorous consent (that is, a move from no consent/implied consent to explicit consent).
Only in the cases of a gpecidist caled in to help on the case or a researcher researching the
same illness as the patient, was there a dight shift towards requiring lower consent. In all
other cases, the desire across participants was for more stringent consent. It is very
important to note, however, that this desire for change (reflected in the ratings to the left on
the graph) is cumulative, so that only between 20 to 40% of those sampled desired any
change a dl. In other words, in each case the clear mgority of respondents did not
indicate any need for a change to the status quo. Thisin turn must be consdered in light of
the fact that many respondents clearly indicated they redly didn’'t know what the current
Stuation was. There may well have been a much greater desire for change if participants
had been given a dlear picture of the status quo®”.

SHmulative index of changs

-
-

® This was not done as one of the primary purposes of this research was to ascertain what is the
current level of awareness regarding issues such as consent (see section 2.3)
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4.4  Accessto and disclosure of personal health information

Discusson and survey responses on thisissue were again sought to clarify what consumers
think is currently the practice and if and how they would like to see that practice changed.

4.4.1 Awareness of current practices

In the focus groups, there was no clear perception of exactly who could or could not
currently access persond hedlth information without consent, athough it was thought that
de-identified persond hedth information could be much more easlly accessed than
identified persond hedth information. As well as primary hedlth care workers, focus group
participants named insurance companies, employers, schools (in cetan cases),
government agencies, banks, commercia entities, and others as potentialy able to access
identified persond hedth information. When the handout lising those who might be
interested in accessng persond hedth information was given out (see Appendix C.1),
severd participants in various groups were astonished at the range of entities involved.
Indeed, in two groups, Ontario and Alberta, the comment was made that everyone seems
to have access except the individua involved.

In the survey data, a dightly clearer picture emerged, with the mgority of respondents
consdering that specidigts, insurers and pharmacists are able to access identified personal
hedlth information without consent, but other entities require consent. As noted above in
section 4.3.3., however, thisview isfar from unanimous. In table 4.4.1.1 the percentage of
respondents who thought the entity listed could access their identified persond hedth
information without consent is set out by source of data.

Table 4.4.1.1
Currently, who can access your personal health information without your consent?

Entity Per centage of participantswho think identified
personal health information can be accessed by this
entity without consent

Focus Group (36 | Mail-in/Email Total
responses) Survey (78 responses)
(42 responses)
Specialist 83% 93% 83%
the insurer for the medical procedure involved 5% 69% 1%
Pharmacist 53% 48% 1%
a home care worker who isto work with the 47% 31% 3B%
patient
Researcher researching the sameillness as 3% 36% 36%
patient
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Entity Per centage of participantswho think identified
personal health information can be accessed by this
entity without consent

Epidemiologist 36% 31% 33%

a health care system eval uator or auditor 42% 24% 31%

drug company researching new drugs 3% 1% 26%

Researcher researching a different illness than 31% 17% 22%

patient

afamily member 28% 14% 21%

acommercia entity 19% 0% )

Perhaps most striking in these numbersiis that between 10 to 40% of respondents actually
believe that many individuas can access their persond hedlth information without consent
for secondary purposes, certainly a far cry from a solid sense of privacy. When asked
directly how well they thought the privacy of their persond hedth information was being
protected, the response was overwhelmingly not well at al (see section 4.7.2 below).

4.4.2 Who should be able to access my personal health information?

When asked to indicate on a scale of 0 - 5 how concerned they were about the possibility
that individuas may be permitted access to their persond hedth information without
permission, survey respondents and focus group participants indicated a reatively high
level of concern (mean rating 3.6, SD 1.4). They were aso concerned that their persona
hedth information may be used without their permission for purposes other than their
primary care (mean rating 3.5 SD 1.5).

It was adso clear that consumers have different comfort levels with regard to who should be
adlowed access to their persona hedlth information and for what purpose®. In rank order
from the highest “comfort-level” to the lowest in terms of sharing identified persond hedlth
information were:

aspecidist cdled in to help on the case

researcher sudying theillness of the patient in question

pharmacist

insurer

researcher sudying an iliness other than the one the patient has
researcher sudying the prevaence of the particular illness (epidemiology)
home care worker assigned to help the patient recover

®F 40 = 24.82, p < .00 in arepeated measures analysis of variance.
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drug company researching new drugs

hedlth care system (program) eva uator

friend or family of the patient who may be able to support the patient
commerad firm sdling products of potentia interest

Differences among the users that were datisticaly sgnificant incdluded primarily a much
greater comfort level with specidist access and much lower comfort leve with private firm
access then virtudly al other potentid users®™. In genera, though, the quantitative data
support the sense that emerged from the focus group discussions that direct delivery of
hedth care is generdly thought to require fairly ready accessto persond hedth information,
while purposes associated with potentid financid gain are the least acceptable (commercid
firm and drug company). The lack of willingness to share persond hedth information with
family or friends reflects perhaps the stronger threet to privacy inherent in those close to
you knowing so much. As one participant mentioned, though, this is likey very case
specific in that it may well depend on how sick and/or competent one is as a result of the
illnessin question.

Participants in severa focus groups made the point that sometimes information that needs
to be shared (for instance tests or a patient’s medica history when moving) is not shared
between medica professionas resulting in delays and extra cost to the system. This was
not specificdly blamed on privacy, but rather used as an example of how the flow of
information to those who need it to care for the patient is important. This echoes the
concern mentioned in 4.3.2, in which there was a clear fear that alack of information could
hurt the delivery of primary services.

4.4.3 To disclose or not to disclose? Overview and consumer suggestions

In weighing the implications of greater control over persond hedth information (maximum
privacy) or wider access to persond hedth information (blanket consent), most focus
group participants recognized several advantages to either stance. Among the advantages
of open access to persond hedlth information, the following were noted (numbers after the
bullets reflect how many focus groups mentioned the issue, from a minimum of one to a
maximum of five):

w (5) improved research ability, leading to quicker and more effective cures. Society
would aso be able to have greater confidence in the research conducted given that
numbers would be higher and there would be comprehensive access to the data required
(rather than proxy or incomplete data). Statistics collected would be more comprehensive
and could therefore be relied on to devel op more successful trestments.

% v arious other statistically significant differences between different pairs of users were also found,
but are not included here in the interests of clarity.
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w (4) improved health care delivery as a result of a streamlined information
management system, alowing timely access to relevant information. The onerous paper-
trall implied in tracking consents for various purposes would not be needed, dlowing
scarce hedth care dollars to be spent on what is most important, primary health care.

w (2) improved safety as a result of good cross-referenced databases. This would
include the ability of the system to track counter-indicated drug use (from different sources)
or to identify more easly patients who unknowingly may be a threat to themsdlves or
society as aresult of piecemed or fragmented hedlth care, e.g. the paranoid schizophrenic
patient who stops filling his prescription.

w (2) better information on products of potential interest as a result of marketing
firms knowing what is relevant to you. In Manitoba, the point was made that if a drug
company knows that you suffer from illness x, it may contact you directly with relevart
information and aternatives, including dternatives possibly not suggested by your doctor.
For the most part, though, this was not seen to be a particularly strong advantage, given the
link to commercia profit. As one participant noted, the driving force is not the benefit to
the patient, but profit to the company, 0 it is hard to trust such information. The
Consumers Association of Canada has steedfastly argued againgt direct drug advertising to
consumers for this and other reasons.

w (1) additional funds for hospitals through the sdling of patient ligs to firms for
marketing purposes. While recognized as an advantage to the hospitd there was dmost
unanimous agreement that such a practice would not be good for patients and should be
avoided at dl cost.

w (1) better extra-medical delivery of services, resulting from an awareness of
conditions that may impact behaviour a school or work. In other words, if educators or
employers were aware of gpecific conditions they may be able to intervene more
appropriately, tailoring the work or school Stuation to better suit the individua. This point
was endorsed by the Francophone group, in which severd of the participants were
involved in teaching or day care.

w (1) accessto clinical trials, potential treatments which might only be availableif the
organization running the trids can access eadly who has what condition. In other words,
having a clear picture of who is suffering from what may open doors to wider trestment
options.

w (1) availability of potentially lifesaving information with no protracted court
battles. The example here, raised by the Manitoba group, was in regard to adoptive
children and their birth parents. Children could easlly and quickly obtain relevant genetic
and medical higtories of their parents. This was equdly true for any estranged releive.
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However the opposite end of the scale, in which the individua controls al access to his or
her persond hedlth information, was aso seen to offer many advantages:

w (4) less likelihood of harmful information being released to the wrong parties.
For many participants this was the mgor advantage of greater persond control, particularly
given the potentid damage that could be caused by the release of inaccurate information.
Many participants consdered one of the mgor disadvantages of widespread access to
persond hedth information to be the potentid for discriminatory practices or “labelling”
based on having a particular illness. Stringent persond control of such information would
avoid any fear of that information being released.

w (4) no unwanted marketing pressure since the information would not be available to
commercia entities unless specificdly given by the individud. This was seen as a mgor
advantage by most given the widesoread condemnation of using persona hedth
information for profit.

w (2) avoidance of embarrassment or pain, which may result from unwarranted access
to persond hedth information. The scenario used in the focus group involving a couple who
had miscarried and then received baby product advertisng shortly afterwards was cited as
an example.

w (2) peace of mind For some participants one of the biggest advantages was a generd
sense of peace of mind that they and they done controlled their information. As one
participant in the Ontario group noted, “ | am a very private person and worry about
others knowing more about me than | am comfortable with”.

w (2) treatment needed will be sought since those who might otherwise hold back
information or avoid seeking treatment at al because of privacy concerns (eg., HIV) will
be able to fed confident their persond hedlth information is under their own control .

w (1) empowerment of patients Often patients fed very much asif everything is out of
their control when they are sck and in the hands of the large hedth ddivery machine. By
assuring them control over their information they would fed empowered and accrue some
benefit from that sense of persona control.

w (1) theright to choose will be safeguarded in that an individua may choose research
he or de feds is important and avoid the use of persona hedth information to support
research the individua feds is wrong. The example given in the latter case was embryonic
stem cell research.

n the survey, respondents were asked if they had ever withheld information because of afear it
would become part of their permanent file. Nine of the 26 respondents who chose to respond to this
question indicated they had. Reasons given included information might not have been socially
desirable (drugs, drinking), the individual did not want to be “labelled”, there was alack of trust with
the professional, or in two cases simply that it was not relevant.
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w (1) protection of civil liberties would be assured, since information which could be
used to circumvent those liberties, such as redricting travel or employment or the provison
of insurance would be under the control of the patient. This might be viewed as the positive
agpect (“flip 9de’) of the fird advantage of greater privacy mentioned above. That is,
information will only get to those who need and should haveit.

For the most part, focus group participants were clearly aware that there are benefits and
(usudly diametricaly opposed) disadvantages to both extremes. So when faced with the
choice, and taking the wide ranging discusson into account, how open (or conversaly, how
closed) did the four main focus group participants™ think persond hedth information
should be? Figure 4.4.3 compares the average response by group across the country.

Figure 4.4.3.
How Accessible Should Your PHI be?

Summary Ratings by

¥ san Cpen Auzess

Alberta Manitoba Ontario Quebec

Focus

Setidicdly, only the Alberta focus group differed from the others, with Albertan
participants indicating they would want sgnificantly more control over their persond hedth
information’®. This comparison is mideading, however as in dl four groups there was a
clear divergence of views, with some participants supporting relatively wide open access
and others desiring near complete contral.

™ The preparatory focus group was not asked to quantify this choice
2 F (333) — 338, p< .05

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE
54



Privacy and Health Information March 2002

Table 4.4.3
Response Range: Open Access vs. Total Control
over personal health information

Group Low Score High Score Sandard

Deviation
Alberta 1 10 29
Manitoba 4 85 21
Ontario 1 95 33
Quebec 1 85 3

1 =total control over information (no access except with explicit
consent); 10 = blanket access with no consent required for access

Table 4.4.3 gives the range of response for each group. In al but the Albertan group, there
was a preponderance of individuas favouring grester openness, while in Alberta the
reverse was true. In both Ontario and Quebec”™ the comment was made by those
participants choosing to support greater access that they would only fed comfortable with
ascore of 8 or 9, given that they did not support access to persona hedlth information for
commercid gain. Severd Albertans made the same comment, but chose a rating of 5,
suggesting the concern over commercid use of persond hedth information was seen as a
greater overall threat.

In generd, then, many participants while recognizing the potential harm in too much access
aso bdieved that the benefit to society of more measured access could not be overlooked.
Among those who took a more redtrictive view many made it clear that having such control
did not mean they would not want to give permission to anyone to access ther information.
Severa suggested that research and other secondary uses of personal hedth information
are important. It isjust that they wished to have a say in what was done with their persond
hedth information. As one participant anong what we might call the “high privacy” group
pointed out, it should not be a choice between having control over one's persona hedth
information or benefitting society. He stated that surdy in today’s highly technologicaly
advanced world it must be possible to alow people control over their information while at
the same time permitting them the choice to support research and other worthy endeavours
inatimey and efficient way.

In the Ontario group a number of participants in the “greater openness’ group suggested
that, given the choice to keep persond hedth information private or share it, the vast
mgority of Canadians would probably choose the former, thereby potentidly harming
society by redtricting essentiad research and oversight. However, participants themselves
were surprised that this did not seem to be the case, based on the ratings in that focus
group (and in other groups), which tended towards greater openness. If Canadian

" The reader is reminded that these terms reflect an Anglophone group, al of whom but one livein
Ontario and a Francophone group, all of whom but two live in Quebec.
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consumers understand the benefits of alowing access to persona hedth informetion then
many seem willing to give up a certain leve of privacy for that end. One Ontario participant
suggested that this reflected the socidist view of medicare: we must give up some individud
rights so thet al can benefit.

The reader will notice that these results, thet is, a tendency to desire greater openness,
seem contradictory in light of the results reported in 4.3.4 in which there seemed to be a
movement towards greater control over persond hedth information (explicit consent). The
difference may stem from the level at which the question is phrased. In this case we were
asking generdly how much access should there be to persond hedlth information, while in
4.34. the quedion was contrasting implicit and explicit consent. In generd many
Canadians, at least many in the focus groups, would like to see a system in which there is
greater openness in persond hedth information for the benefit of society but not for
commercid gain. However, when asked to comment on consent in particular cases,
respondents were ether happy with the status quo or would prefer a more stringent
consent arrangement.”™

An dternative proposd from one of the middle-of-the-road participants was that we
should, as a society, be able to agree upon a clearly demarcated box within which persond
hedth information can be shared fredly, such as for primary purposes and some widely
supported research, but that outside of which far more stringent measures (explicit consent)
are needed to access and use persona hedth informetion. In two separate groups
(Manitoba and the preparatory focus group in Ottawa), it was suggested that an
independent body or panel be set up to determine the vaue of the project in question o as
to grant or not grant access to databases with persona hedth information. While the issue
of Research Ethics Boards (REBS) was not raised directly, the comment was made that
any body dosdy dlied with a sngle organization would be unlikely to inspire confidence in
the public. There was some concern among many regarding the ability of any body to be
truly “independent”.

" Initialy it was thought this might be a difference attributable to a greater conservatism among mail-
in/email survey respondents; however, the composite index of change used in figure 4.4.3. when
computed separately for each source, showed that, in fact, focus group partici pants were more
conservative, desiring more change towards more stringent consent than their mail-in/email
counterparts.
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4.5 Personal health information for research purposes

In the context of both consent and access/disclosure, focus group participants evinced a
clear understanding of the importance of research to society and potentialy to themselves,
should they ever be sck. Among the 77 participants who answered the

Figure 4.5

Support for Research

if essential to ress

if for pers. benefit

if purpose unclear

if benefit unclea

ethical objectior

if sensitive P

0.00 1.00 2.00 3.00 4.00 5.00

Mean Support

(res. = research, pers. = persond; see C.1 for specific phrasing)

question in the survey, only 3 (4%) indicated they would not be willing to share their
persond hedth information for research. People were particularly willing to share persond
hedth information if they were convinced their information was necessary for the research
and if the research in some way benefited them persondly or a friend or family member.
Where they were unsure who would benefit from such disclosure, support dropped as it
did if the information they were being asked to share was deemed to be particularly
sengtive,

Participants were least likely to be willing to share informetion if they were aware thet it
would be used in research to which they were ethicdly opposed. Among other
qudifications noted, were the reputation of the researcher and the fact that the research
should benefit someone. Severa respondents noted they would not want their persond

hedth information used in research that would lead to commercid gain, while another
suggested the results of any study she supported would have to be made public. Still others
would want assurances about the confidentidity and or anonymity of their data. (see Figure
4.5).
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46 Accesstoone’s own personal health information

4.6.1 Experiences in accessing personal records

Most focus group participants had never asked to see their own persona hedth
information and while there was some doubt as to whether what they might find would
adways be accurate, there was a sense that the information would be availdble if they
asked. Twenty participants from among those who completed the survey and answvered
this question (76) did say that they had had occasion to ask for access and of those, eight
(9.5%) indicated they had been refused.

In one case of refusd, the request had been made for a complete medical history upon
leaving government service, but the individuad was only given a partid file. In four others,
the files had been requested to take to a new doctor (or dentist) but the patient had been
refused. In two cases the respondent was told that the file was the property of the doctor.
This issue is an important one both from an access perspective as discussed by focus
group participants, but dso in the context of the cost of hedth care ddivery. Many
physicians deem test results and xrays their property and the refusa to release these to
patients changing doctors can cost the hedlth care system dearly, given that new, identica
tests have to be rerun.

Some participants who had been given access to their files were required to pay for a copy
of the file. In a couple of cases the patient refused to pay and thus was forced to “ start
from scratch” with the new doctor. There was considerable anger at having to pay for
information that was thought to be “persond”.

For those who had asked to be and had been given access to therr file, dl but three
indicated they had understood what was in the file and, of those, only one said she had
received an unsatisfactory clarification from the doctor. The specifics regarding access and
clarity of files seems to be a question that requires a much larger sample than the one at
hand in order to understand Canadian consumer experiences.

4.6.2 Inaccuracies in personal health information

One of the mgor reasons participants beieved the right to access their persond hedth
information was important was the potentia consequence of having inaccurate information
in the file. One participant in Ontario had had hedlth insurance refused based on a faulty
diagnogis, which was later corrected, but never changed in the medicd file. Although he did
findly manage to correct the information in that file, he indicated an ongoing concern that
the same wrong information might exist in other places and other files that he knew nothing
about. The Alberta group dso highlighted this as a serious issue: correcting a misteke in
one place in no way ensures it has been corrected throughout the sysiem. A second
participant recounted the experience of afriend, who had been diagnosed with HIV based
on amix up of records. The letter informing him of his diagnosis was sent to his home and
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opened by his parents. Although the mistake was rectified, ten years later he ill cannot
give blood as he is ‘red-flagged’ by the Canadian Blood Service computer. A third
participant had an acquaintance who had fought for years to have a diagnosis on her file
changed and only findly succeeded after going to the media

4.6.3 Redress: What can | do if inaccuracies are found in my personal
health information?

Very few participants believed that it would be easy to correct an inaccuracy in medica
records, adthough one suggested that it would probably depend on the nature of the
change, with more black and white information much esser to change than doctor’'s
opinions. Some thought it might require appearing before some sort of medica review
board. Others who had experienced this problem concurred that it was not easy a dl,
athough one Albertan participant noted that he had been able to change a mistake in his
file only because of hislongstanding, good relationship with his doctor. A few participants
in the Francophone group suggested that doctor’s opinions should not be subject to
revison, since they were just that, opinions. Among survey respondents, most said they
would attempt to correct any inaccuracies by going to therr doctor or the hospitd,
depending on who was respongible for their file.

4.7 Data Retention and Protection

4.7.1 Data retention

Consumers were not asked directly to comment on the issue of data retention and it was
not raised spontaneoudy as an issue of great concern other than in the context of consent
as an ongoing process. Some focus group participants were strongly againgt a one-time
sgning off of the right to control how persond hedlth information would be used, suggesting
that consent must be ongoing and revised to reflect new information on file and new
potentia uses of that information. One participant suggested thet if someone wants the right
to use the information for a specific purpose, they should be willing to take the time to
explain the purpose. Another participant suggested, however, that data on file are a
vauable resource and should be available for research if the research benefits society.
Again, here we see the tension between persond control and societal benefit.

4.7.2 Data protection

There was considerably greater concern expressed over the need to ensure persond hedth
information is protected. While a smal number of participants believed that persona hedlth
information was well protected by law, many more thought that access occurs much more
frequently than we redize and that persond hedth information is not well protected at al.
Especidly in the context of the eectronic age, the view was expressed that information is
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copied and recopied, transferred from here to there and that while there is probably no
widespread intent to compromise privecy, the fact is that many people actudly get
information they should not have. Many examples were adduced, from individuastaking in
hospita corridors, to office saff making test appointments where they could be overheard,
from persond hedth information on discarded hard drives to customs officias reading the
specifics on prescription bottles, from wrongly addressed mail to messages left on shared
answering machines. Overdl the consensus of the Alberta group perhaps best captures the
views of the focus group participants across Canada: the current protection of persona

hedth information is viewed as inadequate and haphazard.

When asked directly how concerned they were about the security of eectronicaly stored
persond hedth information or paper records of persond hedth information, survey
respondents expressed a fairly high level of concern over both (a mean rating out of 5 of
3.5 (SD 1.3) and 3.2 (SD 1.3), respectively), suggesting that one is not viewed as much
‘safer’ than the other. Respondents also indicated a high level of concern regarding the
accidentd disclosure of information (mean rating 3.4, SD 1.3) but an even higher concern
that some persond hedlth information was being disclosed on purpose (mean rating 3.7,
SD 1.4).

Of the 76 survey respondents who chose to answer a question regarding whether they had
ever experienced a breach of confidentidity, 15 per cent indicated they had, athough many
declined to share the nature of the breach. Most cases noted in survey responses involved
discusson of symptoms or case details in an ingppropriate setting, that is, somewhere that
was not very private. More serious lapses were mentioned by some focus group
participants. For instance, one participant was given information regarding another patient’s
condition (breast cancer) because they had the same name. In another case, an expectant
mother was challenged about her benefits because she was usng a midwife and not a
physician. The employer chdlenging her right to benefits should not have been privy to that
information. One participant, without sharing any detalls, indicated that unauthorized
release of medica information from her file dmaost caused her to lose her daughter and that
she did not make any attempt to follow up why or how the breach had occurred for fear of
drawing attention that may again put her dtuation with her daughter in jeopardy. In the
focus group discussions, it was aso clear that many participants were aware of others who
had experienced breaches of confidentidity, even if participants themselves had not.

When asked what they would do should they ever experience a breach in confidentiaity,
most individuds suggested they would start with their doctor and try and identify where the
breach had occurred. Many recognized that it might be very hard to clearly identify who
was responsble, so any assigning of blame would be difficult. Among other entities that
might be approached were regulatory bodies, hospita administrations or ombudspersons,
or in some cases alawyer. In generd there was alack of certainty regarding what process
to follow, with many respondents indicating they had no idea Among focus group
participants, many individuds had never heard of the Federd Office of the Privacy
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Commissioner. Only one survey respondent (from the mail-infemail sample) suggested that
office as apotential recourse.

There was aso recognition that many potentia courses of action were unlikely given the
high cost involved, both in terms of money and time. Furthermore, the irony was not lost on
many participants that a breach of confidentidity about medica information implied a desire
to keep information private, while any steps taken to seek redress are likdly to involve
greater and greater promulgation of the information, thereby worsening the stuation, not
bettering it.

48 Lessons learned

Most focus group participants believed that they would gpproach this issue differently in
the future having taken a smal amount of time to congder the complexity of the issues.
Some will read their consent forms more carefully, others may actualy modify them now
that they know that this is an option. There was widespread agreement on the need for
more public education so0 that others too could be aware of what was a gake in this
debate. Some fdt that individuds need to teke greater reponshility for their own
information and not just assume it is protected. Some more pessmistic participants fdt it
was alosing battle. Others, in the words of a Manitoba participant, felt thet “[we] can put
up walls... they are going to keep getting breached, but we' ve got to keep putting them up,
so wedon't livein chaos’.

49 Summarizing the consumer view of privacy and the protection of
personal health information

It is encouraging that a small sample of Canadians, without any forma background on the
issues and with a maost two hours of reflection, were able to make a useful and thoughtful
contribution to this debate. The feagihility of seeking and getting meaningful consumer input
to policy issues that are centra to Canadian life, even if those issues appear complex, was
thus reaffirmed. Although a sngle unanimous pogtion did not emerge, some aress of
agreement were nonetheless clear:

Privacy is an important issue and Canadian consumers should be made more
aware of the current Situation and the implications of grester or lesser privecy.
Public education should be a priority.

Informed consent should be smplified and clarified and those who wish access
to persond hedth information, especidly for secondary purposes should be
willing to take the time to explain why.

Consent for treatment should not be assumed to imply consent to share persona
hedlth information other than for the continuing treatment of a patient’ sillness, for
example by sharing information with a specidis.
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Petients should be able to access their own persond hedth information and
should not be charged more than the price of afew photocopies, if they wish a
copy.

Whenever possible, de-identified persond hedlth information should be used
wherever possible for secondary purposes and a reasonable attempt should be
made to ensure it cannot be re-identified.

Research isimportant to Canadian consumers and every effort should be made
to avoid impeding research that will benefit society. However, many consumers
want to know more about the specific research projects that require their
persond hedlth information and some wish the right to refuse consent if they
object ethicdly to the research or find it non-compeling.

Entities that wish to use persona hedlth information for commercid profit should
not be given access to persona health information without explicit consent.
Many fdt this even extended to de-identified persond hedth information.

Redress procedures for cases where confidentidity is breached must be made
clearer to the public. People smply don’t know where to go or what to do.

The principd area of disagreement was the overal leve of persona control that Canadian
consumers should have over ther persond hedth information. As noted above, severd

individuas argued adamantly for total persona control of persond hedth information, while
others believed the system smply had to become more consstent and transparent and they
would like to see wide sharing of persond hedth information without close persond
control. The balance shifted in the survey, though, where individuas were asked who

should require explicit consent to access their persond health information. Respondents felt
that explicit consent should be required more frequently than is currently the case. Smilarly
many consumers believed consent must be ongoing, so that as the nature of the persond

hedth information changes (for example new additions to a medicd file) or as the intended
use of the persond hedlth information changes, consumers want to have a chance to revise
their consent. Various potential compromises and solutions were put forward in the course
of the focus group discussions, but none could be said to have garnered consensus.
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5 Analysis of Canadian Legislation

5.1 Introduction

This section of the report compares the Alberta, Manitoba, and Saskatchewan Acts
concerning Hedlth Information Privacy, as well as the Draft Ontario Privacy legidation and
the Protection of Persond Information and Electronic Documents Act, heresfter referred to
as the PIPEDA.75 For clarity’s sake, this report will refer to the various Acts as the
Alberta Act (etc) rather than their (very smilar) actud titles. The Statutes are compared
on how they ded with a number of issues, which are detailed below in section 5.2.
Discussion about how each issue is dedt with in the Acts follows, in section 5.4.

L egidation covered in theanalysis

Jurisdiction Acts important dates

Alberta Health Information Act Passed 1999

Manitoba Personal Health Information Act Passed 1997

Ontario Privacy of Personal Information Act DRAFT - 2002

Saskatchewan | Health Information Protection Act Passed 1999 - Not yet proclaimed™

Canada The Protection of Personal Information and Inforce: (generally) January 1, 2001
Electronic Documents Act (for health information) January 1, 2002

Section 2.4 in the methodology section, above, explains why the particular Acts were
chosen. The two mogt important reasons are essentidly because these Acts, and the
proposed Ontario Act represent the latest legidative entries in the fied and, in the case of
the provincid Acts, are the ones which were developed specificaly to ded with the entire
hedth care field in thelr repective jurisdictions.

Some of the other legidative responses relevant to hedth information privacy in Canada are
discussed in section 5.4. 1t is important to note that these statutes do not congtitute the
entire legd environment.  There are codes of practice, professond ethics, rules and laws
which apply to the hedth care sector, insurers and government, which influence how these
players ded with information. Aswell, of course, there are other satutes and the common
law which affect dl of the participantsin the health care sector.

e «Bill 29, The Health Information Protection Act, was tabled in the Saskatchewan Legislative
Assembly on April 23, 1999. On May 6, 1999, the Lieutenant-Governor gave Royal Assent to The
Health Information Protection Act. However, the Act does not comeinto force until proclamation,
which has been delayed to allow time for trustees to prepare for compliance.” -
http://mww.health.gov.sk.ca/ph_br_health_leg_hipamain.html
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5.2 Introduction to the Issues

For this report several issues were examined in each of the statutes”. The issues follow
the genera order of the issues discussed above, in section 1.8, Research themes. The
issues were chosen because they had engendered the most discussion in the privacy
community and were the ones most likely to be of concern to consumers. Given the limited
resources avalable, it was only possible to give cursory attention to some issues, such as
the role of the Commissioner or other oversight body. In this particular case, comparisons
were made only with regard to what body is charged with redress and where a consumer
would go for help. In other cases, such as the issue of consent, the Acts were more
thoroughly investigated not only in an attempt to determine what nuances in the different
approaches might be reveded, but aso to grapple with the complexities of the Acts and
their gpplication to the real world.

5.2.1 Consent

The Acts dlow consent to be implied, perhaps to be certain to cover adl emergency
Stuaions. Aswdl, for adminidrative ease, a Satute can adlow for implied consent where
express consent has aready been given, either for smilar purposes, or smilar bodies, for
the purpose or to the organization stipulated as permissible in the consent. This avoids the
ridiculous scene of a patient having to sign consents to collect information at every doctor’s
vigt, or to release information to every specidist consulted on adifficult case.

Whatever form it takes, consent is centrd to a patient’s control of information about him or
hersdf. This report compares how consent is generdly understood in the datute, and
whether the statute requires that any consent be informed. When a patient does consent to
information being collected, used or disclosed, the issue arises as to whether there are any
limits to the consent, ether that are automaticaly applied by Statute or that can be
dipulated by the patient. Those limits reate to the scope of the consent, such as the time
the consent isin effect. Other examples of limits are alowing disclosure for some purposes
but not others, or allowing use by certain bodies but not others. The report compares
whether there are any provisonsin the Act that prohibit requiring a patient to give consent
for the collection, use or disclosure of information about him or hersdf, in order to receive
particular services.

5.2.2 Otherissues

Of course this report is not a comprehensive review of dl the issues relaing to persond
hedth information privacy. One area that was not addressed in this section involves the
issues of de-identified information, data matching and eectronic sorage. Although the
outcome of de-identifying processes affect the consumer, the Actsreviewed generdly ded
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only with persondly identifiable information, and so that is what is reviewed. There is some
discussion of de-identified information to the extent the Acts do relae to it, in the section
comparing the definitions of persond hedth information (section 5.3.2).

The development of eectronic record keeping, and the greater ease with which persona
hedth information can be shared is certainly behind the development of persond hedlth
information statutory rules.  However, these rules are designed to provide guidance to
organizations, what consumers need to know is whether they provide sufficient safeguards
to protect persond hedth information, which is what this section atempts to review. The
extent that security procedures and processes utilize or should utilize de-identifying
methods is beyond the scope of this section, and warrants further sudy.

5.3 Comparative overview of the Statutes

5.3.1 General Approach of the Statutes

The Acts vary in gpproach. The PIPEDA is he most genera, covering, as it does,
persona information collected, used or disclosed in the course of commercid activity.”®
Much of the concern over how the PIPEDA will impact the hedth community revolves
around its being limited to commercid activity, as that line can be difficult to draw in the
hedlth care sector, particularly with regards to research.

The provincid Acts cover the entire hedth sector, without differentiating between
commercia and other activity. Ontario’s draft Act aso covers non-hedlth related persona
information, but it has the most specific requirements for hedth care information of al the
Acts. It isdso one of the mogt difficult Acts in which to identify al the rules which affect
persond hedth information because it includes rules for hedth information held by
organizations that are not “hedth information custodians’ separate from the rules for
organizationswhich are.  In between the two extremes (the PIPEDA’s generdity and the
specificity of the draft Ontario Act), the statutes of Saskatchewan, Alberta and Manitoba
seem easer to follow. Thisisin no smal part because they are setting out the rules for
hedth care only, and not generd-purpose privacy provisons. Even among these three,
there are quite different approaches.

The Saskatchewan and Manitoba Acts are commendably easy to read, providing an
average person an opportunity to understand the rules which affect persond hedth

® The PIPEDA does not apply to all organizations, but only those, which fall under federal
jurisdiction, until 2004, when it will apply in all provincesthat have not enacted substantially similar
legislation.

" Perhaps this difficulty is an artifact unique to this examination. In most real applications of the Act,
one would presumably know what sort of organization holds the information in question, so the
confusion of trying to find the rules for all cases would disappear.
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information. However, they are not 0 detailed as the Alberta Act, and thus may not
afford as much guidance to organizations attempting to implement appropriate policies.

All of the Acts surveyed emphasize individuas access to information about themsdves. In
other aspects, however, the Acts differ dightly, but importantly, n how they define key
terms. Three definitions are fundamenta to understanding whét is protected by the Acts.

1. how the Acts define what information they will include - or what the Acts gpply to - is
reviewed in Definitions of persond hedth informationin the Acts, 5.3.2

2. how the Acts classfy those persons or organizations who will be subject to specid
rules when they collect, use or disclose persond hedth information - who the Acts
apply to - isreviewed in Organizationsin the Acts, section 5.3.3; and

3. how the Acts set up a separate body to review access to persona hedth information
for research (if they do) - who decides in cases of collection, use and disclosure for
research - isdiscussed in section 5.3.4, Research ethics boards.

The firg, for the purposes of generdity, is referred to in this report as “Persond Hedlth
Information”. The second is identified using the most inclusive term, “organizations’,
athough each Act makes further distinctions as to which organizations the Act includes or
does not include in its definitions. The third definition relates to what will be referred to in
this report as a Research Ethics Board (REB) athough again the Acts use a number of
different terms, and have avariety of approaches, which are discussed below.

The following discusson highlights these concepts of note regarding the generd gpproach
employed by the Acts. The discusson is broken down into four sections: the firgt two
discuss common components in dl the Acts, the third, a concept (of REBS) which occurs
in nearly dl the Acts; and, the fourth, section 5.3.5, will discuss items that only occur in one
Act, the Saskatchewan Hedth Information Network and the hedlth data indtitutes in the
draft Ontario Act.

5.3.2 Personal Health Information in the Acts

The trestment and definition of persond hedth information varies anong the Acts. The
definitions are included in gppendix A for ease of comparison.

The Alberta Act refers to persond hedth information as smply “hedth information”, rather
than persond hedth information, perhaps because its definition includes “hedth services
provider information”. It is notable that the Alberta Act, like its Manitoba counterpart,
only includes records in its definition of Hedth Information, as opposed to the Acts of
Saskatchewan and Ontario and the PIPEDA, which indude information in any form,
presumably including conversaions.
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Alberta's Act divides hedth information into three subsets, the most important of which, for
the purposes of this report, is “diagnogtic treetment and care information”.  This includes
the mogt sendtive information, much of what other Acts refer to as persond hedth
information, information about “the physica and mentd hedth of an individud”. As wdl,
the definition includes a short list of other information, such as information about drugs or
donations of body parts, “the amount of any benefit paid or payable...” and concludes
with “includes any other information about an individua that is collected when a hedth
sarvice is provided to the individua” as long as it is recorded in some way.®° 1t does not
spedificaly indude genetic information.®

The Alberta Act digtinguishes registration information so that it can be separatdy referred
to and regulated. Regidration informetion includes demographic information, with the
individud’s persona hedth number, location and contact information, as well as hedth
sarvice digibility and billing information.

The third part of the Alberta definition is “hedlth service provider information”. This part
does not fit into the central mandate of this research project, as it covers the information
about the provider and not the recipient of heath care. However, what an organization
may do with information about a hedth care provider may be of concern to consumers
because that information may, by inference or data matching, reveal something about them.
It isinteresting to note that some of what is defined as * hedlth service provider information”
is information the PIPEDA designates as persond information, and the rest is more
professond information, some of which would be found in directories, and o is exempt
from the PIPEDA. Presumably the drafters of the Alberta Act have attempted to head off
any discusson about what sort of information the government can collect on hedlth care
providers, providing it with access under specified conditions to information it may require
for andydsor planning ef related to the hedlth care system.

As wdll, the Alberta Act makes a digtinction between “individudly identifying” and “nor+
identifying” information.  “[I]ndividualy identifying”, when used to describe hedth
information, means that the identity of the individua who is the subject of the information
can be readily ascertained from the information;”®? whereas, “non-identifying”, when used
to describe hedth information, means that the identity of the individua who is the subject of
the information cannot be readily ascertained from the information” %, This digtinction is
somewhat different from the gpproach of other Acts, which dtate that the entire Act only

% See, the Alberta Act s.1(1) definition of diagnostic, treatment and care information

8 The only mention of genetic information in the AB act isin s.22(2)(e)(1) — That subsection allows the
custodian to collect information from an individual other than the subject of the information, (inter
alia) when “assembling afamily or genetic history”. Note that thisis not the same as information
about predictive genetic testing, specifically protected in some other Acts.

% Alberta, definitions,s.1(1)(p)

8 Alberta, definitions,s.1(1)(r)

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE
67



Privacy and Health Information March 2002

covers information which is identifidble, dthough the definition of what conditutes
identifiable differs. That definition isincluded in the discusson about each Act that follows.

The Manitoba Act is an example of how an Act can date that it will only affect information
that is persondly identifiable:

“This Act does not gpply to anonymous or satigica hedth information
that does not, ether by itsdf or when combined with other information
available to the holder, permit individuds to be identified.”

In the Manitoba Act, persond hedth information is broadly defined, dthough it includes
only recorded information. “[T]he individud’s hedth, or hedth care higory, including
genetic information about the individud,” is covered, as well as a few other specific
inclusons. In the Ontario draft Act, both persona information and persond hedth
information are defined, the latter a subset of the former. The definition of “persond
information” repesats the subsection (a) of the definition of persona hedth information,
which deds with the issue of what determines that information is persondly identifiaole.
The Ontario draft Act continues:

“...and indudes persond hedth information and information that relates or
may relae to the work performance of the individua or professond
wrongdoing, misconduct or disciplinary métters involving the individud, but
does not include organizationa information or professond identity
information” .

This eaboration is presumably to prevent the kind of disagreement that has arisen over
interpretations of persond information in the PIPEDA. There has been some controversy
in the interpretation of whether the collection of physicians prescribing patterns by
international  companies conditutes a contravention of the PIPEDA. The Privacy
Commissioner, responding to a complaint by a physician, found that the prescriptions were
a “work product” and not persona information of the physician.® Under the Ontario
draft Act, this “work product” is specificaly included in the protections for persona hedlth
informetion.

The Saskatchewan Act’s definition of persond hedlth information is nearly identical to that
in the PIPEDA®, except that Saskatchewan adds the subset of “regigtration information”.
These definitions are the broadest of the Acts reviewed:

8 Ontario draft Act, s.2, definitions, “personal information”

% See discussion of the Privacy Commissioner’s findings on his website, and the actual wording of the
letter of findings, October 2™, 2001. Discussion: http://ww.privcom.ge.ca/cf-dc/cf-dc_010921_e.asp
Findings: http://iww.privcom.gc.ca/media/an/wn_011002_e.asp. These findings are being appeal ed.
See The Privacy Commissioner of Canada, Annual Report to Parliament 2000-2001, p.105.

% PIPEDA s.2(1)
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“personal health information” means, with respect to an individud,
whether living or deceased:

(i) information with respect to the physcd or menta hedth of the
individud,

(i) information with respect to any hedth service provided to the individud,;
(i) information with respect to the donation by the individua of any body
part or any bodily substance of the individua or information derived from

the testing or examination of a body part or bodily substance of the
individud;

(iv) informetion thet is collected: in the course of providing hedth services
to theindividud; or,

(B) incidentdly to the provison of hedth servicesto the individud; or,

(v) regigtration informatiorf’

Regidration information is defined in the Saskatchewan Act in a manner Smilar to the way
in which it is defined in the Alberta Act, but in less detail. Note that the Saskatchewan Act
expredy limitsits gpplication, by stating it does not apply to:

(@ gatigicd information or de-identified persond hedth information that
cannot reasonably be expected, either by itsdf or when combined with
other information avalable to the person who recaives it, to enable the
subject individuas to be identified;

(b) persond hedlth information about an individua who has been dead for
more than 30 years, or

(c) records that are more than 120 years old.%®

The PIPEDA likewise does not gpply to information that does not pertain to an identifiable
individud. Its definition of persond information is very broad:

“persond information” means information about an identifigble individud,
but does not include the name, title or business address or telephone
number of an employee of an organization.”®

Neither the Saskatchewan Act nor the PIPEDA mention genetic information specificaly.

8 3K s.2(m)
¥ 3K s3(1)
¥ PIPEDA s.2(1)
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Table 5.3.2. isprovided as a summary of discussion in this section.

Table 5.3.2

Personal Health Information (PHI) in the Acts— an overview

Province/Act Records | dentifiable only? Termination of designation Genetic
only? (if yes, whole Act or by asPHI I nformation?
definition?) Other subsets?
Alberta Yes No — definesidentifiable and | None 3 partsto “health
non-identifiable information”
Manitoba Yes Yes- Whole Act—s.3 None Genetic info
included in PHI
definition
Ontariodraft No By definition, PHI None Genetic info
separately defined
Saskatchewan No Act, s.3(2), does not apply Records greater than 120 No
to de-identified information | years
PIPEDA No Yes - by definition: personal | Disclosure allowed after the No
information, personal health | earlier of 100 years after
information®, and by Act’s | record was created and 20
application —s.4(1) years after death of subject
individual .**

5.3.3 Custodians, Trustees or Organizations entrusted with personal health
information

The ligt of those bodies permitted to collect, use and disclose information under the Acts
can belong. Different terminology is used:

“Trustee” — Saskatchewan, Manitoba,

“Custodian” — Ontario’ s draft, Alberta,

“Organization” — PIPEDA (and Ontario’s draft when it means a body other than a
hedth information custodian)

In Ontario, any organization can hold persond hedth information, but there are specific
rules for the subset of organizations that are hedlth information custodians. Generdly, these
rules give a wider Iditude to hedth information custodians deding with PHI, when deding
with one ancther. This wider |ditude is designed to asss the efficient functioning of the
hedlth care system by sharing hedlth care information.

These definitions of trustee, custodian and organization determine the applicability of an
Act to an organization. The gpproaches vary from including the widest possible range, as

% pIPEDA s.2(1)
%' PIPEDA s.7(3)
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in the PIPEDA, to specific lisings of groups The PIPEDA daes smply tha an
“” organization” includes an association, a partnership, a person and a trade union.”% The
Alberta Act’s definition is detailed and very long. In between is the Manitoba Act's
approach, which lists the generd groupings or subsets of “trustee”, and then defines them

separately.

Comparing the lists of what are consdered trustees or custodians, the definitions generdly
reflect many of the same organizations. However, there are some differences among the
Acts, in particular what specific public or quas- public bodies are included.

The sometimes-long definitions are reproduced in Appendix B to dlow a comparison of
where in the different Acts the line is drawn between public and private organizations, and
how the organizations included are grouped.

The definitions of cugtodian, trustee or organization in al the Acts reviewed in this study
include the provinces respective ministries of hedth and other public bodies. (Naturdly,
the PIPEDA, as afedera law, deding with the private sector, does not.) Although each
province includes its Ministry of Hedlth, as atrustee or custodian, each provinciad Act may
or may not alow for separate rules for public bodies to access, use or disclose persond
hedth information for the purposes of anadlyzing or administering the hedth care sysem.
These differences are discussed below, under research, in section 5.4.6.

5.3.4 Research Ethics Boards

The third issue fundamental to the understanding of the Acts is the different approaches
used to determine who should get access to persond hedth information for research
purposes. One approach to the problem is to have such research approved by an ethics
board or agmilar organization. Each provincid Act employs some variation on this theme.
For conggtency, where spesking of the review panels generdly, this report will refer to
them as Research Ethics Boards, or REBs. The different Acts have different requirements
regarding the REBS congtitution, governance and accountability, as follows.

The PIPEDA does not provide for a separate body to review research, but the Privacy
Commissoner mugt be informed before information is used without consent for the
purposes of research.®

% PIPEDA definitions, s.2(1)
% PIPEDA s.7(2)(c), (use), and 7(3)(f) (disclosure)
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Table 5.3.4
Province/Act Names of REB Egablished by Reporting or other
reguirements
Alberta Ethics committee Designated by regulation See AlbertaAct, s.50
Manitoba health information privacy Minister See Manitoba Act s.59
committee/
institutional research review health carefacility, See Manitoba Act s.24
committee university or similar body
Ontariodraft research ethics board In accordance with Annual report, written
regulations policies, written decisions
with reasons
Saskatchewan research ethics board Approved by minister none
PIPEDA none none Privacy Commissioner must
be informed™

For more details on each Act's approach to research, refer to section 5.4.5 in the
discussion below.

5.3.5 Other distinguishing features of the Acts

Besdes the development of the research ethics board concept, two provinces aso
introduced in ther legidation new procedures and protections for information.
Saskatchewan's Saskatchewan Hedlth Information Network and the hedlth data indtitutes
included in Ontario’s draft Act are discussed below.

5.35.1 Saskatchewan Health Information Network

Saskatchewan's Act includes the Saskatchewan Hedth Information Network” (SHIN),
which is a “Crown corporation established pursuant to The Crown Corporations Act,
1993 to creaste and maintain a networked eectronic hedth record for the purpose of
sharing persona health information between trustees throughout Saskatchewan”.® SHIN,
though set up to share information for the benefit of the hedth care system, affords some
controls to affected individuals. In s 8 of the Saskatchewan Act, a trustee must take
reasonable steps to inform individuals that he or she has entered into an agreement to use
SHIN. Also in s 8, an individud may require that a trustee not include informeation
pertaning to that individua on SHIN, or prevent that information being accessed by other
trusteesif it isinduded.®®

% PIPEDA s.7(2)(c), (use), and 7(3)(f) (disclosure)
% SK s2(r)
®SK s.8
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5.3.5.2 Ontario’s draft Act — health data institutes

Ontario’s Draft Act introduces the “hedth data inditute” in s. 47, which must be gpproved
by the Miniger, and reviewed annudly by the Commissoner, as required in s47(13) if :

...(c) its corporate objects include performing data andlysis of persond
hedth information, linking the information with other information and de-
identifying the information for the Minigter; and,

(d) it meets dl other prescribed requirements.
Duties of a hedth dataindtitute are then described (s.47, continued).

(16) A hedth data indtitute that receives persond health information under
subsection(1) shal, (...)

(e) provide the reaults of the andyss and linking usng only the de-
identified information mentioned in clause (c) to the Miniger or to the
persons that the Minister approves,...

Essentidly, the hedth data inditute recaives persond hedth information from hedth
information custodians for the purpose of de-identifying it, for use by persons approved by
the minigter, who are engaged in the andlyss of the hedth care sysem. The information
disclosed by organizations to the hedth data ingtitute must be requested by the Minigter,
after the request is review by a technical committee” If, for some reason, the Minister
dedires that information without it being de-identified, the Commissoner must review the
proposed disclosure.*®

5.4 Comparative Analysis of the Statutes

This section investigates the same issues raised in the context of the stakeholder groups.
The firg issues relae to consent regarding persond hedlth information as a whole in the
Acts. Then the discussion consders what requirements each Act makes for consent to
collect, use or disclose personal hedth information. The specid case of research purposes
is subsequently addressed. The discussion then focuses on security safeguards and rules
for an individud’s own access to information about him or hersdlf, how that information can
be corrected, and how to launch appeals when access or correction isrefused. Therole of
the body in place to receive complaints is then briefly touched upon, dong with any
pendties or statutory rights to compensation.

% ON s47

% On. S.48 Note that subsection 48(1) of the draft Act is somewhat unclear as to whether the Minister
is obliged each time to seek the Commissioner’s approval. The authors assume thiswill be improved
in subsequent revisions of the Draft Act.
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5.4.1 Consent

Informed consent is central to privacy asit denotes control over the use of persona hedth
information and the people who use it. The Acts generdly make obtaining consent the
default position,* but that has little bearing on how privacy-friendly the Act actudly is, as
the sum of dl the exceptions and permissons may mean there are few circumstances,
purposes or organizations left for which consent is required. Consent is also governed by
the Common Law, S0 that dthough an Act gives paticular rights, these may not be the
entire story.'®

The Acts do not address the ided world where consent entails completely informed
choice. In two Acts, from Saskatichewan and Alberta, the collection of persond hedth
information does not require consent.  In those Acts, consent for collection is assumed
when patients are informed of the uses to which thar information will be put, athough most
uses or disclosures require consent. - This assumption relies on the idea that the information
is being collected from the affected person, therefore that person must have given consent
implicitly. The other Acts alow consent to be implied in such circumstances, but only
where it is reasonable to do so. There are dways provisons for necessary, red world
exceptions to consent, for reasons of emergency, law enforcement, court orders, etc, and
in generd, the Acts only differ in their manner of dealing with these exceptions.

54.1.1 Informed consent

All of the Acts require consent with regard to persond hedth information to be informed in
some circumstances.  Two of the Acts, the Manitoba and Alberta Acts'®, reguire an
individua to be informed, but do not require that he or she consent to the collection of
persond hedth information. The individud must be informed of the uses to which the
information will be put: consent for collection is assumed. “Informed” means somewhat
different things in each Act. In the Alberta Act, consent to disclose must be in writing (or
captured in eectronic form) and include:

“an acknowledgement that the individua providing the consent has been
made aware of the reasons why the hedth information is needed and the
risks and benefits to the individua of consenting or refusing to consent.” 1%

Ontario’ s draft Act has smilar provisons underlining the need for the patient to understand
the implications of his or her consent. Manitoba's Act is not as adamant about
demondrating that an individua has been informed of his or her choices. For example,
where the Manitoba Act requires consent, for either use or disclosure of persond hedlth

% Except the Alberta and Manitoba Acts— see below section 5.4.1.1

1% see, for example, the discussion of Torts and Contract law remediesin lan Lawson, Privacy and
Free Enterprise, second edition, the Public Interest Advocacy Centre, 1997, chapter 6.

19 AB s.22(3); MB s.15(1)

192 AB Act s. 34(2)(d)
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information, it requires no demongtration that consent is informed. Where it does refer to
“informed consent”, in collection, it is only necessary to inform the individua about the
purposes for collection, and whom to contact with any questions.

Another gpproach to the requirement for an individua to be informed is a reasonableness
test. The PIPEDA requiresthat:

“Organizations shal make a reasonable effort to ensure that the individua

isadvised of the purpases for which the information will be used. To make
the consent meaningful, the purposes must be stated in such a manner that
the individua can reasonably understand how the information will be used
or disclosed.” '

Likewise, Saskatchewan's Act requires the persona hedth information trustee to take
reasonable steps to inform the individual .***

54.1.2 Tied consent and information about consequences

Some of the Acts specificdly require the patient to be informed of the consequences of
withholding consent and any benefits of giving consent before consent is obtained.
Saskatchewan's Act does not require this and neither does Manitoba's. The Alberta Act
only requires the information on risks and benefits of consent when the consent relates to
disclosure, as set out above. The draft Ontario Act requires “a generd understanding of
the nature and consequences of giving or withholding consent” '

The PIPEDA requires an organization to make reasonable efforts to ensure a patient is
advised, as above, when being asked to give consent. Only where the purposes are not
“explicitly specified and legitimate’” does it prevent consent being tied to the ddivery of
sarvices, because it dso states that:

“An organization shal not, as a condition of the supply of a product or
sarvice, require an individua to consent to the collection, use, or disclosure
of information beyond that required to fulfill the explicitly specified, and

legitimate purposes.” 1%

Other datutes provide protection from coercing consent to the collection, use, or
disclosure of information by prohibiting the refusd of services without consent rdating to
persona hedth information, at least in specific cases. For ingtance, Saskatchewan's Act
(in certain cases) prohibits anyone from being refused services for not reveding his or her

103 p|PEDA, 4.3.2, Sch.1
145K Act, s. 9

1% ON Act, 5.8(4)

106 p|pPEDA 5.4.3.3 Sch.1
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hedlth care number'®’. Aswell, the Act states that coercion, in generd, is not permitted for
any collection:

6(1) Where consent is required by this Act for the collection, use or
disclosure of persona hedth informetion, the consent:... (C) must be given
voluntarily; and (d) must not be obtained through misrepresentation, fraud
or coercion.

Ontario’'s draft Act prohibits tying service to collection, particularly regarding genetic
information, and in generd:

an Organization shdl not, as a condition of deding with an individud,
require the individua to consent to the collection, use or disclosure of, (a)
persond information about the individua beyond that required to fulfill the
purpose of the dedling; or (b) the individua’s genetic information.*®

Manitoba s Act does not deal with the issue of tied consent.

5.4.1.3 Withdrawing consent

There can be far—reaching effects of withdrawing consent to use, disclose or collect
persond hedth informaion. The PIPEDA dates that where an individua withdraws
consent, “the organization shdl inform the individud of the implications of such
withdrawa”.*® This provison in PIPEDA, applying to al persond information,
demongtrates that any services could be affected by withdrawa of consent to information.
However, the withdrawa of consent to access information can have more acute effects on
the provison of hedth care. Other Acts dso make specific provisons that require the
organizaion te explain the consequences when a patient withdraws consent to collect, use
or disclose information. The Ontario draft Act requires the organization to “provide
information to the individud of the consequences of withdrawing consent to the collection,
use or disclosure of the persond information.”™™® The Saskatchewan Act explicitly
provides the right to revoke consent.**! The trustee is not obliged by the Act to detail the
consequences of such a revocation, however. Nether the Alberta nor the Manitoba Act
make any specific provison for withdrawing consent.

54.1.4 Limits to consent

As wdl as dlowing individuds to withdraw consent, a truly privacy-friendly Act would
provide individuas the opportunity to add limitations to the scope of consent. Some of
these rights are provided by the Common Law, as an aspect of contract law, which

075K, s11(1)

1% ON, .19

1% pPEDA s5.4.3.3 Sch.l
"9 ON Act, .12(2)
MeKs 7
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establishes the generd rule, for ingtance, that an individua can stipulate the terms he or she
will abide by, providing of course, that the other party agrees. It can be assumed,
however, that the power difference is such in hedth care Stuations that most people do not
redlize they could dter a consent form placed before them, much less demand certain
limitations on what happens to information about them.

Some privacy advocates (and consumers, see section 5) would have consent limited in
scope, in a “layered” fashion, so that consent given for collection, for instance does not
provide an organization the right to use the information in any way. Layered consent would
aso alow for consent to disclosure separate from use, or consent to most organizations
except specific ones™ None of the Acts spedificaly require the organization to alow
consent to be so modified by the patient, but nothing prevents such modifications either.
The rules in many Acts, as discussed further below, do differentiate among consent rules
for collection, use and disclosure.  This affords some extra protections to individuds,
athough the rules are imposed upon them by the intricacies of the statute, which may not
line up with the desires of any one individud. Limits to the scope of consent are provided
for in the PIPEDA, which dlows individuds to refuse to consent to informetion collection,
use or disclosure “...beyond that required to fulfill the explicitly specified and legitimate
purposes’ .2

One type of limit to the scope of consent that is more easily grasped, and possbly
adminigered, is the impostion of a time limit on the consent.  The Saskatchewan Act
requires trustees to dlow individuds to place limitations on the duration of consent: “A
consent may be given that is effective for a limited period.”™* The Alberta Act gives
something of this ability to individuas by expresdy requiring atime limit on the consent and
permitting revocation a any time, but only for consent for disclosure, and not for collection
or use. Manitoba and Ontario do not expresdy permit limitations to the duration of
consent.

5.4.2 Collection

For each aspect of persond hedth information - collection, use and disclosure - the
question is whether the rules differ depending on who is collecting, using, or disclosing the
persond hedth information, and whether the rules aso vary depending on the purposes for
which a person or organization is collecting, usng and disclosng the personad hedth
informetion.

As has dready been discussed, the Acts of Manitoba and Alberta do not actudly require
consent for collection. > However, there is a specific requirement in the Alberta Act, that

12 See BCFIPA (need full cite)
S PIPEDA 4.3.3

14 5K Act, 5.6(3)

>MB s.15(1); AB s.22(3)
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if persond hedth information is collected by video tape or other means that may not be
evident to the individua, express written consent must be obtained from the individual .**®
In the other Acts, explicit consent to collect information is required in some cases. The
PIPEDA generdly requires consent to be explicit where consent cannot be reasonably
implied.™” The draft Ontario Act requires explicit consent to collect genetic information by
any organization and to collect persond hedth information by an organization that is not a
hedth information custodian. Saskatchewan dlows implied consent for primary purposes,
i.e, that which “can reasonably be expected to benefit the subject individua” 8. It
appears that in that Act, consent for secondary purposes “must be express unless it is
reasonable for the trustee to infer that the subject individud would consent to the
disclosure, and where the disclosure is being made: ... [list of gpproved purposes to imply

consent] .1

5.4.3 Use

Approaches to the use of persond hedth information vary. It is dways possible to forgo
requirements for consent for use in cases of danger to the public or the subject individuad of
the information, or other emergency; to dert next of kin or caregivers, or as required by
law or court proceedings. The specific provisons may draw these digtinctions differently,
but ance the Acts vary principaly according to the methods used to describe the practices
dready in place for hospitds and other hedth care providers, they are more or less
uncontroversd. Other purposes and organizations using the information are of greater
concern, as is the nature of the circumstances that alow for consent to use persond hedlth
information to be implied or to require express consent

5.4.4 Disclosure

In al the Acts, disclosure of persona hedth information for the purposes of direct care to
the patient (whether to other health care providers, relatives or caregivers) is either dlowed
without consent, or consent to disclose may be implicit. As well, disclosure for societa
reasons, such as for law enforcement, or for purposes of payment, is alowed ether with
implicit consent or without consent. Again, the parameters of disclosure to the government
for hedlth system purposes and to researchers for academic or product development are
often more problematic. Ancther variation among the Acts is that some require
organizations to keep a record of al the disclosures made, while others only require
records to be kept of disclosures made without consent, or make no requirement &t al.

" ABs23

" PIPEDA Schedule 1, s. 4.3.5

18 5K s.1(2)(0)

19 5K s.27(3), incorporated into s.24
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Alberta requires that an express written consent be obtained in order to make disclosure
by eectronic means.**

The PIPEDA dlows consent to be implied for disclosure unless it is not reasonable to do
50, and only where the use in question would be reasonably expected and approved of in
the circumstances™™ The Act, in Schedule 1, gives the example of a hedth care
professond disclosng information to a company sdling hedth care products as an
illustration of a case when consent would not be reasonable to imply.*? There are specific
purposes for which consent to disclose is not required, relating to emergency or nationd
security for example® In the case of research where consent is impracticable, the
Commissioner must be notified before the use or disclosure®  Also, one hundred years
after the record was created, or 20 years after the patient’ s death, whichever is sooner, the
information may be disclosed without consent.*” The rules for disclosure do not depend
on who is disclosng the information. The listed exceptions for various purposes alow
disclosure (with no consent) to those persons or bodies that fulfill those purposes'®.

5.4.5 Research-specific rules

As discussed above (section 5.3.4) each of the provinces have provided some form of
supervison by a Research Ethics Board (REB) to control persond hedth information used
by or disclosed to researchers. The REBs are usudly charged with deciding whether
research requires persondly identifiable information, and if it is of sufficient importance to
warrant the disclosure of that information without consent, where consent is impracticable.
In some provinces, more of these tasks are taken on by the organization holding the
information, and in others the Commissoner or other body is involved in the oversght of
the REB. Notable differences among the Acts reviewed are discussed below.

The Alberta Act detals what the ethics committee must congder, including whether the
proposed research is of sufficient importance that it “...outweighs to a substantia degree
the public interest”**’.  All reseerch involving individualy identifying hedth nformation is
reviewed by an ethics committee, regardless of who held the persond hedlth information
proposed to be used in the research.

In the Manitoba Act, the purpose of the research may be consdered by the indtitutiona
research review committee in determining if the “research is of sufficient importance to
outweigh the intruson into privacy that would result from the disclosure of [persond hedth

120 AB s.59

121 p|PEDA Sch.1, 4.34104.3.6
122 p|PEDA Sch.1, 4.35

123 p|PEDA S.7

124 p|PEDAS. 7

12 PIPEDA s.7(3)(h)

126 p|pPEDASS. 7

' AB s50(1)(a)(1)
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information]”.**®  Other research is aso permitted under the Act: research and planning
that relates to the provison or payment of hedth care by atrustee (which would include the
province' s andysis of the hedth care system); review by a standards committee studying
hedlth care practice; and research and planning relating to hedth care usng a government-
(or agent-) edtablished database. Research using persond hedth information held by
government custodians is to be reviewed by a different body, a hedlth information privacy
committee, as compared to the indtitutiona research review committee for privatey hed
information. The fact that these two bodies could be quite differently congtituted may lead
to different rules in practice, dthough the conditions for gpprova for both types of
committees are the same.

In the draft Ontario Act, health research with no consent, using persona hedth information
held by a hedth information custodian, is permitted only as reviewed by a REB. Other
organizations wishing to use persond hedth information for reseerch mugt obtain the
goprovd of the Commissioner. Because of this difference, different bodies do have
different rules in the Act about the need to obtain consent for research purposes. Hedth
data inditutes, which provide de-identified information for research into the hedth care
system, follow a separate rule again. The decison to have hedth information disclosed to
hedth dataindtitutes is reviewed by atechnical committee and the Commissoner, with find
gpproval by the Miniger. Decisions to have the hedth data inditutes disclose persondly
identifiable information to the Minigter are reviewed by the Commissioner.

Research is defined in the draft Ontario Act asfollows:

“[R]esearch” means a sysematic investigation designed to develop or
edtablish principles, facts or generdizable knowledge, or any combination
of them, and includes the devdopment, testing and evduation of
research;”*?

Research using persond hedth information without consent is permitted only as reviewed
by a REB in that Act. The research ethics board considers the ethica baancing question as
well as whether the research could be performed with de-identified information, and
ensures that proper safeguards are put in place. However, the trustee must aso be of the
opinion that “the research project is not contrary to the public interest”**°, The rules do
not vary for research, neither depending on ether the body performing the research nor the
trustee maintaining the information required.

Another form of research considered by Ontario is quality assurance. That province has
proposed a new Act, to supplement its draft privacy Act, which will dlow organizations to
convert persond hedth information into qudity of care information, which cannot be

128 MB s.24(3)(a)
2 0ONs2
105K s.29(1)(a)
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accessed or disclosed for other purposes. This development is intended to promote free
discussion within the organization, to improve petient care.

The PIPEDA requires that disclosures for research where consent is impracticable must be
reported to the Commissioner before disclosure. However, individud consent to use
personal information is required if the research purposes can be achieved with anonymous
information. ***

5.4.6 Protection of Data

All of the Acts require that the custodians, trustees or organizations of persond hedth
information keep it safe. The Acts which cover both persond information in generd as
well as persond hedlth information include requirements for extra protections for sengtive
informetion.

The PIPEDA, for ingtance, requires that “Persona information shall be protected by
security safeguards appropriate to the sensitivity of the information.”**? Ontario’s draft Act
has anearly identical statement in its purposes sectiont2, Aswell, it requires thet decisions
about protection “be determined in light of dl the circumstances, including the sengtivity of
the information...”*** Manitoba s Act also requires that the sensitivity of the information be
consdered in determining the ressonableness of security safeguards’®®  Alberta and
Saskatchewan make no mention of differentiating the level of protection to relate to the
level of sengtivity of the persond hedth information. Presumably they assume dl persond
hedth information is sengtive.

5.46.1 Duration of storage

The PIPEDA requires that information not be kept longer than necessary for the purpose
for which t was collected. The Ontario draft Act uses this same dipulation, with some
exceptions, where the organization is otherwise required to retain the information. In
Alberta, Saskatchewan and Manitoba, the organization is required to establish policies
regarding information storage, and except in the Alberta Act, the Acts tipulate that these
policies must cover destruction.

5.4.6.2 Movement to archives

All of the Acts have some dipulation to alow information with historica relevance to be
moved to some form of archives. In some casesthe archives are themselvesincluded asa

BLPIPEDA, s.7(2)(c), 7(3)(f)
32 PPEDA 4.32

133 ON s.1(b)(iii)

3 ON s.50(1)

% MBs.19
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trustee or cudtodian, facilitating the movement of information to them, and in other cases
they are exempted from requirements for consent to disclosure.

5.4.7 Individual's own access, correction of information, and redress

As dated above, each Act provides consumers with an avenue to access their own
information. Each Act requires that the process be “open”. The Ontario and
Saskatchewan Acts take this openness a step further. The Saskatchewan Act requiresthe
trustee to “promote knowledge and awareness of the rights extended to individuas by this
Act, indluding the right to request access to persond hedth information and to request
amendment of that persond hedth information.”** Ontario’'s draft Act requires
organizations to make available a statement describing how to access persond information.

All of the provincid Acts require that an individua be able to get a copy of records, and
provide that organizations can charge a reasonable fee to make a copy.™” The PIPEDA
dates that the requested information shal be provided or made available in a form that is
generdly understandable.™® Some Acts prescribe that an individua be told what the fee
would be (before the individud is provided with the copy). The Ontario and Alberta Acts
require the custodian to provide processes regarding waiving that fee under certain
crcumstances, including if the custodian feds the fees would prove a financid hardship to
the requesting individud.

In dl the provincid Acts the organization is required to “provide an explanation of any
term, code or abbreviation used in the record”*®, to quote the Alberta Act. The Alberta
and draft Ontario Act, date that this duty is qudified by “if reasonably practical”. In the
Saskatchewan Adt, if the trustee is unable to provide an explanation, the trustee must refer
the gpplicant to a trustee who is able to provide an explanatiion. The PIPEDA dates that
“the organization may choose to make sendtive persond information available through a
medical practitioner”**, which may have the effect of alowing for grester explanation, as
well as sengtivity, in disclosures.

The Saskatchewan Act requires the trustee to record a list of those parties to whom the
trusee has made disclosures, with no consent, of an individua’'s persond hedth
information, and that list can be requested by the individud. All the other Acts, except
Manitoba, require that a list be kept of dl disclosures, and shared when access is
requested by the subject individua. In Ontario, it seems that access to a hedth care
custodian’s record of disclosures must be given when other information access requests

163K s.9(3)

37 Cites for copying sectionsin all Acts
% PIPEDA Sch.14.9.1

39 AB Act, 5.10(c)

“0PIPEDA Sch.14.9.1
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are made'™. If hedth care information is maintained by ancther organization (which isn't a
hedth information custodian) in that province, it must provide access to the disclosure ligt if
the person referred to in the record specificaly requests it**2. Similarly, the PIPEDA and
the Alberta and Saskatchewan Acts require that an organization alow accessto alist of
disclosures if specificaly requested™®.  The Manitoba Act makes no requirement that a
trustee keep a record of who has accessed information about an individual.

54.7.1 Access denied

There are circumstances provided in each Act where an organization can deny an
individua access to his or her own files. These differ, but dl presume that there are
circumstances in which it may not be in individuas best interest to see what is recorded
about themsdves'™ Each Act specifies that the organization holding the information
decides if it is appropriate to withhold access in these cases, but the Acts provide some
kind of review for such decisons.

Generdly, if access is denied, the organization must reved why, a least in generd terms,
and especialy when it was denied for safety reasons. The Alberta Act takes the approach
that there are some reasons why a custodian may refuse to alow access, and others where
they must refuse, such as when access would reved the results of a crimina investigetion.
These same reasons are consdered permitted reasons to refuse access in other Acts. The
Acts generdly provide for an organization to refuse access for other reasons. For
example, the Saskatchewan and Manitoba Acts dlow trustees to refuse access to
information collected solely for peer review or other professona review processes, or
where confidentidity of information from another individua would be broken. The Ontario
draft Act aso alows a custodian to refuse frivolous or vexatious requests.

Aswel, al the Acts, except Alberta s, sate that as much information as possible should be
disclosed to the individual concerned, with the offending information severed.™* Though
the duty to sever is not in the Alberta Act, the Act does contemplates release of part of the
persond hedlth information in question.**°

¥ by inference from s.51(1) and s.57(17) of the draft Ontario Act which provide that organizations
other than health information custodians must provide such information if accessto thelistis
requested by an individual.

2 ON s.57(17)

' PIPEDA Sch.14.9.1; SK s.10

% Some privacy advocates believe that the purported need for such provisions has not been
adequately proven, and that any ability to restrict access to information about oneself should be far
more limited.

%5 SASK s.38(2): MB s.11(2); ON s57(11), 60(10); PIPEDA s. 9(1)

¥ AB s.12(2)(c)
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54.7.2 Appeal

If an individua wishes to apped arefusd to access information, the organization is required
to inform him or her of the gpped process, which is described in each Act. One option in
al casesisto place acomplaint with the Commissoner (or, in Manitoba, the Ombudsman)
if accessis refused because of concerns of potentid harm to the individudl.

5.4.7.3 Correction

All the Acts dso provide a process by which individuads, who believe information about
themsalves to be inaccurate, can request that it be corrected. The process is required to
be “open” or transparent in each Act. Again, the Saskatichewan Act imposes a postive
duty on the organization to promote avareness of these provisions.

In generd, if the organization does not agree with the individua, and refuses to change the
record, there are clear provisons, which require that the organization give the individua the
option of adding a note to the record to the effect that the individua does not agree, or
contesting the organization's decison. There are differences in exactly what process is
required. The organization is required to provide information on how to go about
contesting a decison, again to the appropriste Commissioner or, in Manitoba, the
Ombudsman.

5.4.8 Review (Commissioner)

Each Act provides for a Commissoner (or Ombudsman, in Manitoba) to investigate
complaints and generdly review adherence to the Act. The workings of these offices vary
greatly, but the process for initiating a complaint does not differ greatly between provinces,
athough some would require a complaint in writing.  The Commissoners may ingigate
investigations on their own, and generdly have powers to have nonadherent practices
stopped and ill-gotten information destroyed. Their decisons can be enforced by court
ordersaswell.

5.49 Penalties

Table 5.4.9
Penalties as provided for in each Act for offenses listed.

Province/ Act Penalty personal up | Penalty - corporate up | Statutory rightto
to $ to damages

Alberta $50,000 Same as personal No

Manitoba $50,000 Same as personal No

Ontario $50,000 $250,000 Yes

Saskatchewan $50,000 $500,000 No

PIPEDA Not specified Not specified Yes
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Damages and publication orders are possible under PIPEDA, but only where theindividud
or Commissioner has taken the issue to court.

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE
85



Privacy and Health Information March 2002

6 Gap analysis and Recommendations

6.1 System knowledge dissemination

Consumers admit that they have little knowledge about and perceive themselves to have
little control over what is happening to hedth information about them. Despite the
burgeoning use of dectronic records, information may not dways be widdy shared as ye,
but it is important to note that limited information flow does not mean thet there is ultimate
privecy. Information held in an insecure environment, over which an individud has no
choice or control, isnot truly private.

Knowledge of the processes and rules used to control information flows is problematic.
The processes are theoreticaly transparent, but are actudly obscure to the individud. An
“open” process is required by datute in dl jurisdictions studied, however, legidation
provides few gpproaches to ensure, in practice, that the access and correction process is
trangparent and well communicated. One piece of legidation, which seems to foster an
open system and promote consumer knowledge, is the Saskatchewan Act. It requires
organizations to promulgate individuas' rights under the Act. Stakeholder groups agree on
how important open systems are and recommend that consumers should be informed
about their rights in the hedth system regarding consent to information flows and redress.
However, consumers current level of understanding and awareness of information flowsin
the hedth sysem is minimd. This is true both of current and proposed systems.
Consumers fear that their persona hedth information will be disseminated in a way that it
shouldn’t be, and, in the absence of transparent systems, show a tendency to want tight
persond control.

This fear on the pat of consumers indicates that there are many unknowns. More
information is needed to provide consumers with an understanding of what their rights are
and how to ensure they are respected. The understanding consumers have of thar rightsis
contrasted with other stakeholders recommendations and the legal context in greater
depth below. The discusson will review the meaning of, need for, and scope of consent;
data retention and protection; access and correction of an individud’s own information; as
well as consumer rightsto redress.

6.2 Meaning of consent

Consumers, other stakeholders and legidators agree that explicit consent must be
informed. Being informed means many things. The highest sandard for an informed
consumer involves the consumer understanding the risks and consequences of consenting
to the collection, use and disclosure of persond hedth information, or of withholding
consent. Severd Actsdo not ingg that this standard applies. There is acknowledgment in
some but not al of the statutes that consumers need to be made aware of the risks and
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consequences of giving consent to collect, use and disclose persond hedth information.
From the research, consumers clearly do not normally consider the risks and consequences
of giving consent to collect, use, disclose, and access persond hedth information about
themsdlves, until faced with a problem. They put alarge amount of trust in their hedlth care
providers. Aswadll, it seems that consumers may not dways be wdl informed about how
their persond information will be used when giving consent and, especidly, that the
consenting to trestment may mean their persond hedth information is used for other
purposes

From the research, consumers agree that to be informed involves the need to understand
or be clear about the uses to which one€'s persond hedth information will be put. To
consumers, one either gives consent or does not give consent; the concept of “implicit
consent” is academic. That said, consumers appear to be aware that in some cases no
consent/implicit consent makes sense. They smply want those cases to be clearly defined.

There is disagreement, therefore, among consumers, other stakeholders and legidators, as
to what informed consent means and how it should be demonstrated. Statutes dso vary in
the way that they approach consent, how key terms are defined relating to consent, and
particularly which exceptions to consent are alowable.

The concept of implicit and explicit consent is aso not consstently gpplied in the Satutes,
which increases confuson among consumers and other stakeholders, especidly when
implied consent is compared to Stuations where there is no consent required.

Recommendation 1. Educate the public about the risks and consequences of the
collection, use and disclosure of persona hedth information. Identify who is
responsble for educating the public and what <sdient points need to be
communicated to consumers in priority order. This public education might take
place at the time a consumer is asked to sign consent to collect, use or disclose
persond hedth information for primary purposes. It is important to foster open
discusson about these issues without minimizing them by subsuming them in the
broader treatment context.

Recommendation 2: Reconcile stakeholders more academic interpretation of
consent with consumers  prectica interpretation of consent. Use the same
language to describe the same concepts so that practica solutions around consent
issues can be commonly understood and brought forward for implementation. If
the concept of implicit consent is to remain an integra part of this debate, it must
be very dearly defined and communicated to Canadian consumers of hedth care.

Recommendation 3: Ensure separation between the consent process for
treatment and the consent process for collecting, using or disclosing persond hedlth
information for secondary purposes. Condder the posshility of dividing the
process for obtaining consent, using the primary/secondary digtinction.  In other
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words, consder obtaining consent to information sharing for trestment at the time
of trestment, followed by authorization for other purposes at a different time, when
the implications of giving consent for secondary purposes are clear and thus the
consumer can be said to be informed. Recognize the need to make forms less
onerous and more accessble in generd.

6.3 Need for consent

Most consumers and virtualy al stakeholder groups agree that consent is needed for the
collection use, and disclosure of persond hedth information (which is generaly recognized
in the legidation reviewed). Disagreement arises over which circumstances warrant explicit
consent, which dlow for implied consent, and when (if) exceptions can be made.

Consumers see the act of giving consent to be integra to the process of maintaining control
over ther persond hedth information. Nevertheess, most consumers do not read or
change the terms of the consent forms they sign. Focus group discussions suggested this
stems from a lack of awareness that such changes are possble, that they are important,
and/or from consumers' perceptions that consent to treatment is contingent upon consent
for information purposes. It aso appears to be afunction of an implicit trust in the medica
system: “if my doctor asks meto do it, it must be OK”.

The issue of hedth privacy is not at the forefront of consumer awareness and there is dso
no strong political will to address the issue at present. However, dthough the extensve
current debate over the future of socidized hedth care may contribute to a sense of issue
fatigue for taxpayers, it may aso represent an opportunity to “tag on” privacy issues, and
gain media attention as an dternative angle on the debate.

Recommendation 4 More research is needed to identify which circumstances
require explicit versus implicit consent, identifying the specific issues of concern to
consumers. There are clear advantages to promoting discussion and debate on this
topic. By asking consumers questions about the issue, the issue will come to the
forein individuas minds, leading them to question and explore how their persond
hedth information is being used. As well, if the population is made aware of the
Stuaion, more meaningful responses can be garnered from a more fine-grained
research process, involving alarger, more representative, better informed sample.

6.4 Scope, specifically duration, of consent

Information from the three research foci coincide on the issue that there should be clear
limits as to how long consent lagts in the collection, use and disclosure of persond hedth
information.  There is disagreement, particularly between researchers and other
stakeholders, as to what these limits should be. Essentidly, researchers would like to have
indefinite access to the information used in a given study for other research purposes—
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There is no sngle common agpproach to limiting consent in the Satutes reviewed. In some
datutes, the duration of consent is required to be explicitly sated. In others it can be
implied, or the gtatute requires individuas to be able to put limits on consent. Provisonsin
the Saskatchewan Act require tempord limits. Mog datutes dlow for withdrawal of
consent. In some casesthisis stated explicitly in the Act, in others withdrawa of consent is
not prohibited. Many embody the principle that consent to use the information only lasts
until the purposes, for which the information was collected, have been met. For example,
the provinces dl require thet if research is approved by a research ethics board under the
Act, the information may only be used for the research specificdly stated, and not for some
other purpose.

In focus group discussions, consumers were largely unaware they could ater or withdraw
consent; however, on completing the sessons many indicated they would consder doing
so from now on. Once the implications of providing consent became clear, consumers did
gppear to want to have this right. Some legidation specificaly provides for this under
certain circumstances. Mog stakeholders would adso recommend that this right be
extended, but others are concerned with the adminigtrative implications this would entall,
particularly for research.

Recommendation 5 Allow consumers the right to make limits to any consent,
clearly explan and promote this right, dong with the potentid risks and
consequences of such limits,

Recommendation 6 Give condderaion to whether it would be viable to have
consumers fill out aform (initiated by the hedth care system) to reconfirm consent
choices, perhaps annudly. This could eventudly develop into a consent “profile’
which would afford awider range of choices available to the consumers, and assst
in keeping records of what disclosures are made of information about a particular
individud. If a consent profile modd were developed, it would facilitate
consumers changing consent when their information needs changed, and increase
their ease of access to records containing their personal hedlth information There
would be advantages to the hedth care system from this as wel, by avoiding
piecemed record keegping and ensuring clear proof that legidated requirements
regarding privacy are being met. The development of such a consent profile would
have to be extremdy carefully congdered itsdlf, to review the privacy implications
of itsuse.

6.5 Dataretention

As mentioned above, there is internd consstency among some of the statutes, which
provide for the retention of data until the authorized purposes have been achieved.

Stakeholder groups are divided in their view between researchers and others. Researchers
want to retain data indefinitely, in case it is useful for a currently unidentified purpose.
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Others say that data should only be retained until the authorized purposes have expired or
have been fulfilled. It is a debate about access vs. control. The balance between these
two extreme pogtions likdy shifts depending on the sengtivity of the persond hedth
information. It dso depends on who is making the decision about where the baance point
is.

It is noteworthy that consumers have a different level of comfort for uses of identified and
de-identified information, with the former warranting much closer persond control than the
latter. When there B a proposed new use for the information, consumers want to be
reintroduced to the process. They recognize that it may not be in the best interests of

society for information to be destroyed; however, they want “to keep their fingers on” how
their information will be used. It is thus important to ensure that consumers have the ability
to reauthorize use of the same information for other purposes. Most of the consumersin
the focus groups appeared to want the ability to tailor their consent to the specific use and
as afunction of the specific information requested. In other words, they seemed to support
aprofile-based layered consent mode!.

Recommendation 7: Investigate the concept of introducing layered profiles of

consent. The profiles could be maintained in atype of database that would make a
layered approach to consent a workable concept for the health sector, taking an

individua’s wishes into account and comparing them to the proposed use. As
well, those who do wish to have their information made available for research of al

kinds could have their information identified as suitable to be used as a basic data
source for preliminary surveys, pilot Sudies, etc. Evidently these ideas need to be
researched and refined, but what is essentid is that the technology that makes data
protection so important could aso be employed to make it individualy tailored to a
consumer’ s privacy concerns.

6.6 Data protection

Safeguards for persond hedth information are clearly needed; however, most consumers
who addressed thisissue in the context of this research consider the likelihood of a security
breach regarding information in the hedth system to be no more and possbly even less
probable than a security breach in another sector, such as banking. There is a long-
danding trust in hedth care providers that extends to their commitment to protect
consumers persond health information, however, there is real concern for the human error
that can occur in hedth information storage and transmisson. The breaches discussed in
the focus groups and in the surveys related to persons who ingppropriately divulged or
used information, not a data protection system that failed.

Recommendation 8: Provisons of the rdevant privacy Acts which require
privacy processes to be established that put processes in place to enhance privacy
and information security must be publicized, adhered to and enforced. Full systems
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security is required, not just data protection in eectronic or paper form, by for
ingance, providing front line staff with more sengtivity training and educating them
about privacy responghbilities. One example of such provisons can be found in the
PIPEDA, Principle 7 of Schedule 1, Safeguards. This is important because the
whole hedth sysem is impugned when front line staff do not ingpire confidence in
their effortsto protect sengtive persona hedth information.

Recommendation 9: Conduct research that clarifies consumer views regarding
vaying leves of sengtivity of different hedth information. It is likely thet there will
be a generd consensus about what persona hedlth information is considered to be
more sengtive than other persond hedth information. Analyze what the concerns
are. This would provide input for establishing data protection standards for
different types of hedth information, uses, disclosures and collection. This could
be helpful to research ethics boards and the hedth system in generd; the boards
and hedlth system would be apprised of the levels of protection consumers believe
are required. Such research would further demondrate that money invested in
data protection sysems is being wel spent by enhancing inditutions ability to
provide security.

Recommendation 10: Technologicd measures enhancing security and de-
identifying hedth care information need further investigation.

6.7 Research

Research ethics boards are a feature of dl the provincid Acts. They are not, however,
condituted smilarly or even tasked with the same functions in the different provinces.
Some provincia Acts require them to be open and accountable to the public and some do
not.

Recommendation 11: Introduce a mechanism for holding research ethics boards
more accountable. Idedly a nationd, centraized registry, or accreditation process
would be created. Alternatively, alist of accredited research ethics boards should
be available to those who wish to pursue issues of research ethics board efficacy.
Each province should insst that research ethics boards are transparent with regard
to what issues they are deciding and what criteria they are usng to make those
decisons. Aswell, more basic information regarding how research ethics boards
are congtituted and approved, must be made known.

Recommendation 12: The rules for research ethics boards should be harmonized
to the highest stlandard--

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE
91



Privacy and Health Information March 2002

6.8 Patient access to records

There is agreement among consumers and other stakeholder groups that individuals should
have access to records containing their persond hedth information. This is dso affirmed in
the statutes reviewed. Consumers and other stakeholders also recognize that it is important
for individuals to be able to determine who has dready accessed these records. Severd of
the statutes note that patients should have access to the list of individuals and organizations
that have accessed their records. Having access to such alist is important to consumers o
that they may track the source of a breach, should a breach occur or be suspected.

Currently, many front-line hedlth care providers do not seem to be aware that consumers
have the right to access their records. The consumers participating in this research did not
gppear to be unaware of the rules and regulations that alow them access and thus are ill
prepared to stand up for their rights. Legidation in most provinces provides that any fee for
accessing information or copying records can be waived if individuas can demondrate that
paying for access would be a burden. This fact is virtudly unknown, and certainly not
effectively promoted.

Recommendation 13: The health system needs to convey to consumers that they
have a right to access, and that gpplicable fees can be waived. Specific rules for
walving fees should be established, but with an eye to ensuring that any processto
waive fees is nat itsdf invasive and provides afair and consistent process for those
who are economicaly disadvantaged. Fees should dso be reasonable and
judtifigble given the time spent in providing access.

Recommendation 14: Organizations and persons holding persond hedth
information aso need to record and promulgate how to access lists of who has had
access to consumers persond hedth information, so that erroneous information
may be corrected. Again, the rules should be harmonized to the highest standard.

6.9 Link between correction of information and redress

Consumers need to be alowed to have their persond hedlth information corrected in any
file or database where it may be incorrect. At the same time they need to know al those
who have previoudy accessed their records (and thus may have incorrect information).
Consumers participating in this research and other stakeholders agree there should be an
effective process for consumersto follow that ensures that erroneous data is corrected. All
the statutes reviewed provide such a process, however some legidation dipulates that
corrections are added to the record rather than replacing erroneous information. Such a
provison is unlikely to be endorsed by most consumers, who want to have data changed
rather than objections added. There are dso varying levels of transparency required in the
different statutes for the correction process. The datutes reviewed al include provisons
for the process of correction, but with varying degrees of openness.

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE
92



Privacy and Health Information March 2002

Recommendation 15: Inform individuas, where there is a process in place, how
they can ensure that corrections are made to records containing persona hedlth
information. Where the process is not precise, or equivaent to other jurisdictions,
it should be enhanced.

Recommendation 16: Invedtigate the feaghility of enhancing the portability of
individuas records, so that they can control information directly by moving
information to a new physician, for example.

6.10 Redress

Consumers and other stakeholders agree that there should be a process to ensure that
access has been appropriately granted and other compliance factors can be challenged.
All the legidation reviewed provides for such redress. Nevertheess, this research suggest
that consumers are unaware of the redress options available to them. Many don't know
that the Privacy Commissioner exigts, much less what his role in redress might be. Some
are unaware of any recourse available to them, other than the prohibitive cost of hiring a

lawyer.

Recommendation 17: Alet consumers to the exisence of reevant
commissioners or ombudsman offices and any other avenues of redress.

Recommendation 18: Outline a sdf-help “layered approach to redress’. This
would include such explanations as. how to talk to your doctor about privacy; how
to make a complaint at the hospitd; or how to decide to pursue the issue through
other means. Then, determine how this approach could best be communicated to
consumers, and by whom. This may be within the mandate of the Privecy
Commissioner’s office and/or the Commissioner’s provincia counterparts.

6.11 In closing

There is no clear resolution to the dilemma of how to maintain an effective hedth care
system that takes advantages of any efficiencies available from the burgeoning technology
while respecting individuds privacy. There may be bendfits to information sharing,
whether for individud patient file management, for research that might uncover new
treatments, or for reviewing the hedlth care system itsdlf, but there is no clear way in which
to measure those benefits that can be welghed againg the equdly difficult to assess vaue of
privacy. Based on the research of consumer perspectives undertaken in the present study,
consumers want to be asked for permission to use identified information about themselves.
They want to be better informed as to how their information isto be used. They want to
know their information is kept secure. They want to know ther rights, obligations and
dternatives. These are not impossible requests and can be addressed through changesin
policies, practices and processes, both in the private sector and in government. Some of
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these wishes are dready provided for in legidation and thus only involve adherence to
dready exiding rules.
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Appendix A
Definitions (from the Acts) relating to Personal Health Information
Provinc Definitions Relating to Personal Health Information
e/Act
Alberta | "healthinformation" meansany or dl of the following: (i) diagnostic, treatment and care information; (ii)
_ health services provider information; (iii) registration information;” .
S'l(l)(k)’ "diagnostic, treatment and car e information" means information about any of the following:
(),(0),(u) 0) the physical and mental health of an individual;

(i) ahealth service provided to an individual;

(iii) the donation by an individual of abody part or bodily substance, including information

derived from the testing or examination of abody part or bodily substance;

(iv) adrug as defined in the Pharmaceutical Profession Act provided to an individual;

(v) ahealth care aid, device, product, equipment or other item provided to an individual pursuant

to aprescription or other authorization;

(vi) the amount of any benefit paid or payable under the Alberta Health Care Insurance Act or
any other amount paid or payable in respect of a health service provided to an individual, and
includes any other information about an individual that is collected when a hedlth serviceis
provided to the individual, but does not include information that is not written,
photographed, recorded or stored in some manner in arecord;”

(...)
" health services provider information" means the following information relating to a health services
provider:

) name;

(i) business and home mailing addresses and electronic addresses;

(iii) business and home tel ephone numbers and facsimile numbers;

(iv) gender;

(v) date of birth; (...)

(the definition continues, with accreditations completed, identifying number, restrictions on practice, etc)
"registration information" meansinformation relating to an individual that falls within the following general
categories and is more specifically described in the regulations:

) demographic information, including the individual's personal health number;

(i) location information;

(iii) telecommunications information;

(iv) residency information;

(v) health service digibility information;

(vi) billing information,
but does not include information that is not written, photographed, recorded or stored in

some manner in arecord;

Manitob | "personal health information” means recorded information about an identifiable individual that relates to

a (a) the individua's health, or health care history, including genetic information about the individual,
(b) the provision of health care to the individual, or
S. 1(1) (c) payment for health care provided to the individual, and includes

(d) the PHIN [Personal Health Identification Number] and any other identifying number, symbol or particular
assigned to an individual, and

! Alberta, definitionss.1(1)(k)
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Provinc Definitions Relating to Personal Health Information
e/Act
(e) any identifying information about the individual that is collected in the course of, and is incidental to, the
provision of health care or payment for health care’?
Ontario | ““personal health information” meansinformation in any form or manner about an individual, whether or not
s.2 the information is recorded, if the information,
(a) isinformation that,
(i) identifies the individual,
(i) can be manipulated by a reasonably foreseeable method to identify the individual, or
(iii) can be linked or matched by a reasonably foreseeable method to other information that identifies
the individual or that can be manipulated by a reasonably foreseeable method to identify the individual,
and
(b) isinformation that,
(i) relates to the physical or mental health of the individual,
(ii) relates to the providing of health care to the individual,
iii) isaplan of service within the meaning of the Long-Term Care Act,
1994 for the individual,
(iv) relates to payments or eligibility for health care in respect of the individual,
(v) relates to the donation by the individual of any body part or bodily substance of the individual or is
derived from the testing or examination of any such body part or bodily substance,
(vi) istheindividua’s health number, or
(vii) identifies aprovider of health care to the individual or a substitute decision-maker of the
individual ;"3
Sask- “personal health information” means, with respect to an individual, whether living or deceased:
atchewa (i) information with respect to the physical or mental health of the individual;
(it) information with respect to any health service provided to the individual;
n (iii) information with respect to the donation by the individual of any body part or any bodily substance of the
S .2(m),(q individua or information derived from the testing or examination of a body part or bodily substance of the
) individual;
(iv) information that is collected:
(A) in the course of providing health servicesto the individual; or
(B) incidentally to the provision of health servicesto the individual; or
(v) registration information;*
()
“registration information” means information about an individual that is collected for the purpose of
registering the individua for the provision of health services, and includes the individual’ s health services number
and
any other number assigned to the individual as part of a system of unique identifying numbers that is prescribed
in the regulations;
PIPEDA | "personal health information", with respect to an individual, whether living or deceased, means
5.2 ( 1) (a) information concerning the physical or mental health of the individual;
: (b) information concerning any health service provided to the individual;

(c) information concerning the donation by the individual of any body part or any bodily substance of the

2 Manitoba Act, definitions, s.1(1)
% Ontario draft Act, s.2, definitions, “persona hedlth information”
* Saskatchewan Act, definitions s.2(m)

> ()

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE

2




Privacy and Health Information March 2002

Provinc
e/Act

Definitions Relating to Personal Health Information

individual or information derived from the testing or examination of abody part or bodily substance of the
individual;

(d) information that is collected in the course of providing health servicesto the individual; or

(&) information that is collected incidentally to the provision of health servicesto the individual .” ©

(...)

" personal information" means information about an identifiable individual, but does not include the name, title
or business address or telephone number of an employee of an organization.”

S DIDEDAdefinitions-s.2(1)

" THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE

3




Privacy and Health Information March 2002

Appendix B
Definitions for Organization, Trustee, or Custodian in the Acts reviewed
Actor Definitionsfor “Organization”, “ Trustee” or “Custodian”
Province
Alberta “custodian” means (i) the board of an approved hospital as defined in the Hospitals Act other than an
s1(1)(f) approved hospital that is
(A) owned and operated by aregional health authority established under the Regional Health Authorities Act,
or

(B) established and operated by the Alberta Cancer Board continued under the Cancer Programs Act;

(ii) the operator of a nursing home as defined in the Nursing Homes Act other than a nursing home that is owned
and operated by aregional health authority established under the Regional Health Authorities Act;

(iii) aprovincia health board established pursuant to regulations made under section 18(1)(a) of the Regional
Health Authorities Act;

(iv) aregiona health authority established under the Regional Health Authorities Act;

(v) acommunity health council as defined in the Regional Health Authorities Act;

(vi) asubsidiary health corporation as defined in the Regional Health Authorities Act;

(vii) the Alberta Cancer Board continued under the Cancer Programs Act;

(viii) aboard, council, committee, commission, panel or agency that is created by a custodian referred to in
subclauses (i) to (vii), if al or amajority of its members are appointed by, or on behalf of, that custodian, but
does not include a committee that has as its primary purpose the carrying out of quality assurance activities
within the meaning of section 9 of the Alberta Evidence Act;

(ix) ahealth services provider who is paid under the Alberta Health Care Insurance Plan to provide health
Services,

(x) alicensed pharmacy as defined in the Pharmaceutical Profession Act; (xi) a pharmacist as defined in the
Pharmaceutical Profession Act;

(xii) the Department;

(xiii) the Minister;

(xiv) an individual or board, council, committee, commission, panel, agency or corporation designated in the
regulations as a custodian; but does not include

(xv) the Alberta Alcohol and Drug Abuse Commission continued under the Alcohol and Drug Abuse Act, or
(xvi) aCommunity Board or a Facility Board, as those terms are defined in the Persons with Devel opmental
Disabilities Community Governance Act;

Manitoba “trustee” means a health professional, health care facility, public body, or health services agency that collects
s1(1) or maintains personal health information.

“health carefacility” means

(a) ahospital,

(b) apersonal care home,

© apsychiatric facility,

(d) amedical clinic,

(e) alaboratory,

(f) The Manitoba Cancer Treatment and Research Foundation, and

(g) acommunity health centre or other facility in which health care is provided and that is designated in the
regulations;

“health professional” means a person who is licensed or registered to provide health care under an Act of the
Legislature or who is a member of a class of persons designated as health professionalsin the regulations;
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Actor
Province

Definitionsfor “Organization”, “ Trustee” or “Custodian”

“health services agency” means an organization that provides health care such as community or home-based
health care pursuant to an agreement with another trustee;

“public body” means a public body as defined in The Freedom of Information and Protection of Privacy Act,
and for the purpose of this definition, the definitions of “ department”, “educational body”, “ government
agency”, “health care body”, “local government body” and “local public body” in that Act apply;

Ontario
s.2

“organization” includes a person, an association whether or not incorporated, a partnership, a health
information custodian, atrade union and an individual, other than an individual acting in a persona and non-
commercia capacity;

“health information custodian” means, subject to section 3, a person described in one of
the following paragraphs who has custody or control of personal health information as aresult of or in
connection with performing the person’s powers or duties or the work described in the paragraph, if any:
1. A health care practitioner.
2. A service provider within the meaning of the Long-Term Care Act, 1994 who
provides a service to which that Act applies.
3. A person who operates one of the following facilities, programs or services:
i. A hospital within the meaning of the Public Hospitals Act, a private hospital within the meaning of
the Private Hospitals Act, a psychiatric facility within the meaning of the Mental Health Act, an
institution within the meaning of the Mental Hospitals Act, aregional cancer centre or an independent
health facility within the meaning of the Independent Health Facilities Act.
ii. An approved charitable home for the aged within the meaning of the Charitable Institutions Act, a
home or joint home within the meaning of the Homes for the Aged and Rest Homes Act, anursing
home within the meaning of the Nursing Homes Act or aretirement home for elderly persons.
iii. A pharmacy within the meaning of Part VI of the Drug and Pharmacies Regulation Act.
iv. A laboratory or a specimen collection centre as defined in section 5 of the Laboratory and
Specimen Collection Centre Licensing Act.
v. An ambulance service within the meaning of the Ambulance Act.
vi. A home for special care within the meaning of the Homes for Special Care Act.
vii. A community health facility, program or service.
4. An evauator within the meaning of the Health Care Consent Act, 1996 or an assessor within the meaning of t
he Substitute Decisions Act, 1992.
5. A medical officer of health or aboard of health within the meaning of the Health Protection and Promotion
Act.
6. The Minister together with the Ministry of Health and Long-Term Care.
7. A prescribed person who compiles and maintains a registry or repository of,
i. persona health information for the primary purpose of data analysis or research,
ii. personal health information that relates to a specific disease or condition or that relates to the
storage or donation of body parts or bodily substances.
8. A prescribed class of persons described in paragraph 7.
9. Any other person prescribed as a health information custodian if the person has custody or control of
personal health information as aresult of or in connection with performing prescribed powers, duties or work.
10. Any other prescribed class of persons described in paragraph 9;

atchewan

s2(t)

“trustee” means any of the following that have custody or control of personal health information:

(i) agovernment institution;

(i) adistrict health board or an affiliate;

(iii) aperson who operates a special -care home as defined in The Housing and Special-care Homes Act;
(iv) alicensee as defined in The Personal Care Homes Act;

(v) aperson who operates afacility as defined in The Mental Health Services Act;
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Actor
Province

Definitionsfor “Organization”, “ Trustee” or “Custodian”

(vi) alicensee as defined in The Health Facilities Licensing Act;
(vii) an operator as defined in The Ambulance Act;
(viii) alicensee as defined in The Medical Laboratory Licensing Act, 1994;
(ix) aproprietor as defined in The Pharmacy Act, 1996;
(x) acommunity clinic:
(A) as defined in section 263 of The Co-operatives Act, 1996;
(B) within the meaning of section 9 of The Mutual Medical and Hospital Benefit Associations Act; or
© incorporated or continued pursuant to The Non-profit Corporations Act, 1995;
(xi) the Saskatchewan Cancer Foundation;
(xii) aperson, other than an employee of atrustee, who is:
(A) ahealth professional licensed or registered pursuant to an Act for which the minister is
responsible; or
(B) amember of aclass of persons designated as health professionals in the regulations;
(xiii) ahealth professional body that regulates members of a health profession pursuant to an Act;
(xiv) a person, other than an employee of atrustee, who or body that provides a health service pursuant to an
agreement with another trustee;
(xv) any other prescribed person, body or class of persons or bodies;

PIPEDA
s.2(1)

“organization” includes an association, a partnership, a person and atrade union.”
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Appendix C

C.1 Focus Group Facilitation Materials
a. Moderator’s guide
b. Backgrounder for the Moderator
c. Handouts for Focus Group participants

C.2 Consumer Survey

Note severd versons of the survey were used depending on whether ascii-based email or PDF
software were available to the respondent, whether the survey was completed by focus group
membersin around table setting or whether it was sent by mail to newspaper ad respondents.
The questions did not change but the formaiting and some of the initid ingtructions varied
dightly. The version presented here is that completed by Focus Group participants.
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The Consumers’ Association of Canada
and the Public Interest Advocacy Centre

Privacy and Personal Health Information
Draft Moderator’s Guide for Focus Group

Sessions

Topicsto Cover

Timing

1. Introduction
a) Round table introductions
b) Focus group directions’ morning schedule
a) Refer to moderator’s backgrounder for background to project

15 minutes

2. Awar eness— unaided
a) What does privacy mean to you?— 5 minutes
b) What do you consder to be your Persond Hedlth Information?
Brainstorm— 5 minutes
¢) How much do you know about how your PHI is protected? Where
did you hear it, what do you know? Roundtable discussion — 10
minutes

*HANDOUT 1: Provide terminology (types of PHI - 2 minutes) Go
over and make sure distinction between identified and de-identified
information is clear)

d) Who currently has access to your PHI (both with and without your
express consent)? Why?— 10 minutes

*HANDOUT 2: Some individuals and groups who currently hve or
want access to your PHI?

35 minutes

(Running totdl:
50 minutes)

3. Consent

a) Do you usudly read any consent forms you have sgned in the past
dedling with your PHI? Show of hands, invite participants to
share examples — 5 minutes

b) Haveyou ever been asked to give consert for your information to
be shared for secondary purposes? When you give consent for
trestment, are you aso giving consent for the sharing of your PHI?
How do you fed about this? Roundtable discussion — 10 minutes

30 minutes

(Running totd:
1 h 20 minutes)

THE CONSUMERS' ASSOCIATION OF CANADA
AND THE PUBLIC INTEREST ADVOCACY CENTRE

8




Privacy and Health Information

March 2002

Topicsto Cover

Timing

C) Invite participants to consder the following example: Scenario of
pregnant mother who has miscarriage — 5 minutes

d) What are some of the advantages and disadvantages to blanket
consent to PHI (Blanket: total access by secondary agenciesto
PHI) Brainstorm 5-10 minutes

Break —refreshments

15 minutes

4. Redress
a) Haveyou ever had abreach of confidentidity in the context of your
persond hedth information?

b) What would you do if you were to experience a breach of
confidentidity regarding your PHI? Where would you turn? Group
discussion — 10 minutes

10 minutes

(Running totdl:
1 h 45 minutes)

5. Third Party Access

a) Invite participants to consider the following scenario: Researcher is
denied access to PHI which may be helpful for advancing
research knowledge (and/or need for Canadian based accident
statistics) —5 minutes

b) What are the consequences of not assuming any consent for
release of PHI? (e.g., cannot use PHI without explicit consent)
10 minutes.
(Be sure to make clear that often consent is needed for old
data, years after itsoriginal collection.)

15 minutes

(Running totdl:
2h)

6. Closing
a) Summaizefindings
b) Ask respondents to indicate how aware they were of issues
surrounding PHI before the focus group? (scade 0-10 and
comments)

*HANDOUT 3: Provide handout to participants regarding CAC
summary principles and link to website (CAC main site).

¢) Thank participants— remind them of the vaue they have provided,
and how this information will be used

d) AsK paticipantsto fill out pgper and pencil survey (Make sureto
warn them that the survey asks some detailed questions with
regard to thisissue, so they need to read each question
carefully and ask if anything is unclear)

15 minutes

(Running totdl:
2 h 15 minutes)
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Background Information for the Moderator

Thisinformation is provided so you will fed comfortable with the rationde behind the
project and understand the context for the information we hope to dicit from participants.
Peasefed freein the introduction to share information from sections 1 to 3 with the
participants. More detailed information should only be introduced where indicated in the
moderator’ s guide as we are initidly interested in what consumers think in the absence of
information you provide.

1. What is the Consumers Association of Canada (CAC)?

CAC, founded in 1947, is an independent, not-for-profit, volunteer-based, charitable
organization. It's mandate is to inform and educate consumers on marketplace issues, to
advocate for consumers with government and industry, and work with government and industry
to solve marketplace problems. CAC focuses its work in the areas of food, health, trade,
Sandards, financia services, communications industries and other marketplace issues as they
emerge. It smisson isto represent and articulate the best interests of Canadian consumersto al
levels of government and to al sectors of society by continually earning recognition as the
trusted voice of the consumer on anationa basis.

A nationd volunteer organization, CAC maintains a nationa secretariat in Ottawa with regiona
offices in Vancouver, Edmonton, Saskatoon, Winnipeg and Montredl.

2. What isthe Public Interest Advocacy Centre (PIAC)?

The Public Interest Advocacy Centre (PIAC) is a non-profit federally incorporated
organization. PIAC seeks to advance the interests of individuas and groups who are generaly
un-represented or underrepresented in issues of mgor public concern. We champion those
issues that involve the ddivery of important public and utility services. The Centre seeksto
ensure that the public interest is served, and not neglected, by decision makers in government
and the private sector when decisions are made about consumer issues. The Centre undertakes
solid legd and research services on behaf of consumers. The Centre focuses primarily on
consumer issues concerning telecommunications, energy, privacy, the information highway,
electronic commerce, financid services, broadcasting, and competition law.

3. Why have CAC and PIAC organized this focus group?

CAC and PIAC are collaborating on a project entitled “ Privacy and Hedlth Information” in the
context of a growing concern over whether the persond hedth information (PHI) of Canadian
consumers of health services is being adequatdly protected in the wake of mgor changes to
how such information is stored, shared and accessed. The fina report will be submitted to the
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Office of Consumer Affairsin Industry Canada, which is sponsoring this project. These focus
groups are one of two main vehicles for directly tapping Canadian consumer views on at least
some of the core issues in this debate.

4. What isthe lega framework for these issues?

Some provinces, such as Alberta and Manitoba, have passed provincid legidation
designed to protect persond information, including persona hedth information. Others, such as
Ontario, have made an attempt, but to date have no legidation in place. The federd government
extended the Persond Information Protection and Electronic Documents Act to include hedth
information as of January 2002, but it is still not clear whether thiswill ensure adequate
protection. Indeed it remains muddy which legidation gpplies where and in what cases. In dl of
this there has been a noticeable lack of input from the consumer asto what are, in ther view, the
key issues. These focus groups hope to remedy that oversight, at least to some extent.

5. What do CAC and PIAC want to learn from focus group attendees?

The question of privacy of PHI isahighly complex one, asis evident by the lack of consensus
that emerged from the Privacy Working Group struck last year by Hedlth Canada to address
hedlth sector concerns about the new Federd legidation. We cannot hope to address al the
issuesin this project, let donein afocus group. It isimportant to keep in mind that the
information that emerges from the focus groups will be used to complement awritten survey that
is currently being circulated across Canada. Most fundamentdly, we are interested in:

1 What to Canadian consumers understand by persond hedth information?

What does privacy mean to them in this context?

Have Canadians been thinking about the privacy of their personad hedlth
information (is this an issue on their radar)?

For those that have, what are their experiences, concerns and fears?

For those who have not, now that they are aware of the issues involved, what
are their concerns and fears?

to what extent are consumers comfortable with the sharing of the PHI and in
what form?

where do they stand on the inevitable tension between the sharing of information
for the betterment of society and protection of information to ensure their

privacy?
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To that end, they will need to know that a distinction can be made between:

hedth information that isidentified (incudes information thet clearly identifies
the individud) vs. de-identifiedinformation (information that has purportedly
been dripped of dl information that can be used to identify the individud). How
successful de-identification can beisamatter of some debate.

consent to the use of (persona) hedth information that is explicit (written or
ord, with the purpose of the use outlined) vs. consent that isimplicit, inwhich
by their actions, individuas imply consent (e.g. by going to a doctor for
trestment, individuas imply the release of information regarding what sort of
treatment was provided to the provincid hedth insurance body, so the doctor
can be paid. Much of the current system works on implicit consent.

The OMA definitions for each are:

Express consent is given explicitly, ether ordly or inwriting. Express consent is
unequivocal and does not require any inference on the part of the provider
seeking consent.

Implied consent arises when agreement may reasonably be inferred from the
action or inaction of the individua and there is good reason to believe that the
patient has knowledge relevant to this agreement and would give express
consent were it sought.

primary uses of PHI, in which the god is the care and betterment of the
individua to whom the information belongs and secondary uses of PHI, which
can range from academic research, epidemiology to audit and evauation of
hedlth services and even commercid uses of PHI.

6. How will the results from the focus groups be used?

The more detailed, nuanced reflections that emerge in the focus groups will be
combined with a broader “take’ on many of the same issues dicited through the emall survey
(copy attached). These findings will help define which among the myriad of issues relaing to the
privacy of hedth information are a priority for Canadian consumers and what they would like to
seeinterms of privacy safeguards. Thiswill then be embedded in a detailed examination of
federd and provincid legidation to see where gaps exist and what remedies may be suitable.
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Handout #1: Personal Health Information and Privacy
Useful Terminology

Personal Health information (PHI) — This can include medica records, results of tests,
diagnoses, number of vigts to specidistshospitals, tissue samples provided, but also factors
which may be thought to determine your hedlth such as education, lifestyle, income, digibility for
insurance, etc. Please think of persona hedlth information in this broad way.

PHI can be:

A. ldentified - information that is dir ectly identifiable as yours (eg., by
including name, address etc.); OR

B.. De-identified’ - information that may beindirectly identified as yours
(eg., by linking the information to information in other
databases); OR,
- ‘C’ information that would be very hard to identify as
yours (e.g. where the information is stored or shared only
after having been combined with many other individuas
information, such asin tota number of ‘flu’ casestreated in
the month of February).

Explicit (or express) consent —when you are asked to Sign aform (such as upon entry into a
hospital) or when you are asked directly to grant consent to a health care provider for a
particular procedure, trestment (can sometimes be ord). Explicit consent is unequivoca and
does not require any inference on the part of the provider asking consent.

Implicit consent —when the actions you have taken implies or leads the person to believe you
would have given consent if asked (for example, if you go to see a specidist who requires
payment from your provincia insurance company, he may assume that you have given implied
consent for him to disclose what treatment he gave you in order to receive payment).

" Participants should note that there is cons derable debate regarding whether any PHI can truly
be de-identified as it has been demondtrated that with the right technology, even de-identified
information can be linked through severd databases to identify specific individuals with high
rates of accuracy. De-identified PHI that is thought to be safe from re-identification is sometimes
cdled “anonymized” data(i.e. “C’ in thislist). In thisfocus group we do not distinguish

between B and C .
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Handout #2:

Personal Health Information (PHI) and Privacy
Some individuals or groups who
currently have or want access to your PHI

Who has/wants access?
Y our family physcian
Hospitd dtaff

Administrative decison-makers

Government
Pharmaceuticd companies

Private companies

Hedth Researchers

Family and friends

Independent evaluators

Private or public insurance
companies
Y our pharmacist

Other health care workers

A pedidist

Why? (for example)

To provide you with primary hedth care

To provide you with primary hedth care

To ad decison-making

To better formulate hedth policies

To ad in researching and developing new drugs

Information used in genetic research to develop and
produce products to sdll in the marketplace

aprivate firm sdling products that may be ussful to
you, given your condition

studying your disease
aresearcher sudying asimilar but unrelated disease

aresearcher looking at how frequently your
condition is found across Canada

Any information provided by your physician to your
family and friends because they can help or support
you

an independent evauator who is checking up on
hedlth care services being ddivered in your
province

In order to determine what fees are covered by
your insurance

To ad in providing you with information about your
prescription

To aid ahome care worker who has been assigned
to help you while you recover

To provide advice in diagnosing or treating your
hedlth problem

Note: Thisligt isnot meant to be exhaugtive, but rather a guide as to how widespread interest in
your PHI may be. Other entities who may have access to your PHI include your employer,
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various government departments (e.g., Stats Can), lawyers and the court system. Can you think
of any more?
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Consumers' Association of Canada— Principles for Consumer Protection of
Personal Health Information

Principles 1. Accountability

An organization, through its hedth information custodian, is respongble for maintaining
confidentidity of the consumer's hedlth information and ensuring proper procedures for the
release of health information to third party sources.

Principle 2. Identifying Purposes

At the time of collection, the consumer will be informed of the purpose(s) for the hedlth
information being collected. Use of the information for other purposes requires the written
consent of the consumer.

Principle 3. Consent

The collection and use of information may be for two types of purposes.

Primary purposes: The consumer seeks hedth care services within a therapeutic context.
Persond hedlth information is used or shared between hedlth care providers for the ongoing
care or trestment of the consumer.

Secondary purposes: Hedth information custodians and third parties which to collect, use,
disclose, and access the consumer's hedlth information for purposes other than originaly
identified shal have the written consent of the consumer.

Principle 4. Limiting Collection

The collection of information shall be limited to that which is necessary for the purpos(s) of
providing hedlth care products or services that the consumer is seeking.

Principle 5. Limiting Use and Disclosure

After obtaining the consumer's consent, the consumer's hedth information will not be used or
disclosed for purpose(s) other than those for which it was collected, except when required by
law, when ordered by a court of law, or when not to do so would put the consumer or others at
graverisk.

The information custodian shall make al information anonymous for secondary uses. The
consumer shdl be informed of the information that has been disclosed to who the information
was disclosed and for what purpose the information was used.

THE CONSUMERS' ASSOCIATION OF CANADA
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Principle 6. Limiting Storage
Hesdlth service providers may keep heslth records stored indefinitely for purposes of providing
future services to the consumer or his’her descendants. In dl other cases, the health information
shdl be retained only as long as necessary for the fulfillment of the purpos(s) for which it was
collected, then shall be destroyed, erased, or made anonymous.
Principle 7. Accuracy

The consumer's hedlth information shall be accurate, complete, and as up-to-date as necessary
for the purposes for which it is used.

Principle 8. Safeguards

Safeguards shdl be in accordance with the highest industry standards and practices. Effective
security safeguards shdl protect hedth information.

Principle 9. Transparency and Openness
The information custodian must provide the consumer, without undue delay and a no cost to the
consumer, requested information on the policies and practices of the organization in maintaining
and protecting persond hedlth information.
Principle 10. Complaint, Dispute and Resolution M echanism
The information custodian and/or organization shall have a complaint process that is easy to

access and use. Consumers shdl be informed of the complaint process. All complaints shal be
investigated and, where judtified, addressed to the satisfaction of the consumer.

THE CONSUMERS' ASSOCIATION OF CANADA
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Appendix B
Definitions for Organization, Trustee, or Custodian in the Acts reviewed

Actor Definitionsfor “Organization”, “ Trustee” or “Custodian”
Province
Alberta “custodian” means (i) the board of an approved hospital as defined in the Hospitals Act other than an
s1(1)(f) approved hospital that is
(A) owned and operated by aregional health authority established under the Regional Health Authorities Act,
or

(B) established and operated by the Alberta Cancer Board continued under the Cancer Programs Act;

(ii) the operator of a nursing home as defined in the Nursing Homes Act other than a nursing home that is owned
and operated by aregional health authority established under the Regional Health Authorities Act;

(iii) aprovincia health board established pursuant to regulations made under section 18(1)(a) of the Regional
Health Authorities Act;

(iv) aregiona health authority established under the Regional Health Authorities Act;

(v) acommunity health council as defined in the Regional Health Authorities Act;

(vi) asubsidiary health corporation as defined in the Regional Health Authorities Act;

(vii) the Alberta Cancer Board continued under the Cancer Programs Act;

(viii) aboard, council, committee, commission, panel or agency that is created by a custodian referred to in
subclauses (i) to (vii), if al or amajority of its members are appointed by, or on behalf of, that custodian, but
does not include a committee that has as its primary purpose the carrying out of quality assurance activities
within the meaning of section 9 of the Alberta Evidence Act;

(ix) ahealth services provider who is paid under the Alberta Health Care Insurance Plan to provide health
Services,

(x) alicensed pharmacy as defined in the Pharmaceutical Profession Act; (xi) a pharmacist as defined in the
Pharmaceutical Profession Act;

(xii) the Department;

(xiii) the Minister;

(xiv) an individual or board, council, committee, commission, panel, agency or corporation designated in the
regulations as a custodian; but does not include

(xv) the Alberta Alcohol and Drug Abuse Commission continued under the Alcohol and Drug Abuse Act, or
(xvi) aCommunity Board or a Facility Board, as those terms are defined in the Persons with Devel opmental
Disabilities Community Governance Act;

Manitoba “trustee” means a health professional, health care facility, public body, or health services agency that collects
s1(1) or maintains persona health information.

“health carefacility” means

(a) ahospital,

(b) apersonal care home,

© apsychiatric facility,

(d) amedical clinic,

(e) alaboratory,

(f) The Manitoba Cancer Treatment and Research Foundation, and

(g) acommunity health centre or other facility in which health careis provided and that is designated in the
regulations;

“health professional” means a person who is licensed or registered to provide health care under an Act of the
Legidature or who is a member of a class of persons designated as health professionalsin the regulations;

“health services agency” means an organization that provides health care such as community or home-based
health care pursuant to an agreement with another trustee;




Actor
Province

Definitionsfor “Organization”, “ Trustee” or “Custodian”

“public body” means a public body as defined in The Freedom of Information and Protection of Privacy Act,
and for the purpose of this definition, the definitions of “department”, “educational body”, “government
agency”, “health care body”, “local government body” and “local public body” in that Act apply;

Ontario
s.2

“organization” includes a person, an association whether or not incorporated, a partnership, a health
information custodian, atrade union and an individual, other than an individual acting in a persona and non-
commercia capacity;

“health information custodian” means, subject to section 3, a person described in one of
the following paragraphs who has custody or control of personal health information as aresult of or in
connection with performing the person’s powers or duties or the work described in the paragraph, if any:
1. A health care practitioner.
2. A service provider within the meaning of the Long-Term Care Act, 1994 who
provides a service to which that Act applies.
3. A person who operates one of the following facilities, programs or services:
i. A hospital within the meaning of the Public Hospitals Act, a private hospital within the meaning of
the Private Hospitals Act, a psychiatric facility within the meaning of the Mental Health Act, an
institution within the meaning of the Mental Hospitals Act, aregional cancer centre or an independent
health facility within the meaning of the Independent Health Facilities Act.
ii. An approved charitable home for the aged within the meaning of the Charitable Institutions Act, a
home or joint home within the meaning of the Homes for the Aged and Rest Homes Act, anursing
home within the meaning of the Nursing Homes Act or aretirement home for elderly persons.
iii. A pharmacy within the meaning of Part VI of the Drug and Pharmacies Regulation Act.
iv. A laboratory or a specimen collection centre as defined in section 5 of the Laboratory and
Specimen Collection Centre Licensing Act.
v. An ambulance service within the meaning of the Ambulance Act.
vi. A home for special care within the meaning of the Homes for Special Care Act.
vii. A community health facility, program or service.
4. An evauator within the meaning of the Health Care Consent Act, 1996 or an assessor within the meaning of t
he Substitute Decisions Act, 1992.
5. A medical officer of health or aboard of health within the meaning of the Health Protection and Promotion
Act.
6. The Minister together with the Ministry of Health and Long-Term Care.
7. A prescribed person who compiles and maintains a registry or repository of,
i. personal health information for the primary purpose of data analysis or research,
ii. personal health information that relates to a specific disease or condition or that relatesto the
storage or donation of body parts or bodily substances.
8. A prescribed class of persons described in paragraph 7.
9. Any other person prescribed as a health information custodian if the person has custody or control of
personal health information as aresult of or in connection with performing prescribed powers, duties or work.
10. Any other prescribed class of persons described in paragraph 9;

atchewan

s.2(t)

“trustee” means any of the following that have custody or control of personal health information:

(i) agovernment institution;

(i) adistrict health board or an affiliate;

(iii) aperson who operates a special -care home as defined in The Housing and Special-care Homes Act;
(iv) alicensee as defined in The Personal Care Homes Act;

(v) aperson who operates afacility as defined in The Mental Health Services Act;

(vi) alicensee as defined in The Health Facilities Licensing Act;

(vii) an operator as defined in The Ambulance Act;

(viii) alicensee as defined in The Medical Laboratory Licensing Act, 1994;




Actor Definitionsfor “Organization”, “ Trustee” or “Custodian”
Province
(ix) aproprietor as defined in The Pharmacy Act, 1996;
(x) acommunity clinic:
(A) as defined in section 263 of The Co-operatives Act, 1996;
(B) within the meaning of section 9 of The Mutual Medical and Hospital Benefit Associations Act; or
© incorporated or continued pursuant to The Non-profit Corporations Act, 1995;
(xi) the Saskatchewan Cancer Foundation;
(xii) a person, other than an employee of atrustee, who is:
(A) ahealth professional licensed or registered pursuant to an Act for which the minister is
responsible; or
(B) amember of aclass of persons designated as health professionals in the regulations;
(xiii) ahealth professional body that regulates members of a health profession pursuant to an Act;
(xiv) a person, other than an employee of atrustee, who or body that provides a health service pursuant to an
agreement with another trustee;
(xv) any other prescribed person, body or class of persons or bodies;
PIPEDA “organization” includes an association, a partnership, a person and a trade union.”

s.2(1)
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Appendix C

C.1 Focus Group Facilitation Materials
a Moderator’s guide
b. Backgrounder for the Moderator
c. Handouts for Focus Group participants

C.2 Consumer Survey

Note severd versons of the survey were used depending on whether ascii-based email or PDF software were available to
the respondent, whether the survey was completed by focus group membersin around table setting or whether it was
sent by mail to newspaper ad respondents. The questions did not change but the formatting and some of theinitia
instructions varied dightly. The version presented hereis that completed by Focus Group participants.
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The Consumers’ Association of Canada
and the Public Interest Advocacy Centre

Privacy and Personal Health Information
Draft Moderator’s Guide for Focus Group
Sessions

Topicsto Cover Timing

1. Introduction 15 minutes
a Round table introductions
b) Focus group directions/ morning schedule
a) Refer to moderator’ s backgrounder for background to project

2. Awareness— unaided 35 minutes
a) What does privacy mean to you?—5 minutes
b) What do you consder to be your Persond Hedth Information? (Running totd:
Brainstorm—5 minutes 50 minutes)

¢) How much do you know about how your PHI is protected? Where
did you hear it, what do you know? Roundtable discussion — 10
minutes

*HANDOUT 1: Provide terminology (types of PHI - 2 minutes) Go
over and make sure distinction between identified and de-identified
information is clear)

d) Who currently has access to your PHI (both with and without your
express consent)? Why?— 10 minutes

*HANDOUT 2: Some individuals and groups who currently hve or
want access to your PHI?

3. Consent 30 minutes
a) Do you usudly read any consent forms you have sgned in the past
dedling with your PHI? Show of hands, invite participantsto (Running totdl:
share examples — 5 minutes 1 h 20 minutes)

b) Haveyou ever been asked to give consent for your information to
be shared for secondary purposes? When you give consent for
treatment, are you aso giving consent for the sharing of your PHI?
How do you fed about this? Roundtable discussion — 10 minutes

C) Invite participants to congder the following example: Scenario of
pregnant mother who has miscarriage — 5 minutes
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Topicsto Cover Timing

d) What are some of the advantages and disadvantages to blanket
consent to PHI (Blanket: total access by secondary agenciesto
PHI) Brainstorm 5-10 minutes

Break —refreshments 15 minutes
4. Redress 10 minutes
a) Haveyou ever had abreach of confidentidity in the context of your
persond hedlth information? (Running totdl:
1 h 45 minutes)

b) What would you do if you were to experience a breach of
confidentiaity regarding your PHI? Where would you turn? Group
discussion — 10 minutes

5. Third Party Access 15 minutes
a) Invite participants to consder the following scerario: Researcher is
denied access to PHI which may be helpful for advancing (Running totd:
research knowledge (and/or need for Canadian based accident 2h)

statistics) — 5 minutes

b) What are the consequences of not assuming any consent for
release of PHI? (e.g., cannot use PHI without explicit consent)
10 minutes.
(Be sure to make clear that often consent is needed for old
data, years after itsoriginal collection.)

6. Closing 15 minutes
a) Summarizefindings
b) Ask respondents to indicate how aware they were of issues (Running totd:
surrounding PHI before the focus group? (scale 0-10 and 2 h 15 minutes)
comments)

*HANDOUT 3: Provide handout to participants regarding CAC
summary principles and link to website (CAC main site).

c) Thank participants— remind them of the vaue they have provided,
and how this information will be usd

d) Ask paticipantsto fill out paper and pencil survey (Make sureto
warn them that the survey asks some detailed questions with
regard to thisissue, so they need to read each question
carefully and ask if anything is unclear)
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Background Information for the Moderator

Thisinformation is provided so you will fed comfortable with the rationde behind the
project and understand the context for the information we hope to dicit from participants. Please
fed free in the introduction to share information from sections 1 to 3 with the participants. More
detailed information should only be introduced where indicated in the moderator’ s guide as we are
initidly interested in what consumers think in the aosence of information you provide.

1. What is the Consumers Association of Canada (CAC)?

CAC, founded in 1947, is an independent, not-for-profit, volunteer-based, charitable
organization. It's mandate is to inform and educate consumers on marketplace issues, to advocate
for consumers with government and industry, and work with government and industry to solve
marketplace problems. CAC focusesits work in the areas of food, hedlth, trade, standards,
financid services, communications industries and other marketplace issues asthey emerge. It's
mission is to represent and articulate the best interests of Canadian consumersto dl levels of
government and to al sectors of society by continudly earning recognition as the trusted voice of
the consumer on anationd basis.

A nationd volunteer organization, CAC maintains anationa secretariat in Ottawawith regiona
offices in Vancouver, Edmonton, Saskatoon, Winnipeg and Montredl.

2. What isthe Public Interest Advocacy Centre (PIAC)?

The Public Interest Advocacy Centre (PIAC) is anon-profit federally incorporated organization.
PIAC seeks to advance the interests of individuals and groups who are generdly un-represented
or underrepresented in issues of mgor public concern. We champion those issues that involve the
delivery of important public and utility services. The Centre seeks to ensure that the public interest
is served, and not neglected, by decision makers in government and the private sector when
decisions are made about consumer issues. The Centre undertakes solid lega and research
services on behdf of consumers. The Centre focuses primarily on consumer issues concerning
telecommunications, energy, privacy, the informetion highway, eectronic commerce, financia
sarvices, broadcagting, and competition law.

3. Why have CAC and PIAC organized this focus group?

CAC and PIAC are collaborating on a project entitled “Privacy and Hedlth Information” in the
context of a growing concern over whether the persona health information (PHI) of Canadian
consumers of hedth services is being adequatdly protected in the wake of mgor changes to how
such information is stored, shared and accessed. The final report will be submitted to the Office of
Consumer Affairsin Industry Canada, which is sponsoring this project. These focus groups are
one of two main vehicles for directly tapping Canadian consumer views on a least some of the
core issues in this debate.
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4. What isthe legd framework for these issues?

Some provinces, such as Alberta and Manitoba, have passed provincia legidation
designed to protect persond information, including persond hedth information. Others, such as
Ontario, have made an attempt, but to date have no legidation in place. The federd government
extended the Persona Information Protection and Electronic Documents Act to include hedlth
information as of January 2002, but it is still not clear whether this will ensure adequiate protection.
Indeed it remains muddy which legidation gpplies where and in what cases. In dl of thisthere has
been a noticeable lack of input from the consumer asto what are, in their view, the key issues.
These focus groups hope to remedy that oversght, at least to some extent.

5. What do CAC and PIAC want to learn from focus group attendees?

The question of privacy of PHI isahighly complex one, asis evident by the lack of consensus that
emerged from the Privacy Working Group struck last year by Hedlth Canada to address hedth
sector concerns about the new Federd legidation. We cannot hope to address dll the issuesin this
project, let donein afocus group. It isimportant to keep in mind that the information that emerges
from the focus groups will be used to complemert awritten survey that is currently being
circulated across Canada. Most fundamentally, we are interested in:

1 What to Canadian consumers understand by persona hedlth information?

1 What does privacy mean to them in this context?

Have Canadians been thinking about the privacy of their persond hedlth
information (isthis an issue on their radar)?

For those that have, what are their experiences, concerns and fears?

For those who have not, now that they are aware of the issuesinvolved, what are
their concerns and fears?

to what extent are consumers comfortable with the sharing of the PHI and in what
form?

where do they stand on the inevitable tenson between the sharing of information
for the betterment of society and protection of information to ensure their privacy?

To that end, they will need to know that a distinction can be made between:

1 hedth information thet isidentified (includes information that clearly identifies the
individud) vs de-identified information (information that has purportedly been
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sripped of dl information that can be used to identify the individud). How
successful de-identification can be is amatter of some debate.

consent to the use of (persond) hedlth information that is explicit (written or ord,
with the purpose of the use outlined) vs. consent that isimplicit, in which by their
actions, individuasimply consent (e.g. by going to adoctor for trestment,
individuas imply the release of information regarding what sort of treetment was
provided to the provincid hedth insurance body, so the doctor can be paid.
Much of the current system works on implicit consent.

The OMA definitionsfor each are:

Express consant is given explicitly, ether oraly or in writing. Express consent is
unequivoca and does not require any inference on the part of the provider
seeking consent.

Implied consent arises when agreement may reasonably be inferred from the
action or inaction of the individua and there is good reason to believe that the
patient has knowledge reevant to this agreement and would give express consent
were it sought.

primary uses of PHI, in which the god is the care and betterment of the
individua to whom the information belongs and secondary uses of PHI, which
can range from academic research, epidemiology to audit and evauation of hedlth
services and even commercid uses of PHI.

6. How will the results from the focus groups be used?

The more detailed, nuanced reflections that emerge in the focus groups will be combined
with a broader “take” on many of the same issues dicited through the email survey (copy
attached). These findings will help define which among the myriad of issues rdating to the privacy
of hedth information are apriority for Canadian consumers and what they would liketo seein
terms of privecy safeguards. Thiswill then be embedded in a detailed examination of federd and
provincia legidation to see where gaps exist and what remedies may be suitable.
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Handout #1: Personal Health Information and Privacy

Useful Terminology

Personal Health information (PHI) — This can include medica records, results of tests,
diagnoses, number of viststo specidistshospitals, tissue samples provided, but dso factors which
may be thought to determine your heglth such as education, lifestyle, income, digibility for
insurance, etc. Please think of persond hedth information in this broad way.

PHI can be:

A. ldentified - information that isdir ectly identifiable as yours (e.g., by
induding name, address etc.); OR

B.. De-identified" - information that may be indir ectly identified as yours (eg.,
by linking the information to information in other databases);
OR,
- ‘C’ information that would be very hard to identify as yours
(eg. where the information is stored or shared only after
having been combined with many other individuas
information, such asin total number of ‘flu’ casestreated in
the month of February).

Explicit (or express) consent —when you are asked to sgn aform (such as upon entry into a
hospital) or when you are asked directly to grant consent to a hedlth care provider for a particular
procedure, treatment (can sometimes be oral). Explicit consent is unequivoca and does not
require any inference on the part of the provider asking consent.

Implicit consent —when the actions you have taken implies or leads the person to believe you
would have given consent if asked (for example, if you go to see a speciaist who requires
payment from your provincid insurance company, he may assume that you have given implied
consent for him to disclose what trestment he gave you in order to receive payment).

! Participants should note that there is considerable debate regarding whether any PHI can truly be
de-identified as it has been demondtrated that with the right technology, even de-identified
information can be linked through severd databases to identify specific individuas with high rates
of accuracy. De-identified PHI that is thought to be safe from re-identification is sometimes caled
“anonymized” data(i.e. “C” inthisligt). In this focus group we do not distinguish between B and
C.
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Handout #2:

Personal Health Information (PHI) and Privacy
Some individuals or groups who
currently have or want access to your PHI

[can you get the column on theright to lineup, Jennifer, | can’t]

Who has/wants access?

Y our family physcian
Hospitdl staff
Adminidretive decison-makers
Government
Pharmaceutica companies

Private companies

Health Researchers

Family and friends
| ndependent evauators
Private or public insurance
companies

Y our pharmacist

Other hedlth care workers

A pedidist

Why? (for example)

To provide you with primary hedth care

To provide you with primary hedth care

To aid decison-making

To better formulate hedth policies

To ad in researching and developing new drugs

Information used in genetic research to develop and
produce productsto sdll in the marketplace

aprivate firm sdling products that may be useful to
you, given your condition

studying your disease
aresearcher sudying asimilar but unrelated disease

aresearcher looking at how frequently your
condition is found across Canada

Any information provided by your physician to your
family and friends because they can help or support you

an independent evauator who is checking up on
hedlth care services being delivered in your province

In order to determine what fees are covered by
your insurance

To ad in providing you with information about your
prescription

To aid ahome care worker who has been assigned
to help you while you recover

To provide advice in diagnosing or treating your
hedlth problem

Note: Thislist is not meant to be exhaustive, but rather a guide asto how widespread interest in
your PHI may be. Other entities who may have access to your PHI include your employer,
various government departments (e.g., Stats Can), lawyers and the court system. Can you think of

any more?
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Consumers Association of Canada — Principlesfor Consumer Protection of Personal
Health Information

Principles 1. Accountability

An organizetion, through its hedlth information custodian, is regponsible for maintaining confidentiaity of the consumer's
hedlth information and ensuring proper procedures for the release of hedlth information to third party sources.

Principle 2. |dentifying Purposes

At thetime of collection, the consumer will beinformed of the purpos(s) for the hedlth information being collected. Use
of theinformation for other purposes reguires the written consent of the consumer.

Principle 3. Consent

The collection and use of information may be for two types of purposes:

Primary purposes: The consumer seeks hedlth care services within a thergpeutic context. Persond hedlth information is
used or shared between hedth care providers for the ongoing care or trestment of the consumer.

Secondary purposes: Hedlth information custodians and third parties which to collect, use, disclose, and accessthe
consumer's hedlth informetion for purposes other than origindly identified shall have the written consent of the consumer.

Principle 4. Limiting Collection

The collection of information shal be limited to that which is necessary for the purpose(s) of providing hedlth care
products or services that the consumer is seeking.

Principle 5. Limiting Use and Disclosure

After obtaining the consumer's consent, the consumer’s hedth information will not be used or disclosed for purpos(s)
other than those for which it was collected, except when required by law, when ordered by a court of law, or when not to
do so would put the consumer or others et grave risk.

Theinformation custodian shal make al information anonymous for secondary uses. The consumer shdl be informed of
the information that has been disclosed to who the information was disclosed and for what purpose the information was
used.

Principle 6. Limiting Storage

Hedlth service providers may keep health records stored indefinitely for purposes of providing future servicesto the
consumer or hisher descendants. In al other cases, the hedlth information shdl be retained only aslong as necessary for
the fulfillment of the purpose(s) for which it was collected, then shal be destroyed, erased, or made anonymous.

Principle 7. Accuracy

The consumer's hedth information shdl be accurate, complete, and as up-to-date as necessary for the purposes for which
itisused.

Principle 8. Safeguards
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Safeguards shdl be in accordance with the highest industry standards and practices. Effective security safeguards shdl
protect health information.

Principle 9. Transparency and Openness

Theinformation custodian must provide the consumer, without undue delay and & no cost to the consumer, requested
information on the policies and practices of the organization in maintaining and protecting persond hedth information.

Principle 10. Complaint, Dispute and Resolution M echanism

Theinformation custodian and/or organization shall have acomplaint processthat is easy to access and use. Consumers
shdl beinformed of the complaint process. All complaints shdl be investigated and, where justified, addressed to the
satisfaction of the consumer.



Focus Group Participants: Summary survey

PERSONAL HEALTH INFORMATION AND YOUR PRIVACY
A Survey for the Consumers' Association of Canada (CAC) and The
Public Interest Advocacy Centre (PI1AC)

CAC is an independent, non-profit, volunteer-based charitable organization.
Its mandate is to inform and educate consumers with regard to marketplace
Issues and to advocate on behalf of consumers with government and
industry. PIAC is a non-profit organization that provides legal and research
services on behalf of consumer interests concerning the provision of
important public services.

CAC and PIAC have undertaken to poll Canadian consumer views on issues
surrounding the privacy of personal health information. These issues affect
all Canadians who will all likely be involved at some point with the

Canadian health care system directly or indirectly, so we would ask that you
take a few minutes to answer the questions below and share with us your
thoughts, concerns and experiences. Please note that this survey is for
Canadian respondents only.

All information collected in this survey will be treated confidentially and
stored anonymously. Any specific examples drawn from comments made in
the survey will be masked to ensure the individual is not identifiable. The final
report will be available from CAC or PIAC.

Please complete this survey and pass to the moderator.

Note: As you now are aware this is a complicated issue. If any of the
guestions are unclear, please raise your hand and ask the moderator or his
assistant for clarification.



Some of the questions below ask you to rate on a scale of 0 to 5 to what
extent you are satisfied or concerned with the statements made. Please think
of the scale as follows:

(O S Lo, 2 K S oo, 5
not at all neutral or somewhat a great deal

The questions below deal with your PERSONAL HEALTH INFORMATION. Thiscan
include medical records, results of tests, diagnoses, number of visitsto
specialists’hospitals, tissue samples provided, but also factorswhich may be thought to
determine your health such aseducation, lifestyle, income, digibility for insurance, etc.
Please think of personal health information in thisbroad way.

1. On the scale noted above, please rate to what extent are you concerned:

____ That others can access your persond health information without your permisson

____ That others may be using your persond hedth information for purposes other than your
hedth care

____ That the qudity of your hedth care may be negatively affected if you redtrict others access
to (and/or use of) your persond hedth information

____ That your persond hedth information may be made available by accident to individuas
you believe should not have access to it

____ That your persond hedth information may be made available on purpose to individuals you
believe should not have accessto it

____ That the éectronic databases in which your persond hedth information is stored may not
be that secure

____That paper records in which your persond hedth information is stored may not be that
secure

___ That, even though your persona hedlth information may be included in large databases
without any identifying information, it may not be that difficult for someoneto link that
information with other databases and be able to identify you



2. (a) Have you ever had an experience in which the confidentiaity of your persond hedth
information was compromised? (yes or no)

(b) If yes, please explain [take as much room as you need]:

(©) If you are unaware of any specific instance, are you gill concerned that the confidentidity of
your persond hedth information may have been compromised a any point in the past? (yes or
no)

(d) If yes, please explain [take as much room as you need)]:

3. (a) Have you ever had an experience in which information about you was NOT made
available to others who needed it? (yes or no)

(b) If yes, please explain [take as much room as you need)]:

4. () Have you ever asked to access records about your own persona hedlth information?
(yesor no)

(If you answer ed no, skip to question 5.)



(b) Were you ever refused access? (yes or no)
(¢) If you answered yesto 4 (b), what were the circumstances? [take as
much room as you need]:

(d) If you asked for and obtained access to your persond health records,
did you understand them? (yes or no)

(e If you answered no to 4 (d), did you ask to have someone clarify or
interpret the information for you? (yes or no)

() If you answered yesto 4 (€), was this done to your satisfaction? (yes or no)

(9) If you obtained access to your persona health records and found that
information in them was inaccurate in your view, what action would you take? [take as much
room as you need|:

(h) Have you ever hdd back information from a hedlth professiona because you did not want it
inyour file? (yes or no)

(j) If yes, what was the Stuation? [take as much room as you need)]:



Remember the scale you are using

(O Lo, 2 S S 5
not at all neutral or somewhat a great deal

5. For the next question, we would like you to imagine yoursdf in the following scenario (one,
we hope, you will never have to experience in redity)

You have just been diagnosed with a blood disease. This disease means you must
take time off work, sometimes need help around the house and require various
medications. As you seek care, your personal health information becomes of
interest to others.

(8 Please indicate below if you think the following individuals and groups CAN currently access

your (identified) information now WITHOUT asking for your consent (check any that apply):
agpecidist caled in to help on your case

aresearcher studying your blood disease

aresearcher studying asimilar but unrelated blood disease

adrug company researching new drugs
aresearcher looking at how frequently your condition is found across Canada
the private or public insurer paying for your treatment

an independent evauator who is checking up on hedlth care services being
ddivered in your province

afriend or family member who your doctor fed's can help or support you
ahome care worker who has been assigned to help you while you recover
aprivate firm sdlling products that may be useful to you, given your condition

apharmaci4 filling your prescription

(b) Using the scde above, rate how comfortable you would be if these individuas and groups
were alowed to access your IDENTIFIED persond health information WITHOUT asking for
your consent. (Note: thelist isthesame asin (a)):

aspecidist caled in to help on your case

aresearcher studying your blood disease



___ aresearcher studying asimilar but unrelated blood disease

___adrug company researching new drugs

___aresearcher looking at how frequently your condition is found across Canada
____ theprivate or public insurer paying for your trestment

an independent evauator who is checking up on hedth care services being ddlivered in
your province

afriend or family member who your doctor feels can help or support you
a home care worker who has been assigned to help you while you recover
aprivate firm sdlling products that may be useful to you, given your condition

apharmacig filling your prescription

6. There are rules that each of the above individuals and groups must follow to access or use
your persond hedth information. These rules change depending on the circumstances. Part (a)
asks what you think these rules are NOW, and part (b) asks what you think the rules SHOULD
BE.

(&) Please indicate what you think the current requirements or rules are about consent. For
each individud or group listed below, note whether you think that they currently are:

= required to ask for your consent (write R for required)
= dlowed to assume you have given consent (write A for assume), or
= do not haveto ask for or assume your consent at al (write N for no consent).

** An example of required consent would be when you are asked to Sgn aform upon
admission to hospitd that Sates clearly that you are giving permission to the hospita to treet
your illness.

** An example of assumed consent would be when you go to your family doctor for a specific
procedure, he may assume you are giving him permission to tell your provincid insurance
company what procedure was done o that he can get paid.

____agpecidig cdled into help on your case

___aresearcher studying your blood disease

___aresearcher studying asimilar but unrelated blood disease

_____adrug company researching new drugs

____ aresearcher looking a how frequently your condition is found across Canada
_____ theprivate or public insurer paying for your trestment

an independent evauator who is checking up on hedlth care services being ddivered in
your province



afriend or family member who your doctor feels can help or support you
a home care worker who has been assigned to help you while you recover
a private firm sdlling products that may be useful to you, given your condition
apharmacig filling your prescription
(b) In 6 (a) we asked you what sort of consent you think is CURRENTLY required in each
case. Inthisquestion please indicated what sort of consent SHOUL D BE required. For each
individua or group listed below, please note below whether they should be:
= required to ask for your consent (write R for required)
= dlowed to assume you have given consent (write A for assume), or

= should not have to ask for or assume your consent at al (write N for no consent).

_agpecidig cdledin to hep on your case

___aresearcher studying your blood disease

___ aresearcher studying asimilar but unrelated blood disease

___adrug company researching new drugs

____aresearcher looking at how frequently your condition is found across Canada
____ theprivate or public insurer paying for your trestment

an independent evaluator who is checking up on hedlth care services being ddivered in
your province

afriend or family member who your doctor feels can help or support you
ahome care worker who has been assigned to help you while you recover
aprivate firm sdlling products that may be useful to you, given your condition

apharmacig filling your prescription

Remember the scale you are using

(O Lo, 2 S doveiiiiiiaaannn, 5
not at all neutral or somewhat a great deal

7. Suppose amedica form contained health information about you, but it wasimpossible to
know that it was your persond hedlth information because any identifying information (name,
address, socid insurance number) has been removed. Using the same scale we have been using



rate how comfortable you would be if information on the form was released WITHOUT your
consent to:

aresearcher studying your blood disease

aresearcher studying asmilar but unrelated blood disease

adrug company researching new drugs

aresearcher looking at how frequently your condition is found across Canada

the private or public insurer paying for your treatment

an independent evauator who is checking up on hedth care services being ddlivered in
your province

aprivae firm sdlling products that may be useful to you, given your condition

apharmacig filling your prescription

8 (&) Would you dlow your persona hedlth information to be used for research purposesin
some circumstances?

Yes OR No

(b) If you answered yes to question 8 (&), imagine your doctor has asked for your consent to
release your persond hedth information for a research project. Using the same scae we have
been using (least 0..1..2..3..4..5 most) rate to what extent you would be comfortable giving your
consent:

____ Wherethe research could not be done without your information

___ Wherethe research proposes to develop aremedy for a disease you or someone you
love suffersfrom

____ Whereyou do not know what the research purposes are

___ Whereyou do not know who will benefit from the research

____ Whereyou have ethical objections to the methods used in the research

__ Whereyou fed theinformation needed is particularly senstive

(c) Pleaseindicate if there are other factors that may influence your
decison whether to share your hedth information for research [take as much room as you

need]:



(d) Have you ever wanted to withhold consent, but felt uncomfortable
refusing the release of persond hedth informeation?

Yes OR No

(e) If yes, what was the Situation? [take as much room as you need)]:

9. (a) If you were to discover that your persond hedth information was being handled in away
that made you uncomfortable, where would you go currently to resolve the problem? [teke as
much room as you need)]:

(b) Areyou confident that the approach noted in 9 (a) would resolve the problem?

Yes OR No

Remember the scale you are using

(O Lo, 2 S doveiiiiiiaaannn, 5
not at all neutral or somewhat a great deal

10. (8 On the same scale, to what extent are you satisfied with:

__theamount of information you have received about health information and privacy (from
any source)

___thequality and usefulness of the information you have received about hedlth information
and privacy (from any source)



Findly we would like to ask you afew questions about yoursdf that will alow usto Stuate you
within the larger Canadian population (but not identify you!). Please put an x in the appropriate

box:
Age Education:
Pease indicate the highest leve of studies completed:
|:| under 20 |:| grade school
[ ] 2039 [ ] high school
[ ] 40-59 [ ] technical/vocational school
|:| 60 + |:| undergraduate university degree
|:| graduate/professona degree
Gender
[[]w™ Field of work:
[]F
Family: Areyou actively caring for children? Yes No
Areyou actively caring for an elderly person (parent, | Yes | NoO
relative)

Province of residence

How did you hear about/find out about this survey?

Do you have any comments on this survey? [use the back, if necessary]:



APPENDIX D
Participants in the Study and their organizations:
1. Authors of the study

Consumers Association of Canada (CAC) isa55 year old independent, not-for-profit,
volunteer based organization with a Nationd office in Ottawa and provincid/Territorid
Branches. Our mandate is to inform and educate consumers on market place issues, to
advocate for consumers with government and industry, and to work with government and
industry to solve market place problems in beneficid ways.

CAC focusesitswork in the areas of hedlth, food, trade, Sandards, financial services,
communication services and other market place issues asthey emerge. All CAC policies
on specific issues are framed within a set of genera consumer-oriented principles. Eight
such principles govern consumer associ ations belonging to the worldwide federation of
consumer groups, Consumers Internationa. Among these principles are the right to
choice, safety, information and a hedlthy environment.

Public Interest Advocacy Centre (PIAC) isaregistered charitable organization
federdly incorporated in 1976. It provides legal advice, representation, and specidized
research on a non-profit basis to groups and individuas who are voicing public concern,
and who would otherwise not have access to such services. Sinceitsinception, PIAC has
made issues associated with the regulatory process a priority. In particular, the Centre has
developed areputation for providing effective advocacy in telecommunications, cable
broadcasting, energy, transportation and privacy. Since 1992, PIAC has aso become a
membership organization. While it continuesits role as counsel to membership-driven
organizations in hearings and courtrooms, PIAC aso plays alarger advocacy role at both
formal proceedings and liaising with governments and other stake holders.

K athleen Priestman joined the Public Interest Advocacy Centrein the spring of 2001 as
aResearch Analyst. Prior to joining PIAC, Kathleen worked as a research andyst for the
Office of Consumer Affairs, Industry Canada. Her background in consumer issues
includes work for the Law Centre in Victoria, BC, the Family Jugtice branch of the
Minigtry of the Attorney Generd, and the Ministry of Socid Development and Economic
Security, both in British Columbia. She is a graduate of the University of Victoria, where
aB.A. in Linguigtics (1994) led her to pursue an interest in access to judtice issues
through an LL.B. (1999) at UVic.

Jennifer Shepherd, Research Andy4, joined the Public Interest Advocacy Centre team
inthefal of 2001. Prior to joining PIAC, Jennifer worked as a research anadly<t for the
Consumers: Association of Canada conducting research in the areas of eectronic
commerce, sarvice quaity, and energy. This research included an andyss of third- party
verification systems for dectronic commerce and the importance of such systemsto
Canadian consumers. Jennifer authored the reports: Analysing the feasibility of creating



an electronic commerce site certification program (2001) and SO 9000 for the year
2000: Setting a standard for service delivery in business-to-consumer transactions
(2000). Jennifer graduated from the University of Guelph with a Bachelor of Applied
Science, mgjoring in Consumer Studies.

The Action Group (TAG Consulting) is an Ottawa-based conaulting firm specidizing

in survey techniques, assessment, data anadys's and research and writing services. To date
most of their work has been in the areas of hedlth, corrections, and organizationa issues
such as stress management, team building and employee motivation. TAG has worked
with severa governmenta and non-governmenta agencies such as Correctiona Services
Canada, the Department of Justice, the Department of Nationa Defence and the Canadian
Public Health Association and have conducted severd nationd studies, including the co-
development, adminigration and analyss of a questionnaire examining quality of lifein

the Canadian Forces.

The principas are two Carleton University graduates. Mr. Craig Dowden, Ph.D.
Candidate, who has published extensively in the area of corrections, and, Mr. Neil
Chambers, Ph.D., apersondity psychologist with severd articles on the importance of
god pursuit in hedth and well-being. TAG is éffiliated both with Carleton University
where Mr. Chambers is completing post-doctoral research and serves as the Associate
Director of the Socid Ecology Research Laboratory and with Harvard University’ s Dr.
Brian Little, who provides expertise in the latest survey and assessment methodologies.

2. Project management and policy guidance
Jenny Hillard, VP Policy & Issues, CAC
Friederike Knabe, Project Manager, CAC
Jean Jones, Chair of CAC’s Health Committee

James Savary, advisor on privacy issues, Volunteer Advisory Committee



